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	Reason for change:
(
	As agreed in R2-106774, CR4427 to 25.331 introduces two subfeatures: 

· Integrity check on SRB3 messages when the UE misses the L2 ACK for RRC SECURITY MODE COMPLETE message:

· Optional at the UE

· No impact on the network (if the network suspends messages while L2 Ack is pending)

· Report of aborting an ongoing security mode procedure via the IE "Security Revert Status Indicator”
· Mandatory at the UE

· The network needs either a network workaround or to understand the flag. 

· Making it optional at the UE will not break the interoperability
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	This CR allows the UE to report the abortion of an ongoing security mode procedure.
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If the network understand the IE Security Revert Status Indicator”, but the UE does not implement it, the network may still choose to run alternative workarounds. Even though a workaround has its drawbacks, but it is still better than guessing whether the UE has not included the IE because it did not revert, or because it hasn't implemented this new feature.
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10.3.3.37
Security capability
	Information Element/Group name
	Need
	Multi
	Type and reference
	Semantics description
	Version

	Ciphering algorithm capability
	MP
	
	
	
	

	>UEA0
	MP
	
	Boolean
	
	

	>UEA1
	MP
	
	Boolean
	
	

	>UEA2
	MP
	
	Boolean
	The value TRUE means that UEA2 is fully interoperability tested.

If fully interoperability tested, also "Security capability indication" of "UE radio access capability compressed" shall be set to TRUE.
	REL-7

	>Spare
	MP
	13
	Boolean
	Shall be set to FALSE by UEs complying with this version of the protocol.
	

	Integrity protection algorithm capability
	MP
	
	
	
	

	>UIA1
	MP
	
	Boolean
	The value TRUE means that UIA1, Kasumi, is supported
	

	>UIA2
	MP
	
	Boolean
	The value TRUE means that UIA2 is fully interoperability tested.

If fully interoperability tested, also "Security capability indication" of "UE radio access capability compressed" shall be set to TRUE.
	REL-7

	>Spare
	MP
	14
	Boolean
	Shall be set to FALSE by UEs complying with this version of the protocol.
	

	Indication of Security Revert Status
	CV-NotInSMC
	
	Enumerated (TRUE)
	The value TRUE means that the UE is able to report when it  has reverted back to the old security configuration by aborting  the ongoing security mode command
	REL-10


	Condition
	Explanation

	CV-NotInSMC
	This IE is not needed in the Security Mode Command, otherwise, it is optionally present.


[… next change…]
11.3
Information element definitions

InformationElements DEFINITIONS AUTOMATIC TAGS ::=

[… next change…]
UE-RadioAccessCapability-vaxyext ::= SEQUENCE {



ue-RadioAccessCapabBandFDDList4


UE-RadioAccessCapabBandFDDList4,


ue-indicationSecurityRevertStatus


ENUMERATED { true }




OPTIONAL
}

[… end of changes…]
