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1 Introduction

The reply LS on the security issues of sending TCE IP address to the UE in logged MDT trace configuration has been received from SA3 [1], in which SA3 requests RAN 2 and SA5 to consider the given guidelines when specifying the MDT configuration parameters. In this contribution we propose a solution for sending TCE identity to UE and for the eNB to translate the identity to TCE IP address considering the guidelines in [1]. We also think it is SA5 together with RAN3 that would decide how this should be solved. A similar document will be submitted to next SA5 meeting [2] together with a proposed CR [3].
2 Discussion 
According to the information in [1], sending either IP address of TCE or a DNS resolvable domain name of TCE to the UE both involve a security risk in that malicious UEs may easily modify the received IP address or domain name and thereby execute an attack on the TCE and on the operator’s network. Therefore, it is suggested to use an identity of the TCE instead, which cannot be resolved to an IP address by the UE.

In accordance with the above we propose to send a TCE identifier to the UE as part of the logged MDT configuration, instead of the TCE IP address. When the UE reports the measurement results and sends the TCE identity to the eNB, the eNB can rely either on a DNS (Domain Name Service) based mechanism or on pre-configurations to resolve the TCE identity to an IP address. Note that using a DNS based resolving mechanism does not require to use the regular fully qualified domain names, as DNS can resolve basically any type of identifiers. Furthermore such a DNS resolution would need to work only within the operator’s network, which means that the operator is basically free to configure the TCE identities as it wishes. 
The standard does not have to specify the resolution mechanism, i.e., whether a DNS based mechanism shall be used or if the mapping tables shall be statically configured in all eNBs. Note also that such an address resolution belongs to the transport network domain and thereby it is out of the scope of 3GPP standards.
The existing message containers to carry the TCE IP address (in S1/X2 or RRC messages) can be reused to convey a TCE identifier, where the format of the TCE identifier does not have to be specified in the standard, similar to that no format is specified for the TCE IP address either (it is treated as a bit string in messages). The operator may configure whatever bit string it wants to use as a TCE identifier and configure the mapping accordingly. With the solution of reusing the TCE IP address field for a TCE identifier, it can be left for the operator’s security policy to decide whether the operator wants to send a TCE IP address or a TCE identity to the UE.
A further advantage of the proposed solution is that it does not require standard changes and it works with the existing signaling messages and procedures.

3 Proposals
In accordance with the discussion above it is suggested to discuss the following proposals and liaise our current understanding with SA5 (and RAN3).

Proposal 1: A “TCE identifier” can be used as the “TCE IP address” sent to the UE, where the “TCE identifier” can be any arbitrary bit string (without any further format specification), configured by the operator.

Proposal 2: The already defined message containers for TCE IP address (in S1/X2 or in RRC) can be used to carry a TCE identifier i.e., without impacting existing message format specifications. 
Proposal 3: An address translation mechanism in the operator’s network can be used to translate the TCE identifier received from the UE during measurement reporting to a valid TCE IP address in the operator’s network. The translation mechanism itself needs not be specified in the standard, it may rely on DNS or on static configuration in network elements.
Proposal 4: It is proposed to let SA5 (and RAN3) decide how the TCE IP address management should be done and liaise our current understanding.
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