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1
Introduction
At RAN2#72, the group received the SA3 reply LS (R2-106876[1]) on security and privacy principles in context of MDT measurement collection and initiated discussion on the given recommendations.

According to the suggestions, which clearly triggered RAN2 action, RAN2 made the requirements on Confidentiality of data and Denial of service protection to be fullfiled. Namely, the agreed CR to 36.331 on Protection of Logged Measurements Configuration Message [8] implies that Logged Measurements Configuration message cannot be sent prior to security activation and should always be sent integrity protected and ciphered after security activation.

Further, it was felt that some of the SA3 requirements were not reflected exlicitly. Hence, handling of user notification and user consent for MDT logging activity has been open. This paper addresses a possible way of treatment this issue that should be taken into account when evaluating the required consent for carrying out MDT operations. 
2
Discussion
There can be different options for the user consent understanding and consequently also varying impacts on the overall MDT operation and the relevant protocols implementation. Up to now, two proposals discussed in RAN2 in [5], [6] were assuming that user consent for MDT should imply direct user’s and AS layer involvement. 

However, it is worth to note, that on the top of SA3 requirements in R2-106876 [1], addressing potential user consent, it has been highlighted that the need for user privacy should be considered “under discretion of operator policy which, in turn, will relate to local legislation and to the achieved strength in anonymisation”. 

Further clarifications from SA3 in R2-110731 [2] reconfirmed that the user privacy “may be subject to regulatory disclosure obligations. Anonymisation of this data, i.e. not storing permanent or temporary user, UE, or trace identifiers, as well as not storing times of individual measurements may help”
The recent feedback on data anonymisation from SA5 group (R2-110736 [3], S5-110482 [4]) highlights again that “anonymisation in the stored data is related also to implementation aspects in operators’ networks. Therefore the data anonymisation principle applied to the stored data is enforced so far through business level requirements.  The eNodeB or RNC does not have the UE/user identity. The TCE is located in the operator management system and is inside the operators’ secured zone. Whether a UE can be selected to collect and report MDT data or not, is currently governed by the contract between Subscriber and Operator via the customer care process.”
Generally, SA5 feedback invites for further discussion and SA3 requirements unclarity has not been fully resolved yet. However, looking at all these considerations it seems that they may not imply user notification and consent on application layer, which anyhow will have some practical difficulties in getting desired MDT outcome. 

Namely, right now users are more careful with the notifications they receive, look closely at the permission screen, and suspect that that requested information may be misused. While an MDT application displays a terms of use on first use, the terms of use will have to specify that collection of sensitive data is going to happen also with potential logging of the user geographic location for better coverage in the future. If the application asks for access to this information with “MDT measurement starts” warning, user might think twice. Users tend to be more careful nowadays, especially if an unrequested information and request for persmision appears, then the users are likely to deny that request (which is from general security awareness point of view a good reaction). To achieve informed user decision on that matter, it would require explaining the MDT feature first to the user, which will be difficult to explain to non-technolgy focused people. While from operator point of view relevant data will be missed, due to misunderstandings from the users.
Moreover, any user interaction would require further protocol enhancements to carry the result of the user action. Setting, changing or revoking user consent would require the privacy settings are communicated to CN and triggers again interaction downwards with RAN to make the user decision confirmed and reflected on the network side. Hence, this sort of explicit end-user consent for the requested MDT information logging and furthermore the user ability to abort any MDT logging activity would definitely impact various protocols and RAN / CN nodes, affect the value of MDT statistics and constrain operators’ insight into the network.
Proposal 1: RAN2 to discuss and agree that AS handling of user consent and notification for Logged MDT is not required.
Nonetheless, obviously a clear and unambiguous request for user consent may be really important, due to legal requirement. MDT service should not be started without preliminary notification. The alternative for the device provided user consent, as implied by some SA3/SA5 opinions, can rely on network solution and operators’ policies. It seems the most reasonable and feasible process. As operators operate within regulatory frameworks that have critical implications for the implementation of new technologies and customer safety, they are provided with best practices about how to handle user data. Thus, one can trust relationship between operator and subscriber determined by contract in accordance with a local legislation, and whether operators obtained the end-user’s consent for carrying out MDT operation. 
Also looking at the legal recomendations [9], in order to ensure right and legal MDT user consent handling, the agreement should be obtained during the initial subscribtion creation, e.g. based on contractual relationship between operator and user at the time of subscription establishment. It should be made clear to the user that MDT data collection will happen in order to provide better services, offer new services or measure and improve the effectiveness of the user network. Further, as MDT will be an activity to improve the network, operator does not need to ask for permission from the user every time when starts an actual MDT measurement, i.e. when the user has given his consent, acknowledged and agreed MDT conditions, it remains valid upon the entering into a contract through the whole predefined period. 
However, there is also significant difference between two modes of tracing. For area based MDT, none of the collected information in the reports are intended to be connected to the identities of individual users. Operators will collect customers’ information for statistical purposes in a format that does not identify the individual. Once such a link is made, all of the collected information is treated as UE based MDTused and disclosed only in accordance with the existing IMEI/IMSI based Trace practices. The clarification on whether the same treatment is required for both approaches is pending. However, in any case UE selection principles can follow the principle governed by the contract between Subscriber and Operator. Network awareness at OAM level of which users can be involved in MDT should be sufficient.  

4
Conclusion
This document discussed several aspects of user consent for Logged MDT. Based on the foreseen implications of the direct user involvement on application level it is proposed to rely on alternative solution utilized so far in Trace Functionality.
Considering also the SA5 action taken in [4] to clarify SA3 the usage of Trace Functionality for MDT and ask whether Trace principles were being stringent enough on user safety,  further clarification on the SA3 requirements is expected and thus, it is proposed no AS (user/application) involvement should be considered, unless otherwise explicitly requested. 
It will be up to network implementation and operators’ responsibility to respect appropriate principles for user consent to use the MDT efficiently taking also into account the resulted UE involvement and hence anticipated impact on the user experience. 

Proposal 1: RAN2 to discuss and agree that AS handling of user consent and notification for Logged MDT is not required.
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Annex
	
	Notice
	User consent

	SA3 suggestion in R2-106876[1]
	The following also needs to be considered, although under discretion of operator policy which, in turn, will relate to local legislation and to the achieved strength in anonymisation of collected data:

	
	Notice: the user might need to be made aware that her/his location data is being logged (…)
	Consent: The user might need to be able to give and revoke consent to MDT(…)

	SA3 suggestion in R2-110731 [2]
	SA3 would like to point out that the requirements are system wide requirements, i.e. RAN2 and SA5 may need to work together to enable notification and consent. SA3 believes that the data processed or stored in the system may be subject to regulatory disclosure obligations. Anonymisation of this data, i.e. not storing permanent or temporary user, UE, or trace identifiers, as well as not storing times of individual measurements may help

	SA5 suggestion in R2-110736 [3]
	SA5 thinks that this principle has marginal impact on SA5 specifications, since it is more related to capabilities in the terminal.


	SA5 has discussed this principle and will identify the required functionality to check the availability of the user consent.

SA5 will also consider the reply LS of SA3 to RAN2 with more details on user consent and location information for next SA5 discussions


Table 1: SA3 and SA5 insight overview
Data anonymisation as per R2-110736 [3]
SA5 has discussed different cases of MDT procedures and has provided additional information to SA3 and RAN2 in LS S5-110482 for further discussion.
SA5 has also discussed the usage of stored traces in the TCE. Here, SA5 recognizes that anonymisation in the stored data is related also to implementation aspects in operators’ networks. Therefore the data anonymisation principle applied to the stored data is enforced so far through business level requirements

	
	RAN2 Question 1: 
Is the non-presence of UE/user identity with the measurements sufficient to 
address privacy and security issues highlighted by SA3?


	Question 2: 
Does user notification and user consent apply only when detailed location information is collected? 


	RAN2 Question 3: 
For cases when users have given prior consent, e.g. at subscription phase, is there a requirement to inform the user of the start of MDT measurement collection and should there be a possibility for the user to abort the MDT measurement collection/reporting ?



	SA3 suggestions in R2-110731 [2]
	No, it is not sufficient. Just because UE or User identity is not present in the collected data doesn't necessarily make it impossible to actually link the data to a specific user, e.g the subscriber identities can be retrieved within the network further to the UE reports according to TS 32.422. Also, the presence of location information may be sufficient to identify the user of a given trace. Therefore, even if UE or user identity is not present in the collected data, the principles laid out in our previous LS S3-101401 have to be applied.

SA3 would like to point out that the requirements are system wide requirements, i.e. RAN2 and SA5 may need to work together to enable notification and consent. SA3 believes that the data processed or stored in the system may be subject to regulatory disclosure obligations. Anonymisation of this data, i.e. not storing permanent or temporary user, UE, or trace identifiers, as well as not storing times of individual measurements may help. 
	No. In the incoming LS RAN2 defines detailed location information as "geographical coordinates". If the data collected allows derivation of approximate geographical coordinates, they have to be treated in the same way as detailed location information. 


	For cases when users have given prior consent, SA3 thinks that there is no requirement to interact with the user when MDT measurement is started.

 SA3 also thinks that there is no requirement to abort MDT measurement collection immediately when the user withdraws consent. However, the new setting has to be respected by the system after an adequately short time. 

While a method to change/withdraw consent settings is required, there are no requirements from SA3 how the user interaction is done.  SA3 has no preference whether user interaction to change consent settings is done with UE or with some operator provided service.



	SA5 suggestions in S5-110482 [4]
	The current solution specified by SA5 allows that both UE/user identity and MDT measurements are available in the Trace Collection Entity (TCE). 
But they are provided to TCE separately by different network entities. The UE/user identity is provided from core network and the MDT measurements are provided from eNodeB or RNC. 
The eNodeB or RNC does not have the UE/user identity. 
The TCE is located in the operator management system and is inside the operators’ secured zone.
SA5 Question#1 to SA3 on area based MDT: Does the area based MDT mechanism mentioned above present any potential security problem ?

SA5 Question#2 to SA3 on UE based MDT: Does the UE based MDT mechanism mentioned above present any potential security problem ?
	
	SA5 Clarification:

Whether a UE can be selected to collect and report MDT data or not, is currently governed by the contract between Subscriber and Operator via the customer care process. After user's prior consent, the network can select consented UE to participate into the MDT measurement bcollection/reporting.

SA5 Question#3 to SA3:
Is the prior user consent or user consent revocation via the customer care process sufficient to address the SA3 security concern ?




Table 2: SA3 and SA5 reply to RAN2 LS on MDT user involvement in R2-110699
The definition of consent as per [9]:

(h) 'the data subject's consent' shall mean any freely given specific and informed indication of his wishes by which the data subject signifies his agreement to personal data relating to him being processed.

(70) Whereas it is not necessary for the data subject to give his consent again so as to allow the controller to continue to process, after the national provisions taken pursuant to this Directive enter into force, any sensitive data necessary for the performance of a contract concluded on the basis of free and informed consent before the entry into force of these provisions;
