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1. Introduction
With regards to user consent issue, SA3 indicates that non-presence of UE/ user identity with the measurements is not sufficient to address privacy and security issues and that user consent does not only apply to detailed location information. This implies that user consent should be applied/ obtained for all cases of MDT. Furthermore, in their LS SA3 also indicates that mechanism user consent revocation is necessary.
This contribution discusses how user consent and user consent revocation can be realised for signaling based and management based MDT. The document proposes that user consent status is informed to the eNB during Initial Context Setup procedure and forwarded during handover, and that user consent revocation is performed in the application layer.
2. Discussion
Based on SA3 discussion, the following issues needs to be discussed: 

Issue 1: Consent prior to UE selection for MDT, e.g. subscription based
Issue 2: Consent revocation, after giving prior consent
2.1. 
Issue 1: Consent prior to UE selection for MDT
If a user already gives his/ her consent prior to the MDT configuration or data collection, it is assumed that this consent status is kept as a subscription data of that user. The user can for example give the consent during the subscription agreement or the first setting of his/ her handset via web-based consent. 
In this case UE selection for MDT taking into account user consent condition can be realised in a network based manner, i.e., NW selects the UE with consent before sending MDT configuration.
For signaling based MDT, the OAM can check whether the user consent status when performing UE selection for MDT, and only select the UE with consent for MDT. 
Proposal 1:
For signaling based MDT, OAM (or MME) takes into account the user consent status when performing UE selection for MDT.
For management based MDT, since the UE selection is performed in RAN node, user consent status, i.e., information on whether a user has given his/ her consent or not, should be sent to eNB during Initial Context Setup procedure. This information should be kept in the eNB so that the eNB can use this information whenever management based MDT is activated. 
Since the parameter for management based MDT is not forwarded during handover, in order for the target eNB to understand whether a certain UE can be utilised for management based MDT, the user consent status information needs to be forwarded during handover preparation procedure.
Proposal 2:
For management based MDT, the information on user consent status (whether the user has given consent or not for MDT) is sent to the eNB during Initial Context Setup procedure and forwarded during handover preparation procedure.
There are some possible solutions on how the user consent information should be sent to the eNB. 

Alt.1: re- using SPID to indicate user consent status
In this solution, the user consent status is indicated by one of the index value of the SPID, either either operator specific values or reference values [2]. If operator specific values are used, whether the user consent status is considered in roaming sites may not always be guaranteed. If reference values are used only for the user consent status indication, the network can not send RAT/ frequency priority indication and user consent status at the same time. If this combination meaning of SPID is needed, additional reference values need to be defined. Furthermore, since SPID has been defined for specific RRM strategies, the MDT usage has to be described in relevant specifications, e.g., TS 36.300, 23.401. SA2 has also to be involved with the specification work.  
Alt.2: defining a new IE to inidicate user consent status
In this solution, the user consent status is indicated by a newly defined IE. By using this indicator together with reference SPID values, the network can apply RRM strategies and user consent status more flexibly. This solution seems have limited standardisation impact (mainly in RAN3).

Since the solutions mainly effect interfaces between RAN node and CN, RAN3 should discuss the detail and which solution to be adopted.

Proposal 3:
The detail solution on how user consent should be indicated to the eNB should be discussed in RAN3.
2.2.
Issue 2: Consent revocation, after giving prior consent 

The necessary mechanism to realise consent revocation depends on the requirement. SA3 in their LS [1] indicates that:

· If a prior consent has been given, there is no requirement to interact with the user when MDT measurement is started.
· There is no requirement to abort MDT measurement collection immediately when the user withdraws consent. However, the new setting has to be respected by the system after an adequately short time.

· There are no requirements on how the user interaction is done.

The first bullet implies that if the UE selection for MDT takes into account the user consent status, there is no need to inform the user whenever the MDT measurements is performed or reported or logged.
The second bullet implies that a mechanism is needed to allow the user to revoke his/ her consent for MDT given previously. Although there is no requirement on how this should be done, SA3 also indicates that this revocation does not require abort of an ongoing MDT measurements collection, but the revocation needs to be effective in “adequately short time”.  Some of the possible solutions are discussed as the following:
Alt.1: Consent revocation is performed within the UE, with coordination between AS and upper layer
In this alternative, when the user revoke his/ her consent, the upper layer (controling the revocation) indicates to the AS layer (where the MDT measurements and reporting/ logging is performed) to stop the MDT process possibly after the relevant MDT session is over.
Alt. 2:
Consent revocation is performed by UE informing the NW about the change of consent status. Coordination between AS and upper layer in the UE is not necessarily needed.

Consent status is upper layer information, and therefore it is natural if the update is done in upper (application) layer. In this alternative the upper layer of the UE indicates to the network, e.g. via web-based consent control or other application based mechanism, that the consent has been revoked. The network will update the concerning user subscription. The UE selection for MDT (in OAM or RAN node) after this update will take into account the new status, i.e., revoked consent.
Another solution is to perform this update via customer care service, where the no involvement of the UE is needed. In any case, alt. 2 does not need any standardisation work.
Since the user subscription data in the network needs to be updated, alt. 2 should be needed afterall. The question is whether alt. 1 needs to be defined or not. 
We think that since the time requirement does not require the abort of MDT measurements collection, this means that real-time revocation is not necessary and upper layer (application layer) based revocation should be enough to address the “adequately short time” requirement.
Alt. 2 does not require any standardisation 
Proposal 4:
User consent revocation should be performed in upper layer (which the interworking between upper layer and AS layer within the UE is not needed).
3. Summary and proposal
This document discussed the solution to indicate prior user consent to the eNB, and the soluton to perform user consent revocation.
The following are proposed.

Proposal 1:
For signaling based MDT, OAM (or MME) takes into account the user consent status when performing UE selection for MDT.
Proposal 2:
For management based MDT, the information on user consent status (whether the user has given consent or not for MDT) is sent to the eNB during Initial Context Setup procedure and forwarded during handover preparation procedure.
Proposal 3:
The detail solution on how user consent should be indicated to the eNB should be discussed in RAN3. LS indicating this action should be sent as soon as possible.
Proposal 4:
User consent revocation should be performed in upper layer (which the interworking between upper layer and AS layer within the UE is not needed).
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