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1. Introduction
In their LS [1] SA3 indicates that due to security concerns, TCE IP Address should not be sent to the UE.

SA3 consider that there are security threats to send IP address of TCE to the UE. A malicious UE can use the IP address to make at least indirect IP-based attacks to TCE. In addition, a malicious UE may communicate a faked IP address to the network pointing to another network element than the intended TCE.SA3 would like to ask SA5 and RAN2 to work on this issue to avoid this kind of security threat.
This document discusses several solutions to avoid sending TCE IP Address to the UE, and proposes a solution that takes into account SA3 recommendation and has the smallest specification impact.
2. Discussion
SA3 LS in [1] indicates that “…it is acceptable from security point of view if an identity of the TCE is provided to the UE instead of the IP address of the TCE”. 

Therefore, the two possible solutions listed and explained below are based on defining a new “TCE ID” which is mapped to a certain TCE IP Address. The “TCE ID” is the indentification of TCE that is sent over the air to the UE.
Proposal 1: 
A newly defined indentity of TCE, namely “TCE ID” is sent over the air to the UE. “TCE ID” is an implicit identification of TCE (not an IP Address).

2.1 Alternative Solutions

Alternative 1: OAM configures “TCE ID” to the eNB, and eNB sends the “TCE ID” to the UE.
Alternative 1 is illustrated in figure 1. The main idea of this alternative is that the TCE is identified in the network (OAM, eNB) and UE by its “TCE ID”. The OAM includes “TCE ID” within the MDT configuration and send it to the eNB. The eNB sends it (as is) to the UE. 
There are two sub-options for address resolution in the eNB.

Option 1a:

The eNB is pre-configured with the mapping table between TCE ID and TCE IP address. When the eNB receives UL message containing MDT report which includes “TCE ID”, it translates the the “TCE ID” to a relevant IP Address, and sends the MDT report to the TCE.
Option 1b:
The eNB is not preconfigured with the mapping table between TCE ID and TCE IP address, but instead uses DNS to resolve the TCE ID to an IP address. This option allows operator network to flexibly change the IP address and to perform load balancing.
Impacts foreseen for this alternative:

1. SA5 specification/ work impact: 
Trace mechanism of OAM sending TCE IP Addres needs to be changed (to sending TCE ID) which is diverted from today’sTrace procedure.  
2. Operational impact: 
· For alternative 1a: 
eNB needs to be configured (possibly by OAM) with mapping table between TCE ID and TCE IP Address. 
· For alternative 1b: 
a mapping from TCE ID to fully qualified DNS names has to be defined.
Alternative 2: OAM configures “TCE IP Address” to the eNB, eNB translates it to “TCE ID” and sends it to UE.

Alternative 2 is illustrated in figure 2. The main idea of this alternative is that the TCE is identified in the network (OAM and eNB) by its “IP Address”, but it is identified in the UE by its identity “TCE ID”.  
In this alternative the OAM includes TCE IP Address within the MDT configuration and send it to the eNB. The eNB converts the TCE IP Address to a “TCE ID” and sends it to the UE as part of MDT configuration.
There are two sub-options for converting TCE IP Address to TCE ID in the eNB:
Option 2a:

The eNB is pre-configured with the mapping table between TCE ID and TCE IP address. 
Option2b:
The eNB can convert TCE ID to TCE IP Address without any pre-configuration from OAM.

Impacts foreseen for this alternative:

1. SA5 specification/ work impact:
· For option 2b:
SA5 needs to discuss the converting mechanism from TCE IP and TCE ID in eNB, which should be common to all eNBs among the whole NW  to avoid failures caused by different vendor implementation specific convertion algorithms.
2. Operational impact:
· 
 For option 2a: 
eNB needs to be configured (possibly by OAM) with mapping table between TCE ID and TCE IP Address.
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Figure 1: Alternative 1 
(OAM sends TCE ID)

Figure 2: Alternative 2 
(eNB converts TCE IP Address to TCE ID)
Comparing between the two alternatives, alternative 2 is the one that can satisfy the concern raised by SA3 in [1] and at the same time avoiding changes to today’s Trace procedure. Therefore, we propose that RAN2 can agree on alternative 2.

Proposal 2:
It is proposed for RAN2 to agree to adopt alternative 2 (eNB converting TCE IP Address into TCE ID and send it to the UE as part of MDT configuration).

If the proposal of sending TCE ID instead of TCE IP Address can be agreed, then the definition of “TCE ID” needs to be discussed. The general requirement for a “TCE ID”is that it should be unique within a network. To address this and also considering that each PLMN in shared NW may configure its own TCE ID, it may be beneficial to adopt the following form of identification:

“TCE ID = PLMN ID(24 bits) + (within the NW) TCE ID (8 bits or less)”
Proposal 3: It is proposed for RAN2 to discuss and decide the details of “TCE ID” identification.
Proposal 4:
It is proposed for RAN2 to notify concerning WGs (SA5, RAN3) on the agreed decision. (NTT DOCOMO is willing to draft the LS if the proposal agreed)
3. Summary and proposal

This document discussed and clarified the concerns of indicating TCE IP Address as part of MDT configuration to the UE.
The following are proposed:

Proposal 1: 
A newly defined indentity of TCE, namely “TCE ID” is sent over the air to the UE. “TCE ID” is an implicit identification of TCE (not an IP Address).

Proposal 2:
It is proposed for RAN2 to agree to adopt alternative 2 (eNB converting TCE IP Address into TCE ID and send it to the UE as part of MDT configuration).

Proposal 3:
It is proposed for RAN2 to discuss and decide the details of “TCE ID” identification. 
(e.g. “TCE ID = PLMN ID(24 bits) + (within the NW) TCE ID (8 bits or less)”
Proposal 4:
It is proposed for RAN2 to notify concerning WGs (SA5, RAN3) on the agreed decision.
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