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1
Introduction
This discussion paper is a follow-up for R2-105689 (from RAN2 #71bis) [3], a TS25.331 CR. This paper is also a revision to the previous discussion paper [4] on the same topic and is supporting this meeting's CR [5].
During the course of discussion in this topic since RAN2 #70bis, there have been additional alternatives mentioned. In this present discussion paper, we will specifically update with two alternatives in Sections 3.1 and 3.2. As previously discussed, we have a preference for the solution is in Section 3.3, with an accompanying CR to TS23.331 is in [5].
In RAN2#71 discussion most of the companies agree that RIM’s proposal in [1] doesn’t address the problem of ongoing security abort at cell update initiation. Qualcomm's proposals in [2] and [4] provided a solution that complements RIM’s proposal in [1] and provided a way forward for enhanced Security Mode procedure handling [5].  
In RAN2#71bis, it was proposed that a network only proprietary solution for problem of ongoing security abort at cell update initiation which is specified in Qualcomm proposal [2].
In this document, we will revisit the problem  of ongoing security abort at cell update initiation, provide an analysis and comparison to all solutions, and make a suggestion. 

Section 2 summarizes the problem; Section 3 analyzes all pending proposals; Section 4 concludes with Qualcomm’s suggestion.
2
Problem
The problem is that we could have the security configuration mismatch between UE and UTRAN if UE initiates a cell update procedure while UE is waiting for the RLC Ack of the Security Mode Complete message since UTRAN may apply the new security configuration upon reception of the Security Mode Complete message and UE may apply it upon reception of the RLC Ack of the Security Mode Complete message. In such case, UE aborts the security configuration upon initiation of the cell update procedure but UTRAN could start using the new security configuration upon reception of the Security Mode Complete so UE uses the old security configuration after a cell update message transmission and UTRAN uses the new security configuration after the cell update message reception.
3
Solutions
There are 4 alternatives for the above mentioned problem.

3.1
Network Only Proprietary Solution
Network will have proprietary solution which will figure out which security configuration UE is using. This proprietary solution may be based on some hit & trial techniques.   
In this approach the UE is not aware of the network proprietary algorithm. The UE will fall back to the old security configuration at the time of sending the cell update message in case there is an ongoing security mode command procedure was and the UE is waiting for L2 ACK of security mode complete message.

In case the network had received the security mode complete, it will try to guess which security configuration UE is using. One possible approach would be to apply both security configuration on the received RLC PDU from UE, the winner configuration will be considered by Network for further use for this UE.      

Alternative 1: Network will have proprietary solution which will figure out which security configuration UE is using. This proprietary solution may be based on some hit & trial techniques.
Pros:

1. NO UE impact.
Cons:

1. There is no guarantee in this proposal, as nothing is standardized. The UE may still suffer if the proprietary network solution is not universally available or functional.
2. Problem example: Let’s assume the network work around is to apply both the security configurations on the received RLC PDUs. The most probable check is to check whether the Length indicator <L1> falls in a valid range. But, it may happen that L1fall in valid rage for both old & new security configuration. Then it will be difficult to decide on which configuration to be used. This may not be a fool proof solution.

3. The network may be able to know whether the UE has already applied the new security configurations or not by checking the START value reported by a cell update message. However, it doesn’t work in case the keys getting applied as part of security mode command message were old keys as the START wouldn’t have been set to zero.

3.2
Reuse IE "Reconfiguration Status Indicator" in a cell update message to indicate which cipher configuration UE applied 
In this proposal UE sets IE "Reconfiguration Status Indicator" in a cell update message to TRUE when UE aborts the ongoing security mode command procedure due to an initiation of cell update procedure.
Alternative 2: The UE shall set IE “Reconfiguration Status Indicator” if the UE initiates a cell update procedure while in waiting for the RLC Ack of the Security Mode Complete message. If the IE is set to TRUE in the cell update message, UTRAN shall revert the security configuration back to the previous configuration used prior to the security mode command procedure.
 Pros:

1. It doesn’t have any ASN.1 impact.

2. It’s early implementable.

Cons:

1. This solution hijacks the existing IE “Reconfiguration Status Indicator” so it impacts the existing UTRAN implementation regarding IE “Reconfiguration Status Indicator”. It could introduce some complications in UTRAN side.

2. UE may see inter operation issues of legacy RNC & new UE that implement this alternative.

3.   Problem example: A Legacy/ commercial UE which doesn’t set Reconfiguration Status Indicator I.E for security reconfiguration in CU procedure to new RNC. New RNC may think UE already received L2 ACK for SMC complete, which will create call drop issue. 

3.3
Proposal
In RAN2#70bis meeting, Qualcomm proposed a solution that UE sets a new IE "Security revert Status Indicator” in a cell update message to TRUE when UE aborts the ongoing security mode command procedure due to an initiation of cell update procedure.

25.331 CR [5] (by Qualcomm and RIM) is also available for this solution for your reference.

Alternative 3: The UE shall set new IE “Security revert Status Indicator” if the UE initiates a cell update procedure while in waiting for the RLC Ack of the Security Mode Complete message. If the IE is set to TRUE in the cell update message, UTRAN shall revert the security configuration back to the previous configuration used prior to the security mode command procedure.
Pros:

1. It’s early implementable as the ASN.1 changes are in uplink cell update message as noncritical extension.

2. This solution doesn’t have any backward compatibility issue like 3.2 solution of hijacking the existing IE “Reconfiguration Status Indicator”.
3. Its guaranty that UE & network will be in sync w.r.t security configuration in the above mentioned problem.
Cons:

1. Both UE & Network need to upgrade their ASN.1 version to latest to get this solution. Since it is a simple software upgrade of ASN.1 version so it is not really a issue for any legacy UE/network. 
3.4
No change in standard
In theory, the problem existed in R99 time and we have been living with the problem for long time.
Pros:

1. UE based work-arounds for the problem by restricting initiating a cell update procedure in the middle of the security mode command procedure.
Cons:

1. UE will have to experience unnecessary call drops in UMTS network. This problem has been observed in today’s networks based on Qualcomm’s IOT experience.
2. UE based work-arounds have the following issues
i. In case cell updated was triggered due to cell reselection then following are consequences 

(a) Delay in cell access on new cell. If UE has any SRB or URB data, it cannot send till CU completes. 

(b) In case of enhanced cell fach, since UE moved to new cell & Node B doesn’t have knowledge of UE, so significant data loss/delay 

(c) MT call may fail as UE has moved to new cell.

(d) In case UE doesn’t move to new cell i.e. it doesn’t configure new cell FACH/SCCPCH then it might go through out of service as serving cell is going down.

(e) If UE configures new cell FACH/SCCPCH/HS-DSCH due to  SRNS relocation, new RNC will not have any RLC SN carried from old RNC,  which will lead to UE permanent stuck in waiting for L2 ACK state for Security Mode Complete (SMC) & UE can’t send cell update message. This is because new cell under new RNC can’t resend L2ACK to UE as it doesn’t have RLC SN from previous cell. In this case UE cannot detect the new cell is in new RNC until it sends CU & gets CU confirm that tells UE that it needs to perform SRNS relocation.  

 

ii. In case of Re-entering service area, UE will have problems like i(a), i(e), i(c) etc

iii. In case of Paging response, if the UE delays sending a response, the network may think the UE is not responding.

Alternative 4: No 3GPP spec change and it’s left to the UE and the network implementations.
4
Conclusion
According to the above analysis, we believe alternative 3 is the best way forward for the problem.

Proposal: Adopt the CR in [5].
References

[1] R2-103005, Enhanced Security Mode procedure handling in case of delayed L2 ACK, RIM

[2] R2-103828, Enhanced Security Mode procedure handling in case of Cell update abort ongoing security procedure, Qualcomm Incorporated

[3] R2-105689, Enhanced Security Mode procedure handling, (25.331 CR, RAN2 #71bis), Qualcomm Incorporated, Research In Motion UK Limited
[4] R2-104450, (RAN2 #71), Discussion of Cell update aborting ongoing Security Mode Command problem , Qualcomm Incorporated
[5] R2-106619, Enhanced Security Mode procedure handling, (25.331 CR, RAN2 #72), Qualcomm Incorporated, Research In Motion UK Limited

