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1
Introduction

It was agreed that integrity protection is needed for S1/X2 message delivery and SA3 is still discussing the security solutions in general for relay system. In this contribution, we show the necessary impacts to PDCP specification to support IP in the DRB for Un interface.
2
Discussion
In this contribution, we assumed that S1/X2 messages will be transferred via RLC-AM mode. The text proposal for PDCP specification is attached at the end of the contribution to show the amount of changes in case SA3 selects enhanced AS solution (i.e, PDCP enhancement) for the S1/X2 integrity protection. 
3
Conclusion and Proposal
It is proposed to conclude that PDCP changes to support S1/X2 integrity protection for relay are feasible in Rel-10.
4
Text Proposal
Beginning of 1st Text Proposal
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
AM
Acknowledged Mode
CID
Context Identifier
DRB
Data Radio Bearer carrying user plane data

EPS
Evolved Packet System

E-UTRA
Evolved UMTS Terrestrial Radio Access

E-UTRAN
Evolved UMTS Terrestrial Radio Access Network
eNB
E-UTRAN Node B

FMS
First missing PDCP SN
HFN
Hyper Frame Number

IETF
Internet Engineering Task Force

IP
Internet Protocol

L2
Layer 2 (data link layer)

L3
Layer 3 (network layer)

MAC
Medium Access Control
MAC-I
Message Authentication Code for Integrity
PDCP
Packet Data Convergence Protocol

PDU
Protocol Data Unit

R
Reserved

RB
Radio Bearer

RFC
Request For Comments

RLC
Radio Link Control
RN
Relay Node
ROHC
RObust Header Compression

RRC
Radio Resource Control

RTP
Real Time Protocol

SAP
Service Access Point

SDU
Service Data Unit

SN
Sequence Number

SRB
Signalling Radio Bearer carrying control plane data

TCP
Transmission Control Protocol

UDP
User Datagram Protocol

UE
User Equipment

UM
Unacknowledged Mode

X-MAC
Computed MAC-I

4
General
4.0
Specification Notations

The following notations are applied throughout the specification.
[RN]
This tagging of a word indicates that the word preceding the tag "[RN]" applies only to relay functions. This tagging of a heading indicates that the heading preceding the tag "[RN]" and the section following the heading applies only to RN.
[RN - …]
This tagging indicates that the enclosed text following the "[RN – " applies only to RN. Multiple sequential paragraphs applying only to RN are enclosed separately to enable insertion of common paragraphs between the RN specific paragraphs.
4.1
Introduction
The present document describes the functionality of the PDCP. [RN - Functionality specified for the UE equally applies to the RN for functionality necessary for the RN.]
End of 1st Text Proposal
Beginning of 2nd Text Proposal
4.2.2
PDCP entities

The PDCP entities are located in the PDCP sublayer. Several PDCP entities may be defined for a UE. Each PDCP entity carrying user plane data may be configured to use header compression.

Each PDCP entity is carrying the data of one radio bearer. In this version of the specification, only the robust header compression protocol (ROHC), is supported. Every PDCP entity uses at most one ROHC instance.
A PDCP entity is associated either to the control plane or the user plane depending on which radio bearer it is carrying data for.

Figure 4.2.2.1 and Figure 4.2.2.2 represent the functional view of the PDCP entity for the PDCP sublayer of the UE and RN, respectively; it should not restrict implementation. The figure is based on the radio interface protocol architecture defined in [2].

[image: image1.emf]Radio Interface (Uu)

UE/E-UTRAN E-UTRAN/UE

Transmitting

PDCP  entity

Ciphering

Header Compression (u-plane 

only)

Receiving 

PDCP  entity

Sequence numbering

Integrity Protection 

(c-plane only)

Add PDCP header

Header Decompression (u-

plane only)

Deciphering

Remove PDCP Header

In order delivery and duplicate 

detection(u-plane only)

Integrity Verification 

(c-plane only)

Packets associated 

to a PDCP SDU

Packets associated 

to a PDCP SDU

P

a

c

k

e

t

s

 

n

o

t

 

a

s

s

o

c

i

a

t

e

d

 

t

o

 

a

 

P

D

C

P

 

S

D

U

P

a

c

k

e

t

s

 

n

o

t

 

a

s

s

o

c

i

a

t

e

d

 

t

o

 

a

 

P

D

C

P

 

S

D

U


Figure 4.2.2.1 - PDCP layer, functional view
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Figure 4.2.2.2 - PDCP layer, functional view [RN]
End of 2nd Text Proposal
Beginning of 3rd Text Proposal
4.4
Functions

The Packet Data Convergence Protocol supports the following functions:

-
header compression and decompression of IP data flows using the ROHC protocol;

-
transfer of data (user plane or control plane);

-
maintenance of PDCP SNs;

-
in-sequence delivery of upper layer PDUs at re-establishment of lower layers;

-
duplicate elimination of lower layer SDUs at re-establishment of lower layers for radio bearers mapped on RLC AM;

-
ciphering and deciphering of user plane data and control plane data; 

-
integrity protection and integrity verification of control plane data;
-
[RN - integrity protection and integrity verification of user plane data, if configured];
-
timer based discard;

-
duplicate discarding.

PDCP uses the services provided by the RLC sublayer.

PDCP is used for SRBs and DRBs mapped on DCCH and DTCH type of logical channels. PDCP is not used for any other type of logical channels.
End of 3rd Text Proposal
Beginning of 4th Text Proposal
5.1.2.1.2a
Procedures for DRBs mapped on RLC AM [RN]
For DRBs mapped on RLC AM, at reception of a PDCP Data PDU from lower layers, the RN shall:
-
if received PDCP SN – Last_Submitted_PDCP_RX_SN > Reordering_Window or 0 <= Last_Submitted_PDCP_RX_SN – received PDCP SN < Reordering_Window:

-
if received PDCP SN > Next_PDCP_RX_SN:

-
decipher and verify the integrity of the PDU (if configured) using COUNT based on RX_HFN – 1 and the received PDCP SN as specified in the subclauses 5.6 and 5.7, respectively;
-
else:

-
decipher and verify the integrity of the PDU (if configured) using COUNT based on RX_HFN and the received PDCP SN as specified in the subclause 5.6 and 5.7, respectively;

-
if integrity verification is configured and the integrity verification is passed successfully; or

-
if integrity verification is not configured:
-
perform header decompression (if configured) as specified in the subclause 5.5.5;
-
else, if integrity verification is configured and the integrity verification fails:
-
indicate the integrity verification failure to RRC layers;
-
discard this PDCP SDU;

-
else if Next_PDCP_RX_SN – received PDCP SN > Reordering_Window:
-
decipher and verify the integrity of the PDU (if configured) using COUNT based on RX_HFN + 1 and the received PDCP SN as specified in the subclauses 5.6 and 5.7, respectively;

-
if integrity verification is configured and the integrity verification is passed successfully; or

-
if integrity verification is not configured:
-
increment RX_HFN by one;
-
set Next_PDCP_RX_SN to the received PDCP SN + 1;
-
else, if integrity verification is configured and the integrity verification fails:

-
discard the received PDCP Data PDU;

-
indicate the integrity verification failure to RRC layer.
-
else if received PDCP SN – Next_PDCP_RX_SN >= Reordering_Window:

-
decipher and verify the integrity(if configured) of the PDU using COUNT based on RX_HFN – 1 and the received PDCP SN as specified in the subclauses 5.6 and 5.7, respectively;

-
if integrity verification is configured and the integrity verification fails:

-
discard the received PDCP Data PDU;

-
indicate the integrity verification failure to RRC layer.
-
else if received PDCP SN >= Next_PDCP_RX_SN:

-
decipher and verify the integrity(if configured) of the PDU using COUNT based on RX_HFN and the received PDCP SN as specified in the subclauses 5.6 and 5.7, respectively;
-
if integrity verification is configured and the integrity verification is passed successfully; or

-
if integrity verification is not configured:

-
set Next_PDCP_RX_SN to the received PDCP SN + 1;

-
if Next_PDCP_RX_SN is larger than Maximum_PDCP_SN:
-
set Next_PDCP_RX_SN to 0;

-
increment RX_HFN by one;
-
else, if integrity verification is configured and the integrity verification fails:

-
discard the received PDCP Data PDU;

-
indicate the integrity verification failure to RRC layer.

-
else if received PDCP SN < Next_PDCP_RX_SN:

-
decipher and verify the integrity(if configured) of the PDU using COUNT based on RX_HFN and the received PDCP SN as specified in the subclauses 5.6 and 5.7, respectively;

-
if integrity verification is configured and the integrity verification fails:

-
discard the received PDCP Data PDU;

-
indicate the integrity verification failure to RRC layer.
-
if the PDCP PDU has not been discarded in the above:
-
perform header decompression (if configured) as specified in the subclause 5.5.5
-  if a PDCP SDU with the same PDCP SN is stored:

-
discard this PDCP SDU;

-
else:

-
store the PDCP SDU;
-
if the PDCP PDU received by PDCP is not due to the re-establishment of lower layers:

-
deliver to upper layers in ascending order of the associated COUNT value: 

-
all stored PDCP SDU(s) with an associated COUNT value less than the COUNT value associated with the received PDCP SDU;

-
all stored PDCP SDU(s) with consecutively associated COUNT value(s) starting from the COUNT value associated with the received PDCP SDU;
-
set Last_Submitted_PDCP_RX_SN to the PDCP SN of the last PDCP SDU delivered to upper layers;.
-
else if received PDCP SN = Last_Submitted_PDCP_RX_SN + 1 or received PDCP SN = Last_Submitted_PDCP_RX_SN – Maximum_PDCP_SN:

-
deliver to upper layers in ascending order of the associated COUNT value:

-
all stored PDCP SDU(s) with consecutively associated COUNT value(s) starting from the COUNT value associated with the received PDCP SDU;
-
set Last_Submitted_PDCP_RX_SN to the PDCP SN of the last PDCP SDU delivered to upper layers.
End of 4th Text Proposal
Beginning of 5th Text Proposal
5.2.1
UL Data Transfer Procedures

5.2.1.1
Procedures for DRBs mapped on RLC AM

When upper layers request a PDCP re-establishment, the UE shall:

-
reset the header compression protocol for uplink (if configured);

-
apply the ciphering [RN - and integrity] algorithm and keys provided by upper layers during the re-establishment procedure;

-
from the first PDCP SDU for which the successful delivery of the corresponding PDCP PDU has not been confirmed by lower layers, perform retransmission or transmission of all the PDCP SDUs already associated with PDCP SNs in ascending order of the COUNT values associated to the PDCP SDU prior to the PDCP re-establishment as specified below: 

-
perform header compression of the PDCP SDU (if configured) as specified in the subclause 5.5.4;
-
[RN - perform integrity protection of the PDCP SDU (if configured) using the COUNT value associated with this PDCP SDU as specified in the subclause 5.7;]
-
perform ciphering of the PDCP SDU using the COUNT value associated with this PDCP SDU as specified in the subclause 5.6;
-
submit the resulting PDCP Data PDU to lower layer.

End of 5th Text Proposal
Beginning of 6th Text Proposal
5.2.2
DL Data Transfer Procedures
5.2.2.1
Procedures for DRBs mapped on RLC AM
When upper layers request a PDCP re-establishment, the UE shall:

-
process the PDCP Data PDUs that are received from lower layers due to the re-establishment of the lower layers, as specified in the subclause 5.1.2.1.2;

-
reset the header compression protocol for downlink (if configured);

-
apply the ciphering algorithm and key provided by upper layers during the re-establishment procedure.
-
[RN - apply the integrity protection algorithm and key provided by upper layers (if configured) during the re-establishment procedure.]
End of 6th Text Proposal
Beginning of 7th Text Proposal
5.6
Ciphering and Deciphering
The ciphering function includes both ciphering and deciphering and is performed in PDCP. For the control plane, the data unit that is ciphered is the data part of the PDCP PDU (see subclause 6.3.3) and the MAC-I (see subclause 6.3.4). For the user plane, the data unit that is ciphered is the data part of the PDCP PDU (see subclause 6.3.3) [RN - and the MAC-I (see subclause 6.3.4), if integrity protection is configured]; ciphering is not applicable to PDCP Control PDUs.

The ciphering algorithm and key to be used by the PDCP entity are configured by upper layers [3] and the ciphering method shall be applied as specified in [6].
The ciphering function is activated by upper layers [3]. After security activation, the ciphering function shall be applied to all PDCP PDUs indicated by upper layers [3] for the downlink and the uplink, respectively.
The parameters that are required by PDCP for ciphering are defined in [6] and are input to the ciphering algorithm. The required inputs to the ciphering function include the COUNT value, and DIRECTION (direction of the transmission: set as specified in [6]).The parameters required by PDCP which are provided by upper layers [3] are listed below:

-
BEARER (defined as the radio bearer identifier in [6]. It will use the value RB identity –1 as in [3]);

-
KEY (the ciphering keys for the control plane and for the user plane are KRRCenc and KUPenc, respectively).
End of 7th Text Proposal
Beginning of 8th Text Proposal
5.7
Integrity Protection and Verification

The integrity protection function includes both integrity protection and integrity verification and is performed in PDCP for PDCP entities associated with SRBs [RN – and DRBs if configured]. The data unit that is integrity protected is the PDU header and the data part of the PDU before ciphering.
The integrity protection algorithm and key to be used by the PDCP entity are configured by upper layers [3] and the integrity protection method shall be applied as specified in [6].

The integrity protection function is activated by upper layers [3]. After security activation, the integrity protection function shall be applied to all PDUs including and subsequent to the PDU indicated by upper layers [3] for the downlink and the uplink, respectively.

NOTE:
As the RRC message which activates the integrity protection function is itself integrity protected with the configuration included in this RRC message, this message needs first be decoded by RRC before the integrity protection verification could be performed for the PDU in which the message was received.

The parameters that are required by PDCP for integrity protection are defined in [6] and are input to the integrity protection algorithm. The required inputs to the integrity protection function include the COUNT value, and DIRECTION (direction of the transmission: set as specified in [6]). The parameters required by PDCP which are provided by upper layers [3] are listed below:

-
BEARER (defined as the radio bearer identifier in [6]. It will use the value RB identity –1 as in [3]);

-
KEY (KRRCint).
-
[RN - KEY (KUPint).]

At transmission, the UE computes the value of the MAC-I field and at reception it verifies the integrity of the PDCP PDU by calculating the X-MAC based on the input parameters as specified above. If the calculated X-MAC corresponds to the received MAC-I, integrity protection is verified successfully.
End of 8th Text Proposal
Beginning of 9th Text Proposal
6
Protocol data units, formats and parameters 

6.1
Protocol data units
6.1.1
PDCP Data PDU

The PDCP Data PDU is used to convey:

-
a PDCP SDU SN; and
-
user plane data containing an uncompressed PDCP SDU; or
-
user plane data containing a compressed PDCP SDU; or

-
control plane data; and

-
a MAC-I field for SRBs only [RN - and for DRBs, if integrity protection is configured];
End of 9th Text Proposal
Beginning of 10th Text Proposal
6.2.3
User plane PDCP Data PDU with long PDCP SN (12 bits)

Figure 6.2.3.1 shows the format of the PDCP Data PDU when a 12 bit SN length is used. This format is applicable for PDCP Data PDUs carrying data from DRBs mapped on RLC AM [RN - if the integrity protection is not configured] or RLC UM.
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Figure 6.2.3.1: PDCP Data PDU format for DRBs using a 12 bit SN
End of 10th Text Proposal
Beginning of 11th Text Proposal
6.2.3a
User plane PDCP Data PDU with long PDCP SN (12 bits) [RN]
Figure 6.2.3a.1 shows the format of the PDCP Data PDU when a 12 bit SN length carrying the MAC-I for the integrity protection is used. This format is applicable for PDCP Data PDUs carrying data from DRBs mapped on RLC AM if the integrity protection is configured.
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Figure 6.2.3a.1: PDCP Data PDU format for DRBs using a 12 bit SN
End of 11th Text Proposal
3GPP
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