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Discussion and Decision
1.
Introduction
It was agreed that integrity protection is needed for S1/X2 message delivery in Un interface. SA3 is currently discussing the security solutions for relay system, and two potential candidates are using IPsec in IP layer and applying Integrity Protection to DRBs in PDCP layer. If IPsec solution is selected, there are no PDCP impacts, so nothing needs to be discussed in RAN2. However, if DRB Integrity Protection solution is selected, some issues need to be discussed on handling of HFN and state variables at PDCP re-establishment. 
2.
Summary of Rel-8/9 PDCP re-establishment procedure
In Rel-8/9, PDCP supports three types of radio bearer:

· SRB

· Signalling radio bearer that transports control plane data (i.e. RRC message).

· Both ciphering and integrity protection is applied.

· At PDCP re-establishment, HFN (RX_HFN, TX_HFN) and state variables (Next_PDCP_RN_SN, Next_PDCP_TX_SN) are set to 0.

· UM DRB

· Data radio bearer using RLC UM that transports user plane data.

· Only ciphering is applied.

· At PDCP re-establishment, HFN (RX_HFN, TX_HFN) and state variables (Next_PDCP_RN_SN, Next_PDCP_TX_SN) are set to 0.

· AM DRB

· Data radio bearer using RLC AM that transports user plane data.

· Only ciphering is applied.

· At PDCP re-establishment, HFN (RX_HFN, TX_HFN) and state variables (Next_PDCP_RN_SN, Next_PDCP_TX_SN, Last_Submitted_PDCP_RX_SN) are not changed.

The reason why HFN and state variables are not changed for AM DRB is that PDCP SDUs not successfully transmitted (i.e. acknowledged) before PDCP re-establishment can be retransmitted after PDCP re-establishment. 
In current specification, the PDCP re-establishment is performed in following two cases:

· Handover

· PDCP is re-established when RRCConnectionReconfiguration including the mobilityControlInfo is received.
· RRC connection re-establishment

· First, RRC Connection Re-establishment procedure is performed when one of the following conditions is met:
· upon detecting radio link failure
· upon handover failure

· upon mobility from E-UTRA failure

· upon integrity check failure indication from PDCP

· upon an RRC connection reconfiguration failure
· After RRC connection is re-established, PDCP is re-established when RRCConnectionReconfiguration not including the mobilityControlInfo is received.

3.
Integrity Protection on AM DRBs
If RAN2 decides to introduce Integrity Protection on DRBs in Un interface, handling of HFN and state variables for AM DRB at PDCP re-establishment should be discussed. As summarized in the previous section, for AM DRBs, the HFN and state variables are maintained at PDCP re-establishment in Rel-8/9. 
But if the PDCP re-establishment is triggered by integrity check failure in PDCP, then it is of question whether we should trust the HFN and PDCP state variables after PDCP re-establishment. Considering that one of the reasons of integrity check failure is de-synchronization of COUNT value, it is very dangerous to maintain the HFN and PDCP state variables in case of integrity check failure. The safe way is to reset the values to zero at PDCP re-establishment, similar to SRB and UM DRB.
On the other hand, HFN and state variables should be maintained to support retransmission of unacknowledged PDCP SDUs after handover. If PDCP re-establishment is not triggered by integrity check failure, there is no reason to reset the HFN and state variables, and it is desirable to keep the Rel-8/9 functionality.
We think there are three ways to handle this issue for AM DRBs:
· Option1) Reset HFN and state variables at PDCP re-establishment

· This option loses PDCP SDU retransmission functionality which has been supported from Rel-8/9

· If PDCP SDU retransmission is not supported, the AM DRB procedure can be simplified, e.g. removing Retransmission and Reordering functionalities, no support of PDCP Status Report, etc.

· AM DRB procedure becomes more like the SRB procedure.

· Option2) Maintain HFN and state variables at PDCP re-establishment

· There is a possibility that integrity problem cannot be recovered.

· Integrity failure --> RRC Connection Re-establishment --> RRC Connection Reconfiguration --> PDCP Re-establishment --> Integrity failure --> ...

· Lots of changes in AM DRB procedure are expected in order to ensure that the HFN and state variables are updated only when the integrity verification is successful.
· Option3) Reset HFN and state variables at PDCP re-establishment if PDCP re-establishment is triggered by integrity check failure. Otherwise, maintain HFN and state variables.
· It is a desirable way, but RRC procedures need to be changed.
· DeNB should be aware whether the RRC Connection Re-establishment is triggered by integrity check failure.

· DeNB should indicate to RN whether the HFN and PDCP state variables are reset at PDCP re-establishment.

· In PDCP, similar amount of changes in AM DRB procedure are expected as Option1. 

4.
Proposal
If Integrity Protection is introduced for DRBs in Un interface, how to handle the HFN and PDCP state variables at PDCP re-establishment needs to be decided. As this issue has impacts on lots of PDCP procedures, it should be decided as early as possible to finalize Rel-10. 
In this document, we provide 3 options to consider. Among them, we propose Option2 should be ruled out due to the potential problem of endless integrity failure. Thus, it is asked for RAN2 group to decide between Option1 and Option3.

Proposal1) Decide for AM DRBs how to handle HFN and state variables at PDCP re-establishment between Option1 and Option3.

Proposal1a) If Option1 is selected, decide whether AM DRB procedure needs to be simplified for RN.
Proposal1b) If Option3 is selected, discuss how RRC procedure should be changed for RN.

Note that an example of PDCP CR introducing Integrity Protection on DRB is provided in [1]. The example CR is based on Option1 without any simplifications, and could be updated according to the decision.
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