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1. Introduction
The stage 2 design for MDT is nearing completion and Vodafone proposes to ask SA3 to review the design and identify security threats (if any) posed by the current design. 
2. Potential Security Issues for MDT
The UE already stores a lot of information about the user calling habits such as dialled numbers/missed calls logs, message logs and contact lists. However, such information is never sent to the network and user is happy to keep such information on its phone because of the obvious benefits.

On the other hand, MDT feature is expected to be of more benefit to the operator rather than the end user and it is important that in supporting this feature the user privacy is not compromised. Some potential measures which operator might need to put in place in order not to raise concerns from its customers include:

a) Informing users in advance about the possibility of their device being involved in logging e.g. as part of the terms and conditions of the contract.

b) Giving users the option to permanently opt out from being involved in the logging activity.

c) Giving users the ability to clear the MDT log at any time.

d) Ensuring that logged information is stored securely and cannot be retrieved easily from the phone application interface.

e) Ensuring that the logged information is securely transported to the MDT server.

Vodafone proposes to send an LS to SA3 to highlight the main functionalities of the MDT design and ask SA3 to consider whether any of those functionalities poses a threat to user privacy. A draft LS is proposed in R2-105522 [1].

3. Conclusions
In this contribution, Vodafone highlights some potential security issues with supporting MDT and proposes to send an LS to SA3 to highlight the main features of the design and ask SA3 opinion about any security threats they perceive with the current design. A draft LS is available in R2-105522[1].
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