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1
Introduction
For ANR discussions, there is an open issue regarding security.
This contribution discusses the security risks for each ANR solution proposal.
2
Discussion
At the moment, there are three solution proposals for ANR.
1. SI reading based ANR

2. MDT based ANR

3. Cell reselection based ANR
The following sections discuss the security risk when a false cell is located nearby a macro cell.

The scenario is that the false cell broadcasts valid system information but the false cell is not connected to any valid RNC.
2.1 SI reading based ANR

The following MSC summarises the security risk of the SI reading based ANR solution.
In this case, the CELL_DCH UE may detect the false cell and then the UE may attempt reading the system information broadcasted by the detected cell. Once the UE successfully reads the system information, the UE will report the new neighbour relation between the valid cell and the detected false cell.

With this solution, the UE cannot verify whether the detected cell is valid or not as the system information is valid.
[image: image1.emf]valid_cell valid_RNC false_cell UE

RNC may add

the false cell

in the NCL of the valid

NodeB's cell.

False cell broadcasts

valid SIBs (indicating valid PLMN)

Detects the false

cell

###### SECURITY RISK #################

If idle mode UE is camped on the valid NodeB's cell, 

then the UE may perform cell reselection to the false NodeB's cell

because the NCL indicates the false NodeB's cell.

In such case, the false NodeB can establish a connection with the UE

without security.

CELL_DCH

SI_reading

MeasurementReport

(new neighbour relation )


Figure 1: SI reading based security risk
2.2 MDT based ANR
The following MSC summarises the security risk of the MDT based ANR solution.

In this case, the UE may detect the false cell and then the UE measures the detected cell. After that, the UE will report the detected cell in the MDT log.

With this solution, the UE cannot verify whether the detected cell is valid or not as UE doesn’t receive any RRC information.
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Figure 2: MDT based ANR security risk
2.3 Cell reselection based ANR

The following MSC summarises the security risk of the cell reselection based ANR solution.

In this case, UE may detect the false cell and may try to cell reselect to the cell if cell reselection criteria and any other conditions which allow ANR reporting are met. After the cell reselection, the UE initiates a cell update procedure due to the cell reselection.

If the false cell receives the cell update message, the false cell cannot send back a cell update confirm integrity protected with the valid security parameters (IK, COUNT-I) so the UE will never report the ANR information neither to the false cell nor a valid RNC.

Accordingly the cell reselection based ANR solution doesn’t have the security risk, which applied for other solutions.
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Figure 3: Cell reselection based ANR security risk

4
Conclusion
According to the above analysis, only the cell reselection based ANR solution doesn’t have any security risk.
Proposal: From a security point of view, the cell reselection based ANR is the safest.
