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1 Introduction

In last meeting, when we discussed RRC TP on CA changes, an open issue was raised, i.e.  “can we configure CA before security activation?” Some companies think it should be allowed. Therefore, a note is introduced in running CR as below:
“eNote
It is FFS if CA configuration may be done before security activation.”
 In this contribution, we try to analyse whether CA configuration can be done before security activation.
2 Discussion

The normal connection establishment procedure is listed as below:
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Figure 1: normal connection establishment procedure
There are two essential parameters for eNB to decide CA configuration:

1 UE CA capability;

eNB need to know if UE has CA capability before configure it.

2 QoS parameters;

eNB should configure CA based on QoS parameters. Otherwise, it will lead unnecessary waste.

According to figure 1, we can see that eNB can obtain QoS parameters and UE Radio capability (if UE capability has been stored in the MME) in step 5. Obviously, CA configuration can not be configured before step 5. 
The only benefit if we configure CA before security activation is that it may reduce some delay. CA configuration may be configured between step5 and step6. However,
· In R8/9 [1], we have agreed that “After having initiated the initial security activation procedure, E-UTRAN initiates the establishment of SRB2 and DRBs, i.e. E-UTRAN may do this prior to receiving the confirmation of the initial security activation from the UE.” That means eNB can transmit these two DL messages almost in the same TTI, i.e. there is no significant benefit on delay reduction.
· And considering there is no data transmission before RB setup, it is useless even if UE can obtain CA configuration quickly. 
Therefore, there is no benefit to configure CA before security activation compared with current specification.
Considering it will lead useless work in eNB and UE and increase redundant test scenario, we propose that:
Proposal 1: Similar to DRB/SRB2 establishment, SCell can only be configured after security activation.
3 Conclusion

In this contribution, we analyze if it is suitable to configure CA before security activation, and provide corresponding TP below based on running CR. 
Proposal 1: Similar to DRB/SRB2 establishment, SCell can only be configured after security activation.
We propose RAN2 to discuss this issue and accept attached TP.
4 Text Proposal for TS 36.331
/* first change*/
5.3
Connection control

5.3.1
Introduction

5.3.1.1
RRC connection control

RRC connection establishment involves the establishment of SRB1. E-UTRAN completes RRC connection establishment prior to completing the establishment of the S1 connection, i.e. prior to receiving the UE context information from the EPC. Consequently, AS security is not activated during the initial phase of the RRC connection. During this initial phase of the RRC connection, the E-UTRAN may configure the UE to perform measurement reporting. However, the UE only accepts a handover message when security has been activated.

Upon receiving the UE context from the EPC, E-UTRAN activates security (both ciphering and integrity protection) using the initial security activation procedure. The RRC messages to activate security (command and successful response) are integrity protected, while ciphering is started only after completion of the procedure. That is, the response to the message used to activate security is not ciphered, while the subsequent messages (e.g. used to establish SRB2 and DRBs) are both integrity protected and ciphered.

After having initiated the initial security activation procedure, E-UTRAN initiates the establishment of SRB2 and DRBs, i.e. E-UTRAN may do this prior to receiving the confirmation of the initial security activation from the UE. In any case, E-UTRAN will apply both ciphering and integrity protection for the RRC connection reconfiguration messages used to establish SRB2 and DRBs. E-UTRAN should release the RRC connection if the initial security activation and/ or the radio bearer establishment fails (i.e. security activation and DRB establishment are triggered by a joint S1-procedure, which does not support partial success).

For SRB2 and DRBs, security is always activated from the start, i.e. the E-UTRAN does not establish these bearers prior to activating security.

E-UTRAN may configure the UE with Carrier Aggregation, by configuring one or more secondary cells in addition to the primary cell that is configured during connection establishment. The primary cell plays an essential role w.r.t.  security (i.e. it provides the security inputs) and upper layer system information (i.e. the NAS mobility information e.g. TAI). Secondary cells are merely used to provide additional downlink and optinonally uplink radio resources.


The release of the RRC connection is initiated by E-UTRAN. The procedure may be used to re-direct the UE to an E-UTRA frequency or an inter-RAT carrier frequency. In exceptional cases the UE may abort the RRC connection, i.e. move to RRC_IDLE without notifying E-UTRAN.
/* next change*/
A.6
Protection of RRC messages (informative)

The following list provides information which messages can be sent (unprotected) prior to security activation and which messages can be sent unprotected after security activation.

P…Messages that can be sent (unprotected) prior to security activation

A - I…Messages that can be sent without integrity protection after security activation

A - C…Messages that can be sent unciphered after security activation

NA… Message can never be sent after security activation
	Message
	P
	A-I
	A-C
	Comment

	CSFBParametersRequestCDMA2000
	+
	-
	-
	

	CSFBParametersResponseCDMA2000
	+
	-
	-
	

	CounterCheck
	-
	- 
	- 
	

	CounterCheckResponse
	-
	- 
	- 
	

	DLInformationTransfer
	+
	-
	-
	

	HandoverFromEUTRAPreparationRequest (CDMA2000)
	-
	- 
	- 
	

	MasterInformationBlock
	+
	+
	+
	

	MBSFNAreaConfiguration
	+
	+
	+
	

	MeasurementReport
	+
	-
	-
	Justification for case “P”: RAN2 agreed that measurement configuration may be sent prior to security activation

	MobilityFromEUTRACommand
	-
	- 
	-
	

	Paging
	+
	+
	+
	

	ProximityIndication
	-
	-
	-
	

	RRCConnectionReconfiguration
	+
	-
	-
	The message shall not be sent unprotected before security activation if it is used to perform handover or to establish SRB2 and DRBs or to configure SCells

	RRCConnectionReconfigurationComplete
	+
	-
	-
	Unprotected, if sent as response to RRCConnectionReconfiguration which was sent before security activation

	RRCConnectionReestablishment
	-
	+
	+
	This message is not protected by PDCP operation.

	RRCConnectionReestablishmentComplete
	-
	-
	-
	

	RRCConnectionReestablishmentReject
	-
	+
	+
	One reason to send this may be that the security context has been lost, therefore sent as unprotected. 

	RRCConnectionReestablishmentRequest
	-
	-
	+
	This message is not protected by PDCP operation. However a short MAC-I is included.

	RRCConnectionReject
	+
	NA
	NA
	

	RRCConnectionRelease
	+
	-
	-
	Justification for P: If the RRC connection only for signalling not requiring DRBs or ciphered messages, or the signalling connection has to be released prematurely, this message is sent as unprotected.

	RRCConnectionRequest
	+
	NA
	NA
	

	RRCConnectionSetup
	+
	NA
	NA
	

	RRCConnectionSetupComplete
	+
	NA
	NA
	

	SecurityModeCommand
	+
	NA
	NA
	Integrity protection applied, but no ciphering (integrity verification done after the message received by RRC)

	SecurityModeComplete
	-
	NA
	NA
	Integrity protection applied, but no ciphering. Ciphering is applied after completing the procedure.

	SecurityModeFailure
	+
	NA
	NA
	Neither integrity protection nor ciphering applied.

	SystemInformation
	+
	+
	+
	

	SystemInformationBlockType1
	+
	+
	+
	

	UECapabilityEnquiry
	+
	-
	-
	

	UECapabilityInformation
	+
	-
	-
	

	UEInformationRequest
	-
	-
	-
	

	UEInformationResponse
	-
	-
	-
	

	ULHandoverPreparationTransfer (CDMA2000)
	-
	-
	-
	This message should follow HandoverFromEUTRAPreparationRequest

	ULInformationTransfer
	+
	-
	-
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