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1. Introduction
At RAN2#71, RAN2 received an LS from SA3 on AS security enhancement for relays [1]. In the LS, SA3 has asked RAN2 about issues on AS security enhancement to provide integrity protection for S1/X2-AP signalling over the Un interface. Background of the LS is shown in the attachment [2]. As in [2], SA3 has still been studying Un security options. To discuss the LS reply, the security options should also be taken into account. This paper looks into the options and analyses not only the AS security aspect but also the other aspects. 
2. Discussion
2.1. Un security options
Un security options discussed in SA3 are illustrated in Fig.1. 
In option 2-1, Un PDCP provides AS security for upper layers. In addition, IP transport provides TNL security between the RN and the DeNB, and the DeNB and the MME utilizing NDS/IP. Hence, both user plane and S1/X2-AP signalling are protected by AS and TNL security. SA3 has also been discussing that this rule is applied only for S1/X2-AP signalling over the Un interface. 
In option 2-2, link by link security is provided by Un PDCP between the RN and the DeNB, and NDS/IP between the DeNB and the MME. For S1/X2-AP signalling over the Un interface, Un PDCP has to be enhanced to provide integrity protection.
In option 2-3, secure IP transport is provided by NDS/IP between the RN and the DeNB, and the DeNB and the MME. In addition, the transport would have to be provided for UE user packets between the DeNB and the S/P-GW (UE). Hence, secure transport over the Un interface relies on upper layer function (NDS/IP), since Un PDCP does not provide AS security for upper layers.
According to the SA3 document [2], option 2-3 seems to be ruled out. This is because AS security is needed at least for RRC. Furthermore, since in Rel-8/9, the ciphering algorithm is used for ciphering of user plane and RRC traffic [3], this option departs from the current AS security model and requires a relay-specific SMC procedure on the Un interface. 
Therefore, option 2-1 and 2-2 would be remained options to be considered. 
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Figure 1: Un security options [2]
2.2. Analysis
Following aspects needs to be analysed for each option: 
· AS Specification impact

With regards to option 2-1, AS security in Rel-8/9 can be reused, since integrity protection for S1/X2-AP signalling is provided by NDS/IP. 
With regards to option 2-2, followings are foreseen to support integrity protection: 

· Integrity protection and verification on DRBs for S1/X2-AP signalling
Un PDCP needs to be enhanced to provide integrity protection and verification on DRBs established for S1/X2-AP signalling. 
· Initial security activation
Integrity protection key for S1/X2-AP signalling (e.g., KS1/X2int) needs to be derived and activated upon RN attach. A straightforward way would be to reuse Rel-8/9 SMC procedure. Since the DeNB is informed by the EPC that an attaching node is an RN, the DeNB can do this in addition to the other key derivation and activation. Other alternatives should also be investigated, if any.
· Bearer management procedure
How the DeNB and the RN learn about DRBs on which integrity protection is required needs to be clarified. This is because integrity protection is provided only on DRBs for S1/X2-AP signalling. A flag to indicate necessity of integrity protection has to be introduced in bearer establishment procedure. For RRC, an example is to add the flag in the PDCP-Config IE. However, other alternatives should also be investigated. 
· Implementation impact
With regards to option 2-1, NDS/IP mechanism has to be implemented in the DeNB and the RN. The mechanism could be hard-coded to improve NDS/IP packet processing, since soft-coded implementation may degrade this. In such implementation, dedicated hardware for NDS/IP has to be installed. This might increase the RN cost. This could also be applied for the DeNB implementation. Although legacy eNB implements NDS/IP, this is for backhaul signalling (S1/X2 IF). NDS/IP over the Uu interface is not supported. Threfore, hardware update might be required for the eNB to support relays. This might also increase the eNB upgrade cost to the DeNB. 
With regards to option 2-2, AS security mechanism in Rel-8/9 can be reused for the DeNB and the RN (as a UE). Hence, no additional implementation is required except for the specification impact as explained above. 
· Transport overhead

With regards to option 2-1, NDS/IP header (e.g., Encapsulating Security Payload (ESP) header: 8 bytes) and Authentication Data for integrity verification (12 bytes) are added in transparent mode. 
With regards to option 2-2, MAC-I (4 bytes) is added to U-plane PDCP Data PDU. 
· Signalling overhead

With regards to option 2-1, in addition to RN attach procedure [4], procedures to establish Security Association (SA) between the DeNB and the RN involving the Security Gateway (SEG) are needed. 
With regards to option 2-2, no additional procedure is required to the RN attach [4]. 

· Future proofing

In the SA3 document [2], transition to mobile relay support is described. Option 2-2 can give easier support to mobile relay as legacy UE handover can be applied. On the other hand, SA needs to be re-established between the target DeNB and the RN in option 2-1. However this is not a major consideration due to the out of scope in Rel-10. 
· Security level

The difference of security level is discussed by SA3. 
Summary of analysis is shown in Table 1. As abovementioned, future proofing is not a desicive aspect. Considering that S1/X2 signalling traffic is low frequency, the difference of transport and signalling overhead seems to be negligible. Although option 2-1 has no AS specification impact, NDS/IP implementation impact should be addressed. This might increase deployment cost as explained above. 
Therefore, option 2-2 is desirable, as long as there is no security level difference. 

Table 1: Summary of analysis
	#
	Option 2-1
	Option 2-2

	AS Specification impact
	No impact
	AS security enhancement for integrity protection support

	Implementation impact
	Considerable impact is foreseen up to NDS/IP implementation
	Low impact

	Transport overhead
	20 (8 + 12) bytes
	4 bytes

	Signalling overhead
	SA establishment procedure is required
	Same as RN attach procedure

	Future proofing
	Challenging to support mobile relays
	Easier to support mobile relays

	Security level
	Up to SA3 discussion


3. Summary and proposal
This paper analysed Un security options. The following was concluded:
Conclusion:
Un security for S1/X2-AP signalling should be provided by option 2-2 as long as there is no security level difference between option 2-1 and 2-2.

If the conclusion is agreed by RAN2, the following is proposed:
Proposal:

RAN2 should address the abovementioned view to SA3 in the reply LS.
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