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1
Introduction
There where two security problems brought up by RIM in RAN2#70 [1] and followed up by Nokia/NSN [2][3] and Qualcomm [4] in RAN2#70bis.
1. UE will only continue to process the ongoing Security Mode procedure once it receives L2 RLC-AM ACK and after which it will reactivate the suspended SRB(s). In the meantime if the response from the UE to the subsequent downlink RRC messages is delayed too long, this may lead the RNC to release the call 

2. There is an uncertainty period for UTRAN that UTRAN is not sure whether UTRAN should revert the security configuration back to the previous configuration or not when UTRAN receives a cell update message just after the security mode command procedure. It could cause a security configuration mismatch between UE and UTRAN and it ends up a call drop. 
These problemes are more detailed in discussion papers [1] by RIM & [2] by Nokia/NSN. 

In this document, we will revisit the problem #2, provide an analysis and comparsion to all exisitng proposals in [1][2][3][4], and make a suggestion. Based on the suggestion in this discussion paper, an accompanying CR to TS25.331 is provided too.

Section 2 summarizes the problem; Section 3 analyzes all pending proposals; Section 4 concludes with Qualcomm’s suggestion.
2
Problem
To summarise the problem, we copy and paste the MSC from the discussion paper below (Figure 1).
The problem is that we could have the security configuration mismatch between UE and UTRAN if UE initiates a cell update procedure while UE is waiting for the RLC Ack of the SecurityModeComplete message since UTRAN may apply the new security configuration upon reception of the SecurityModeComplete message and UE may apply it upon reception of the RLC Ack of the SecurityModeComplete message. In such case, for the time window (highlighted in blue in Figure 1 below), UE aborts the security configuration upon initiation of the cell update procedure but UTRAN could start using the new security configuration upon reception of the SecurityModeComplete so UE uses the old security configuration after a cell update message transmission and UTRAN uses the new security configuration after the cell update message reception.
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Figure 1:  Delayed RLC Ack for SecurityModeComplete
3
Solutions
There are 4 alternatives for the abovementioned problem.

3.1
RIM solution
RIM proposed one solution in the discussion paper [1].

Here is the proposed solution.

In order to avoid call drops caused by a delay in replying to the subsequent RRC messages received after the UE has sent a Security Mode Complete to the RNC, and where this delay is due to a delay in the reception of the L2 RLC-AM ACK, the UE shall check any subsequently received RRC messages and when it has successfully integrity checked them using the new integrity protection configuration continue with the ongoing Security Mode procedure. 

This will not cause a problem should the RLC transfer of the RRC: Security Mode Complete fail as this will cause an RLC re-establishment and lead to the call setup being dropped in any case. So the resulting action is the same.

Alternative 1: The UE after it has sent a Security Mode Complete to the RNC, shall integrity check any subsequently received RRC messages using the new integrity protection configuration and if successful it shall continue processing the remainder of the Security Mode procedure according to 8.1.12.3.

Pros:

1. It doesn’t have any ASN.1 impact.

2. It’s early implementable.

Cons:

1. This proposal works only if there is any downlink messages received (when UE is waiting for L2 ACK of security mode complete) before cell update message is sent from UE, as once cell update is initiated UE goes back to old configuration & it cannot receive any downlink message as decoding fails since network used new ciphering parameter for cell update confirm sent on SRB#1. In this case, cell update confirms sent on SRB#0 I.P check fails at UE.  

2. It may have an IOT risk. For example, if UE implements the RIM solution and UTRAN doesn’t, UE might keep using the new security configuration although UTRAN expects UE to abort the security reconfiguration.

3.2
Nokia solution
Nokia proposed a simpler solution that UE sets IE "Reconfiguration Status Indicator" in a cell update message to TRUE when UE aborts the ongoing security mode command procedure due to an initiation of cell update procedure.
25.331 CR [3] is also available for this solution for your reference.

Alternative 2: The UE shall set IE “Reconfiguration Status Indicator” if the UE initiates a cell update procedure while in waiting for the RLC Ack of the SecurityModeComplete message. If the IE is set to TRUE in the cell update message, UTRAN shall revert the security configuration back to the previous configuration used prior to the security mode command procedure.
 Pros:

1. It doesn’t have any ASN.1 impact.

2. It’s early implementable.

Cons:

1. This solution highjacks the existing IE “Reconfiguration Status Indicator” so it impacts the existing UTRAN implementation regarding IE “Reconfiguration Status Indicator”. It could introduce some complications in UTRAN side.

3.3
Qualcomm solution 
In RAN2#70bis meeting, Qualcomm proposed a solution that UE sets a new IE "Security revert Status Indicator” in a cell update message to TRUE when UE aborts the ongoing security mode command procedure due to an initiation of cell update procedure.

25.331 CR [4] is also available for this solution for your reference.

Alternative 3: The UE shall set new IE “Security revert Status Indicator” if the UE initiates a cell update procedure while in waiting for the RLC Ack of the SecurityModeComplete message. If the IE is set to TRUE in the cell update message, UTRAN shall revert the security configuration back to the previous configuration used prior to the security mode command procedure.
Pros:

1. It’s early implementable as the ASN.1 changes are in uplink cell update message as nocritical extension.

2. This solution doesn’t have any backward compatibility issue like Nokia solution of highjacking the existing IE “Reconfiguration Status Indicator”

Cons:

1. Both UE & Network need to upgrade there ASN.1 version to latest to get this solution.Since it’s a simple software upgrade of ASN.1 version so it’s not really a issue for any legacy UE/network. 
3.4
No change in standard
In theory, the problem found by RIM existed in R99 time and we have been living with the problem for long time.
Pros:

1. UE based work-arounds for the problem by restricting initiating a cell update procedure in the middle of the security mode command procedure.
2. NW based work-arounds for the problem, NW may be able to know whether UE has already applied the new security configurations or not by checking the START value reported by a cell update message
Cons:

1. UE will have to experience unnecessary call drops in UMTS network. This problem has been observed in today’s real network, at least based on Qualcomm’s IOT experience.
2. UE based work-arounds has following issues
i. In case cell updated was triggered due to cell reselection then following are consequences 

(a) Delay in cell access on new cell. If UE has any SRB or URB data, it cannot send till CU completes. 

(b) In case of enhanced cell fach, since UE moved to new cell & NodeB doesn’t have knowledge of UE, so significant data loss/delay 

(c) MT call may fail as UE has moved to new cell.

(d) In case UE doesn’t move to new cell i.e. it doesn’t configure new cell FACH/SCCPCH then it might go through out of service as serving cell is going down.

(e) If UE configures new cell FACH/SCCPCH/HS-DSCH due to SRNS relocation, new RNC will not have any RLC SN carried from old RNC, which will lead to UE permanent stuck in waiting for L2 ACK state for Security Mode Complete (SMC) & UE can’t send cell update message. This is because new cell under new RNC can’t resend L2ACK to UE as it doesn’t have RLC SN from previous cell. In this case UE cannot detect the new cell is in new RNC until it sends CU & gets CU cnf that tells UE that it needs to perform SRNS relocation.  

 

ii. In case of Re-entering service area, UE will have problems like i(a), i(e), i(c) etc

iii. In case of Paging response, if UE delay sending response NW may not like & may think UE is not responding.
3. NW based work-arounds has following issue:
i. It doesn’t work in case the keys getting applied as part of security mode command message where old keys as the START wouldn’t have been set to zero.
Alternative 4: No 3GPP spec change and it’s left to UE and NW implementations.
4
Conclusion
According to the above analysis, we believe alternative 3 is the best way forward for the problem.
Proposal: The UE shall set new IE “Security revert Status Indicator” if the UE initiates a cell update procedure while in waiting for the RLC Ack of the SecurityModeComplete message. If the IE is set to TRUE in the cell update message, UTRAN shall revert the security configuration back to the previous configuration used prior to the security mode command procedure.
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