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1
Introduction
A security problem was brought up by RIM in RAN2#70. The problem is that there is an uncertainty period for UTRAN that UTRAN is not sure whether UTRAN should revert the security configuration back to the previous configuration or not when UTRAN receives a cell update message just after the security mode command procedure. It could cause a security configuration mismatch between UE and UTRAN and it ends up a call drop. The problem is more detailed in a discussion paper [1].

The discussion paper also provided a solution proposal to work out the problem. But the proposed solution has some drawbacks so this contribution proposes another solution.

2
Problem
Section 2 and 3 in the discussion paper [1] detail the problem. 

To summarise the problem, we copy and paste the MSC from the discussion paper below (Figure 1).
The problem is that we could have the security configuration mismatch between UE and UTRAN if UE initiates a cell update procedure while UE is waiting for the RLC Ack of the SecurityModeComplete message since UTRAN may apply the new security configuration upon reception of the SecurityModeComplete message and UE may apply it upon reception of the RLC Ack of the SecurityModeComplete message. In such case, for the time window (highlighted in blue in Figure 1 below), UE aborts the security configuration upon initiation of the cell update procedure but UTRAN could start using the new security configuration upon reception of the SecurityModeComplete so UE uses the old security configuration after a cell update message transmission and UTRAN uses the new security configuration after the cell update message reception.
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Figure 1:  Delayed RLC Ack for SecurityModeComplete
3
Solutions
There are 3 alternatives for the abovementioned problem.

3.1
RIM solution
RIM proposed one solution in the discussion paper [1].

Here is the proposed solution.

In order to avoid call drops caused by a delay in replying to the subsequent RRC messages received after the UE has sent a Security Mode Complete to the RNC, and where this delay is due to a delay in the reception of the L2 RLC-AM ACK, the UE shall check any subsequently received RRC messages and when it has successfully integrity checked them using the new integrity protection configuration continue with the ongoing Security Mode procedure. 

This will not cause a problem should the RLC transfer of the RRC: Security Mode Complete fail as this will cause an RLC re-establishment and lead to the call setup being dropped in any case. So the resulting action is the same.

Alternative 1: The UE after it has sent a Security Mode Complete to the RNC, shall integrity check any subsequently received RRC messages using the new integrity protection configuration and if successful it shall continue processing the remainder of the Security Mode procedure according to 8.1.12.3.

Pros:

1. It doesn’t have any ASN.1 impact.

2. It’s early implementable.

Cons:

1. It introduces some complications in UE implementation. Because UE needs to maintain two integrity protection configurations and apply two integrity protection configurations simultaneously when UE performs integrity check upon reception of subsequent RRC message if UE initiates a cell update procedure while in the security mode command procedure.
2. It may have an IOT risk. For example, if UE implements the RIM solution and UTRAN doesn’t, UE might keep using the new security configuration although UTRAN expects UE to abort the security reconfiguration.

3.2
Nokia solution
In RAN2#70 meeting, Nokia proposed a simpler solution that UE sets IE "Reconfiguration Status Indicator" in a cell update message to TRUE when UE aborts the ongoing security mode command procedure due to an initiation of cell update procedure.
25.331 CR [2] is also available for this solution for your reference.

Alternative 2: The UE shall set IE “Reconfiguration Status Indicator” if the UE initiates a cell update procedure while in waiting for the RLC Ack of the SecurityModeComplete message. If the IE is set to TRUE in the cell update message, UTRAN shall revert the security configuration back to the previous configuration used prior to the security mode command procedure.
 Pros:

1. It doesn’t have any ASN.1 impact.

2. It’s early implementable.

Cons:

1. This solution highjacks the existing IE “Reconfiguration Status Indicator” so it impacts the existing UTRAN implementation regarding IE “Reconfiguration Status Indicator”. It could introduce some complications in UTRAN side.

3.2
No change in standard
In theory, the problem found by RIM existed in R99 time and we have been living with the problem for long time and we (at least Nokia) didn’t have any fatal issue due to this so far. 

In addition, there are some work-arounds for the problem.

For example, UE could avoid the problem by restricting initiating a cell update procedure in the middle of the security mode command procedure. Or NW may be able to know whether UE has already applied the new security configurations or not by checking the START value reported by a cell update message.

Therefore it seems we don’t need to take any 3GPP action to work out the problem.

Alternative 3: No 3GPP spec change and it’s left to UE and NW implementation.
4
Conclusion
According to the above analysis, we believe alternative 3 is the best way forward for the problem.
Proposal: No 3GPP spec change is made for the problem but it’s left to UE and NW implementation.
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