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1. Introduction

It is agreed that S1-AP and X2 signalling plane messages will be transported over the Un interface. This paper discusses two issues regarding these messagaes.

(1) SRB or DRB: The question whether S1/X2-AP messages are to be carried through Un SRBs or Un DRBs was discussed in [1], and one of the aspects relates to integrity protection for S1-AP and X2-AP messages over the Un radio bearer. 

We make the following arguments in this paper.

· The security requirements and architecture of relay in general and S1/X2-AP messages in particular is being discussed by SA3 currently.

· If it is decided by SA3 to require AS level message integrity check for S1/X2-AP messages, then DRBs will not be a suitable choice

· RAN2 should keep open the choice of RB for S1/X2-AP messages until SA3 guidance is received
(2) Separate bearer, or sharing a default bearer: The S1 setup under the current S1 protocol is initiated by the S1 client, i.e. the RN. We argue that it is desirable for the DeNB to be able to control when the RN can initiate the S1 setup. The motivations for this are the following

· For the case of out-of-band relays, it is agreed that there is no specific RRC signalling to configure RN operation. Hence, the RN will not know when it is allowed to begin “relay operations”. In this case, the setup of the appropriate bearer can signal to the RN that it is okay to start the S1 setup. 

· From QoS point of view, it is desirable to keep the user traffic separate from signalling traffic, and also it is natural to give signalling traffic higher priority.
2. Discussion
2.1. SRB or DRB for S1-AP and X2 signalling messages

The following issues are open for design in SA3 (status at the time of RAN2 submission deadline) 
· Whether S1/X2 signalling needs to be secured by AS

· If yes, 

· what functions should AS provide, e.g. encryption, message authentication

· what keys should be used by AS to provide these functions

· If no,

· IPSec is likely to be used for security, and AS should be able to treat this signalling like other application level traffic.
Also, we know that the SRB provides message authentication, while DRB does not. Given the pending SA3 issues, we propose:
Proposal 1: RAN2 should wait for SA3 to resolve the security requirements and design for S1/X2-AP messages, before deciding on the bearer choice (SRB or DRB) for these messages.
2.2. Separate bearer for S1-AP and X2 signalling messages

For in-band relays that need resource partitioning, the RN can determine that the eNB has permitted relay operation based on the subframe configuration received from the DeNB. In case resource partitioning is not required, however, it is not clear how the RN learns that the DeNB has authorized relay operation.
The RN needs to know that relay operation is authorized before it can perform some basic steps such as S1 setup with the RN. For example, the RN may no longer be authorized to operate as a relay and may only be allowed to operate as a UE to connect to OAM and refresh its configuration or report some logs. Alternatively, the DeNB may no longer be supporting relay operations due to overload or other reasons. In both these cases, it is undesirable for the RN to continue retrying S1 setup. One option to provide relay permission to the RN is via the setup of a non-default bearer that carries S1 signaling.
Proposal 2: The RN should initiate S1 setup only after a non-default bearer has been set up to carry the S1 messages (or if there is some other messaging informing the RN that S1 setup and other relay operation can begin). 
The approach with a separate bearer for S1 messages has the additional advantage that it separates UE traffic from signalling traffic. For example, this allows for higher priority being given to the signalling traffic.
3. Conclusion

The following proposals were made
Proposal 1: RAN2 should wait for SA3 to resolve the security requirements and design for S1/X2-AP messages, before deciding on the bearer choice for these messages.

Proposal 2: The RN should initiate S1 setup only after a non-default bearer has been set up to carry the S1 messages (or if there is some other messaging informing the RN that S1 setup and other relay operation can begin). 
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