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1
Introduction
UM RLC ciphering error detection and recovery [1] was introduced in Rel-8. In last few RAN2 meetings, some companies propose to apply PDCP ciphering error detection and recovery feature for VoIP RAB. Two solution proposals have been discussed so far. This contribution dicusses the two solutions’ pros and cons.
2
Discussion
UM RLC ciphering error detection and recovery works in the following ways.
1. PDCP entity checks the PDCP header field and indicates PDCP unrecoverable error to RRC when it detects invalid PDU header information.

2. RRC initiates a cell update procedure with cell update cause set to “Radio link failure” when RRC receives the indication from the PDCP entity.
3. UE and UTRAN perform UM RLC re-establishment on the RAB configured with the UM RLC ciphering error detection and recovery whenever a cell update procedure is initiated regardless of a cell update cause.

The UM RLC re-establishment at step 3 is performed so that UE and UTRAN can –resynchronise the COUNT-C values for the UM RLC radio bearer. If either UE or UTRAN doesn’t perform UM RLC re-establishment, it ends up security de-synchronisation and so user will hear the garbled audio after the cell update procedure.
Huawei proposed that UE configures UM RLC ciphering error detection and recovery when NAS message indicates the configured PS domain RAB is “conversatioanl” and the source statistics descriptor is set to “speech” [2].
Huawei proposal has following two problems.

1. There is no UE capability so RNC isn’t sure whether UE supports the UM RLC ciphering error detection and recovery or not when RNC receives a cell update message so RNC isn’t sure whether RNC can re-establish the VoIP RB or not.
2. There is no RRC configuration parameter to configure the UM RLC ciphering error detection and recovery so UE isn’t sure whether the serving RNC supports the feature or not and so the UE isn’t sure whether UE should re-establish the VoIP RB or not (e.g. VoIP capable UE in legacy NW coverage scenario)..

To solve the problem 1, RNC needs to know the UE capability so we propose to introduce a UE capability bit in RRCConnectionSetupComplete and UECapabilityInformation message for UM RLC ciphering error detection and recovery for VoIP feature .

To solve the problem 2, we propose to update RRC messages so that RNC can explicitly configure the UM RLC ciphering error detection and recovery for VoIP so that UE can know NW capability of the feature.
Proposal 1: Introduce a new UE capability for UM RLC ciphering error detection and recovery for VoIP.
Proposal 2: Update RRC messages to explicitly configure the UM RLC ciphering error detection and recovery for VoIP RB.
4
Conclusion
Considering the analysi provided in this contribution we propose to agree the following proposal.

Proposal 1: Introduce a new UE capability for UM RLC ciphering error detection and recovery for VoIP.

Proposal 2: Update RRC messages to explicitly configure the UM RLC ciphering error detection and recovery for VoIP RB.
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