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1 Introduction

This document aims to come to an agreeable text proposal, capturing the agreements on Carrier Aggregation related to connection control. The agreed parts of the text proposal are proposed to be included in a collective CR capturing all changes to 36.331 on Carrier Aggregation.

2 Text proposal
Annex B includes a text proposal addressing the following aspects:

· 
Most of the agreements summarised in Annex A i.e. agreements regarding activation/ deactivation are not covered considering the ongoing discussions on this topic

· 
Connection control related terminology changes (including the very similar changes on handover to EUTRA)

RAN2 is requested to discuss the following issues, that are currently unclear:

· 
Should it be possible to configure CA before security activation (i.e. before SRB2 & DRB establishment):
· 
Yes, as there is no specific need to restrict

· 
No, as there is no real need to configure CA at this stage already

Some further detailed aspects may be considered at a later stage/ when further progress is made regarding the radio resource configuration e.g:

· 
What is the radio resource configuration the UE reverts to upon handover failure e.g:

· 
The configuration of the source primary cell i.e. secondary cells are released upon failure

· 
The configuration used prior to the reception of the RRCConnectionReconfiguration message (release of secondary cells may be done during re-establishment)

· 
Procedural specification for the handling of secondary cells upon initial establishment/ modification and handover

· 
Detailed wording regarding re-establishment trigger conditions

3 Conclusion & recommendation
RAN2 is requested to review the text proposal and consider it for inclusion in a collective CR capturing all changes to 36.331 on Carrier Aggregation

A. Overview of current status on connection control

The following list aims to provide an overview of the status regarding the main connection control related aspects regarding CA that will affect TS 36.331:

· Connecton establishment/ re-establishment

· 
CA is not configured during connection establishment/ re-establishment i.e. E-UTRAN configures CA only during a subsequent reconfiguration

· Handover/ re-establishment

· 
The source eNB selects the pCell and indicates this using existing signalling (target cell id). The target may overrule the selection, as in REL-8
· 
The source eNB provides a list of candidate sCells to the target. The target eNB decides which sCells, out of the set indicated by the source, to configure.

· 
RAN2 is discussing, as part of e-mail discussion 70#10, what information the source eNB should provide to the target e.g.

· 
Only a list of cells ordered based on measured quality or also the actual measured results,

· 
One or more cells per candidate frequency
· Connection reconfiguration

· 

sCells may be added by any reconfiguration message. It is FFS if pCell change can be done by a reconfiguration not including MCO (i.e. non-handover)

· 

Introduction of a synchronous reconfiguration procedure is FFS
· Radio link failure
· 
The UE performs the physical layer monitoring based on N310/N311/T310 as defined in REL-8 for the pCell only
· 
No changes regarding the other re-establishment triggers i.e. both RLC failure (i.e. max re-Tx count reached triggers RLF) and RA failure (RA is performed on the pCell only) trigger re-establishment as in REL-8
· 
Activation/ deactivation
· 
E-UTRAN can configure a timer is introduced upon which expiry the UE implicitly deactivates the concerned sCell

· 
The UE does not perform any implicit deactivation e.g. based on sCell radio link monitoring

· 
Upon reconfiguration, new sCells start in deactivated state while the change of existing sCells does not change (regardless of whether the configuration of the concerned sCell is modified)

· 
During handover, sCells are temporarily deactivated until contention is resolved.

· 
RAN2 is discussing, as part of e-mail discussion 70#10, in what activation state an sCell should  be following handover/ reconfiguration: all sCells are either in activated, deactivated or in a configurable state
B. Text proposal on CA changes regarding Connection control
<Cut until the next modified section>
5.3
Connection control

5.3.1
Introduction

5.3.1.1
RRC connection control

RRC connection establishment involves the establishment of SRB1. E-UTRAN completes RRC connection establishment prior to completing the establishment of the S1 connection, i.e. prior to receiving the UE context information from the EPC. Consequently, AS security is not activated during the initial phase of the RRC connection. During this initial phase of the RRC connection, the E-UTRAN may configure the UE to perform measurement reporting. However, the UE only accepts a handover message when security has been activated.

E-UTRAN may also configure the UE with Carrier Aggregation, by configuring one or more secondary cells in addition to the primary cell that is configured during connection establishment. The primary cell plays an essential role w.r.t.  security (i.e. it provides the security inputs) and upper layer system information (i.e. the NAS mobility information e.g. TAI). Secondary cells are merely used to provide additional downlink and optinonally uplink radio resources.
eNote
It is FFS if CA configuration may be done before security activation.

Upon receiving the UE context from the EPC, E-UTRAN activates security (both ciphering and integrity protection) using the initial security activation procedure. The RRC messages to activate security (command and successful response) are integrity protected, while ciphering is started only after completion of the procedure. That is, the response to the message used to activate security is not ciphered, while the subsequent messages (e.g. used to establish SRB2 and DRBs) are both integrity protected and ciphered.

After having initiated the initial security activation procedure, E-UTRAN initiates the establishment of SRB2 and DRBs, i.e. E-UTRAN may do this prior to receiving the confirmation of the initial security activation from the UE. In any case, E-UTRAN will apply both ciphering and integrity protection for the RRC connection reconfiguration messages used to establish SRB2 and DRBs. E-UTRAN should release the RRC connection if the initial security activation and/ or the radio bearer establishment fails (i.e. security activation and DRB establishment are triggered by a joint S1-procedure, which does not support partial success).

For SRB2 and DRBs, security is always activated from the start, i.e. the E-UTRAN does not establish these bearers prior to activating security.

The release of the RRC connection is initiated by E-UTRAN. The procedure may be used to re-direct the UE to an E-UTRA frequency or an inter-RAT carrier frequency. In exceptional cases the UE may abort the RRC connection, i.e. move to RRC_IDLE without notifying E-UTRAN.

5.3.1.2
Security

AS security comprises of the integrity protection of RRC signalling (SRBs) as well as the ciphering of RRC signalling (SRBs) and user data (DRBs).

RRC handles the configuration of the security parameters which are part of the AS configuration: the integrity protection algorithm, the ciphering algorithm and two parameters, namely the keyChangeIndicator and the nextHopChainingCount, which are used by the UE to determine the AS security keys upon handover and/ or connection re-establishment.

The integrity protection algorithm is common for signalling radio bearers SRB1 and SRB2. The ciphering algorithm is common for all radio bearers (i.e. SRB1, SRB2 and DRBs). Neither integrity protection nor ciphering applies for SRB0.

RRC integrity and ciphering are always activated together, i.e. in one message/ procedure. RRC integrity and ciphering are never de-activated. However, it is possible to switch to a 'NULL' ciphering algorithm (eea0).

The 'NULL' integrity protection algorithm (eia0) is used only for the UE in limited service mode [32, TS33.401]. In case the 'NULL' integrity protection algorithm is used, 'NULL' ciphering algorithm is also used.

NOTE 1:
Lower layers discard RRC messages for which the integrity check has failed and indicate the integrity verification check failure to RRC.

The AS applies three different security keys: one for the integrity protection of RRC signalling (KRRCint), one for the ciphering of RRC signalling (KRRCenc) and one for the ciphering of user data (KUPenc). All three AS keys are derived from the KeNB key. The KeNB is based on the KASME key, which is handled by upper layers.
Upon connection establishment new AS keys are derived. No AS-parameters are exchanged to serve as inputs for the derivation of the new AS keys at connection establishment.

The integrity and ciphering of the RRC message used to perform handover is based on the security configuration used prior to the handover and is performed by the source eNB.

The integrity and ciphering algorithms can only be changed upon handover. The four AS keys (KeNB, KRRCint, KRRCenc and KUPenc) change upon every handover and connection re-establishment. The keyChangeIndicator is used upon handover and indicates whether the UE should use the keys associated with the latest available KASME key. The nextHopChainingCount parameter is used upon handover and connection re-establishment by the UE when deriving the new KeNB that is used to generate KRRCint, KRRCenc and KUPenc (see TS 33.401 [32]). An intra cell handover procedure may be used to change the keys in RRC_CONNECTED.

For each radio bearer an independent counter (COUNT, as specified in TS 36.323 [8]) is maintained for each direction. For each DRB, the COUNT is used as input for ciphering. For each SRB, the COUNT is used as input for both ciphering and integrity protection. It is not allowed to use the same COUNT value more than once for a given security key. In order to limit the signalling overhead, individual messages/ packets include a short sequence number (PDCP SN, as specified in TS 36.323 [8]). In addition, an overflow counter mechanism is used: the hyper frame number (TX_HFN and RX_HFN, as specified in TS 36.323 [8]). The HFN needs to be synchronized between the UE and the eNB. The eNB is responsible for avoiding reuse of the COUNT with the same RB identity and with the same KeNB, e.g. due to the transfer of large volumes of data, release and establishment of new RBs. In order to avoid such re-use, the eNB may e.g. use different RB identities for successive RB establishments, trigger an intra cell handover or an RRC_CONNECTED to RRC_IDLE to RRC_CONNECTED transition.

For each SRB, the value provided by RRC to lower layers to derive the 5-bit BEARER parameter used as input for ciphering and for integrity protection is the value of the corresponding srb-Identity with the MSBs padded with zeroes.

5.3.1.3
Connected mode mobility

In RRC_CONNECTED, the network controls UE mobility, i.e. the network decides when the UE shall move to which (primary and secondary) cell(s) (which may be on another frequency or RAT). For network controlled mobility in RRC_CONNECTED, handover is the only procedure that is defined. The network triggers the handover procedure e.g. based on radio conditions, load. To facilitate this, the network may configure the UE to perform measurement reporting (possibly including the configuration of measurement gaps). The network may also initiate handover blindly, i.e. without having received measurement reports from the UE.

Cells on the primary and secondary frequency need not have the same coverage and hence they may be changed independently.

eNote
It is FFS if sCell change can be done by means of a reconfiguration message not including MCO.

Before sending the handover message to the UE, the source eNB prepares one or more target cells. The target eNB generates the message used to perform the handover, i.e. the message including the AS-configuration to be used in the target cell. The source eNB transparently (i.e. does not alter values/ content) forwards the handover message/ information received from the target to the UE. When appropriate, the source eNB may initiate data forwarding for (a subset of) the DRBs.

When the UE is configured with Carrier Aggregation, the source eNB selects the target primary cell. The source eNB also provides the target eNB with a set of candidate target secondary cells. The target eNB decides which of the candidate secondary cells are actually configured for use after handover.

After receiving the handover message, the UE attempts to access the target primary cell at the first available RACH occasion according to Random Access resource selection defined in TS 36.321 [6], i.e. the handover is asynchronous. Consequently, when allocating a dedicated preamble for the random access in the target primary cell, E-UTRA shall ensure it is available from the first RACH occasion the UE may use. Upon successful completion of the handover, the UE sends a message used to confirm the handover.

If the target eNB does not support the release of RRC protocol which the source eNB used to configure the UE, the target eNB may be unable to comprehend the UE configuration provided by the source eNB. In this case, the target eNB should use the full configuration option to reconfigure the UE for Handover and Re-establishment. Full configuration option includes an initialization of the radio configuration, which makes the procedure independent of the configuration used in the source cell with the exception that the security algorithms are continued for the RRC re-establishment.

After the successful completion of handover, PDCP SDUs may be re-transmitted in the target cell(s). This only applies for DRBs using RLC-AM mode and for handovers not involving full configuration option. The further details are specified in TS 36.323 [8]. After the successful completion of handover not involving full configuration option, the SN and the HFN are reset except for the DRBs using RLC-AM mode (for which both SN and HFN continue). For reconfigurations involving the full configuration option, the PDCP entities are newly established (SN and HFN do not continue) for all DRBs irrespective of the RLC mode. The further details are specified in TS 36.323 [8].

One UE behaviour to be performed upon handover is specified, i.e. this is regardless of the handover procedures used within the network (e.g. whether the handover includes X2 or S1 signalling procedures).

The source eNB should, for some time, maintain a context to enable the UE to return in case of handover failure. After having detected handover failure, the UE attempts to resume the RRC connection either in the source primary or in another cell using the RRC re-establishment procedure. This connection resumption succeeds only if the accessed cell is prepared, i.e. concerns a cell of the source eNB or of another eNB towards which handover preparation has been performed.

Normal measurement and mobility procedures are used to support handover to cells broadcasting a CSG identity. In addition, E-UTRAN may configure the UE to report that it is entering or leaving the proximity of cell(s) included in its CSG whitelist. Furthermore, E-UTRAN may request the UE to provide additional information broadcast by the handover candidate cell e.g. cell global identity, CSG identity, CSG membership status.

NOTE
E-UTRAN may use the ‘proximity report’ to configure measurements as well as to decide whether or not to request additional information broadcast by the handover candidate cell. The additional information is used to verify whether or not the UE is authorised to access the target cell and may also be needed to identify handover candidate cell (PCI confusion i.e. when the physical layer identity that is included in the measurement report does not uniquely identify the cell).

<Cut until the next modified section>
5.3.5
RRC connection reconfiguration

5.3.5.1
General
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Figure 5.3.5.1-1: RRC connection reconfiguration, successful
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Figure 5.3.5.1-2: RRC connection reconfiguration, failure

The purpose of this procedure is to modify an RRC connection, e.g. to establish/ modify/ release RBs, to perform handover, to setup/ modify/ release measurements, to configure/ release secondary cells. As part of the procedure, NAS dedicated information may be transferred from E-UTRAN to the UE.

5.3.5.2
Initiation

E-UTRAN may initiate the RRC connection reconfiguration procedure to a UE in RRC_CONNECTED. E-UTRAN applies the procedure as follows:

-
the mobilityControlInfo is included only when AS-security has been activated, and SRB2 with at least one DRB are setup and not suspended;

-
the establishment of RBs (other than SRB1, that is established during RRC connection establishment) is included only when AS security has been activated;

5.3.5.3
Reception of an RRCConnectionReconfiguration not including the mobilityControlInfo by the UE

If the RRCConnectionReconfiguration message does not include the mobilityControlInfo and the UE is able to comply with the configuration included in this message, the UE shall:
1>
if this is the first RRCConnectionReconfiguration message after successful completion of the RRC Connection Re-establishment procedure:

2>
re-establish PDCP for SRB2 and for all DRBs that are established, if any;

2>
re-establish RLC for SRB2 and for all DRBs that are established, if any;

2>
if the RRCConnectionReconfiguration message includes the fullConfig:

3>
perform the radio resource configuration procedure as specified in section 5.3.5.8;

2>
if the RRCConnectionReconfiguration message includes the radioResourceConfigDedicated:

3>
perform the radio resource configuration procedure as specified in 5.3.10;

2> resume SRB2 and all DRBs that are suspended, if any;

NOTE 1:
The handling of the radio bearers after the successful completion of the PDCP re-establishment, e.g. the re-transmission of unacknowledged PDCP SDUs (as well as the associated status reporting), the handling of the SN and the HFN, is specified in TS 36.323 [8].

1>
else:

2>
if the RRCConnectionReconfiguration message includes the radioResourceConfigDedicated:

3>
perform the radio resource configuration procedure as specified in 5.3.10;

NOTE 2:
If the RRCConnectionReconfiguration message includes the establishment of radio bearers other than SRB1, the UE may start using these radio bearers immediately, i.e. there is no need to wait for an outstanding acknowledgment of the SecurityModeComplete message.

1>
if the RRCConnectionReconfiguration message includes the dedicatedInfoNASList:

2>
forward each element of the dedicatedInfoNASList to upper layers in the same order as listed;

1>
if the RRCConnectionReconfiguration message includes the measConfig:

2>
perform the measurement configuration procedure as specified in 5.5.2;

1>
if the RRCConnectionReconfiguration message includes the reportProximityConfig:

2>
perform the proximity indication in accordance with the received reportProximityConfig;

1>
submit the RRCConnectionReconfigurationComplete message to lower layers for transmission using the new configuration, upon which the procedure ends;

5.3.5.4
Reception of an RRCConnectionReconfiguration including the mobilityControlInfo by the UE (handover)

If the RRCConnectionReconfiguration message includes the mobilityControlInfo and the UE is able to comply with the configuration included in this message, the UE shall:
1>
stop timer T310, if running;

1>
start timer T304 with the timer value set to t304, as included in the mobilityControlInfo;

1>
if the carrierFreq is included:

2>
consider the target primary cell to be one on the frequency indicated by the carrierFreq with a physical cell identity indicated by the targetPhysCellId;

1>
else:

2>
consider the target primary cell to be one on the current frequency with a physical cell identity indicated by the targetPhysCellId;

1>
start synchronising to the DL of the target primary cell;

NOTE 1:
The UE should perform the handover as soon as possible following the reception of the RRC message triggering the handover, which could be before confirming successful reception (HARQ and ARQ) of this message.

1>
reset MAC;

1>
re-establish PDCP for all RBs that are established;

NOTE 2:
The handling of the radio bearers after the successful completion of the PDCP re-establishment, e.g. the re-transmission of unacknowledged PDCP SDUs (as well as the associated status reporting), the handling of the SN and the HFN, is specified in TS 36.323 [8].

1>
re-establish RLC for all RBs that are established;

1>
apply the value of the newUE-Identity as the C-RNTI;

1>
if the RRCConnectionReconfiguration message includes the fullConfig:

2>
perform the radio resource configuration procedure as specified in section 5.3.5.8;

1>
configure lower layers in accordance with the received radioResourceConfigCommon;

1>
configure lower layers in accordance with any additional fields, not covered in the previous, if included in the received mobilityControlInfo;

1>
if the RRCConnectionReconfiguration message includes the radioResourceConfigDedicated:

2>
perform the radio resource configuration procedure as specified in 5.3.10;

1>
if the keyChangeIndicator received in the securityConfigHO is set to TRUE:

2>
update the KeNB key based on the fresh KASME key taken into use with the previous successful NAS SMC procedure, as specified in TS 33.401 [32];

1>
else:

2>
update the KeNB key based on the current KeNB or the NH, using the nextHopChainingCount value indicated in the securityConfigHO, as specified in TS 33.401 [32];

1>
store the nextHopChainingCount value;

1>
if the securityAlgorithmConfig is included in the securityConfigHO:

2>
derive the KRRCint key associated with the integrityProtAlgorithm, as specified in TS 33.401 [32];

2>
derive the KRRCenc key and the KUPenc key associated with the cipheringAlgorithm, as specified in TS 33.401 [32];
1>
else:

2>
derive the KRRCint key associated with the current integrity algorithm, as specified in TS 33.401 [32];

2>
derive the KRRCenc key and the KUPenc key associated with the current ciphering algorithm, as specified in TS 33.401 [32];

1>
configure lower layers to apply the integrity protection algorithm and the KRRCint key, i.e. the integrity protection configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

1>
configure lower layers to apply the ciphering algorithm, the KRRCenc key and the KUPenc key, i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

1>
perform the measurement related actions as specified in 5.5.6.1;

1>
if the RRCConnectionReconfiguration message includes the measConfig:

2>
perform the measurement configuration procedure as specified in 5.5.2;

1>
release reportProximityConfig and clear any associated proximity status reporting timer;

1>
if the RRCConnectionReconfiguration message includes the reportProximityConfig:

2>
perform the proximity indication in accordance with the received reportProximityConfig;

1>
submit the RRCConnectionReconfigurationComplete message to lower layers for transmission;

1>
if MAC successfully completes the random access procedure:

2>
stop timer T304;

2>
apply the parts of the CQI reporting configuration, the scheduling request configuration and the sounding RS configuration that do not require the UE to know the SFN of the target primary cell, if any;
2>
apply the parts of the measurement and the radio resource configuration that require the UE to know the SFN of the target primary cell (e.g. measurement gaps, periodic CQI reporting, scheduling request configuration, sounding RS configuration), if any, upon acquiring the SFN of the target primary cell;

NOTE 3:
Whenever the UE shall setup or reconfigure a configuration in accordance with a field that is received it applies the new configuration, except for the cases addressed by the above statements.

2>
the procedure ends;
NOTE 4:
The UE is not required to determine the SFN of the target primary cell by acquiring system information from that cell before performing RACH access in the target primary cell.

5.3.5.5
Reconfiguration failure

The UE shall:

1>
if the UE is unable to comply with (part of) the configuration included in the RRCConnectionReconfiguration message:

2>
continue using the configuration used prior to the reception of RRCConnectionReconfiguration message;

2>
if security has not been activated:

3>
perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'other';

2>
else:

3>
initiate the connection re-establishment procedure as specified in 5.3.7, upon which the connection reconfiguration procedure ends;

NOTE 1:
The UE may apply above failure handling also in case the RRCConnectionReconfiguration message causes a protocol error for which the generic error handling as defined in 5.7 specifies that the UE shall ignore the message.

NOTE 2:
If the UE is unable to comply with part of the configuration, it does not apply any part of the configuration, i.e. there is no partial success/ failure.

5.3.5.6
T304 expiry (handover failure)

The UE shall:

1>
if T304 expires (handover failure):

NOTE:
Following T304 expiry any dedicated preamble, if provided within the rach-ConfigDedicated, is not available for use by the UE anymore.

2>
revert back to the configuration used in the source cell, excluding the configuration configured by the physicalConfigDedicated, the mac-MainConfig and the sps-Config;

eNote
It is FFS what configuration the UE should revert and what happens to the secondary cells e.g. when they are released.

2>
initiate the connection re-establishment procedure as specified in 5.3.7, upon which the RRC connection reconfiguration procedure ends;

5.3.5.7
Void

5.3.5.8
Radio Resource Configuration involving full configuration option
The UE shall:

1>
release/ clear all common and dedicated current configurations except the security configuration and PDCP, RLC and logical channel configurations for the RBs;

1>
if the RRCConnectionReconfiguration message includes the mobilityControlInfo:

2>
apply the default physical channel configuration as specified in 9.2.4;

2>
apply the default semi-persistent scheduling configuration as specified in 9.2.3;

2>
apply the default MAC main configuration as specified in 9.2.2;

1>
for each srb-Identity value included in the srb-ToAddModList (SRB reconfiguration):

2>
apply the specified configuration defined in 9.1.2 for the corresponding SRB;

2>
apply the corresponding default RLC configuration for the SRB specified in 9.2.1.1 for SRB1 or in 9.2.1.2 for SRB2;

2>
apply the corresponding default logical channel configuration for the SRB as specified in 9.2.1.1 for SRB1 or in 9.2.1.2 for SRB2; 

NOTE 1: 
This is to get the SRBs (SRB1 and SRB2 for handover and SRB2 for reconfiguration after reestablishment) to a known state from which the reconfiguration message can do further configuration.

1>
for each eps-BearerIdentity value included in the drb-ToAddModList that is part of the current UE configuration:

2>
release the PDCP entity;

2>
release the RLC entity or entities;

2>
release the DTCH logical channel;

2>
release the drb-identity;

NOTE 2: 
This will retain the eps-bearerIdentity but remove the DRBs including drb-identity of these bearers from the current UE configuration and trigger the setup of the DRBs within the AS in Section 5.3.10.3 using the new configuration. The eps-bearerIdentity acts as the anchor for associating the released and re-setup DRB. 

1>
for each eps-BearerIdentity value that is part of the current UE configuration but not part of the drb-ToAddModList:

2>
perform DRB release as specified in 5.3.10.2;

<Cut until the next modified section>
5.3.7
RRC connection re-establishment

5.3.7.1
General
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Figure 5.3.7.1-1: RRC connection re-establishment, successful
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Figure 5.3.7.1-2: RRC connection re-establishment, failure

The purpose of this procedure is to re-establish the RRC connection, which involves the resumption of SRB1 operation, the re-activation of security and the configuration of (only) the primary cell. 
A UE in RRC_CONNECTED, for which security has been activated, may initiate the procedure in order to continue the RRC connection. The connection re-establishment succeeds only if the concerned cell is prepared i.e. has a valid UE context. In case E-UTRAN accepts the re-establishment, SRB1 operation resumes while the operation of other radio bearers remains suspended. If AS security has not been activated, the UE does not initiate the procedure but instead moves to RRC_IDLE directly.
E-UTRAN applies the procedure as follows:

-
to reconfigure SRB1 and to resume data transfer only for this RB;

-
to re-activate AS security without changing algorithms;

-
to configure the primary cell.

5.3.7.2
Initiation

The UE shall only initiate the procedure when AS security has been activated. The UE initiates the procedure when one of the following conditions is met:

1>
upon detecting radio link failure, in accordance with 5.3.11; or

1>
upon handover failure, in accordance with 5.3.5.6; or

1>
upon mobility from E-UTRA failure, in accordance with 5.4.3.5; or

1>
upon integrity check failure indication from lower layers; or

1>
upon an RRC connection reconfiguration failure, in accordance with 5.3.5.5;

Upon initiation of the procedure, the UE shall:

1>
stop timer T310, if running;

1>
start timer T311;

1> suspend all RBs except SRB0;

1>
reset MAC;

1>
apply the default physical channel configuration as specified in 9.2.4;

1>
apply the default semi-persistent scheduling configuration as specified in 9.2.3;

1>
apply the default MAC main configuration as specified in 9.2.2;

1>
release reportProximityConfig and clear any associated proximity status reporting timer;

1>
perform cell selection in accordance with the cell selection process as specified in TS 36.304 [4];

5.3.7.3
Actions following cell selection while T311 is running

Upon selecting a suitable E-UTRA cell, the UE shall:

1>
stop timer T311;

1>
start timer T301;

1>
apply the timeAlignmentTimerCommon included in SystemInformationBlockType2;

1>
initiate transmission of the RRCConnectionReestablishmentRequest message in accordance with 5.3.7.4;

NOTE:
This procedure applies also if the UE returns to the source primary cell.

Upon selecting an inter-RAT cell, the UE shall:

1>
perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'RRC connection failure';

5.3.7.4
Actions related to transmission of RRCConnectionReestablishmentRequest message

The UE shall set the contents of RRCConnectionReestablishmentRequest message as follows:

1>
set the ue-Identity as follows:

2>
set the c-RNTI to the C-RNTI used in the source primary cell (handover and mobility from E-UTRA failure) or used in the primary cell in which the trigger for the re-establishment occurred (other cases);

2>
set the physCellId to the physical cell identity of the source primary cell (handover and mobility from E-UTRA failure) or of the primary cell in which the trigger for the re-establishment occurred (other cases);

2>
set the shortMAC-I to the 16 least significant bits of the MAC-I calculated:

3>
over the ASN.1 encoded as per section 8 (i.e., a multiple of 8 bits) VarShortMAC-Input;

3>
with the KRRCint key and integrity protection algorithm that was used in the source primary cell (handover and mobility from E-UTRA failure) or of the primary cell in which the trigger for the re-establishment occurred (other cases); and

3>
with all input bits for COUNT, BEARER and DIRECTION set to binary ones;

1>
set the reestablishmentCause as follows:

2>
if the re-establishment procedure was initiated due to reconfiguration failure as specified in 5.3.5.5 (the UE is unable to comply with the reconfiguration):

3>
set the reestablishmentCause to the value 'reconfigurationFailure';

2>
else if the re-establishment procedure was initiated due to handover failure as specified in 5.3.5.6 (intra-LTE handover failure) or 5.4.3.5 (inter-RAT mobility from EUTRA failure):

3>
set the reestablishmentCause to the value 'handoverFailure';

2>
else:

3>
set the reestablishmentCause to the value 'otherFailure';

The UE shall submit the RRCConnectionReestablishmentRequest message to lower layers for transmission.

5.3.7.5
Reception of the RRCConnectionReestablishment by the UE

NOTE:
Prior to this, lower layer signalling is used to allocate a C-RNTI. For further details see TS 36.321 [6];

The UE shall:

1>
stop timer T301;

1>
re-establish PDCP for SRB1;

1>
re-establish RLC for SRB1;
1>
perform the radio resource configuration procedure in accordance with the received radioResourceConfigDedicated and as specified in 5.3.10;

1>
resume SRB1;

1>
update the KeNB key based on the KASME key to which the current KeNB is associated, using the nextHopChainingCount value indicated in the RRCConnectionReestablishment message, as specified in TS 33.401 [32];

1>
store the nextHopChainingCount value;

1>
derive the KRRCint key associated with the previously configured integrity algorithm, as specified in TS 33.401 [32];

1>
derive the KRRCenc key and the KUPenc key associated with the previously configured ciphering algorithm, as specified in TS 33.401 [32];

1>
configure lower layers to activate integrity protection using the previously configured algorithm and the KRRCint key immediately, i.e., integrity protection shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

1>
configure lower layers to apply ciphering using the previously configured algorithm, the KRRCenc key and the KUPenc key immediately, i.e., ciphering shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

1> set the content of RRCConnectionReestablishmentComplete message as follows:

2> include the rlf-InfoAvailable and set it to true, if the UE has radio link failure information available that is related to the last occurrence of radio link failure;

1>
perform the measurement related actions as specified in 5.5.6.1;

1>
submit the RRCConnectionReestablishmentComplete message to lower layers for transmission, upon which the procedure ends;
5.3.7.6
T311 expiry

Upon T311 expiry, the UE shall:

1>
perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'RRC connection failure';

5.3.7.7
T301 expiry or selected cell no longer suitable

The UE shall:

1>
if timer T301 expires; or

1>
if the selected cell becomes no longer suitable according to the cell selection criteria as specified in TS 36.304 [4]:

2>
perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'RRC connection failure';

5.3.7.8
Reception of RRCConnectionReestablishmentReject by the UE

Upon receiving the RRCConnectionReestablishmentReject message, the UE shall:

1>
perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'RRC connection failure';

<Cut until the next modified section>
5.3.11
Radio link failure related actions

5.3.11.1
Detection of physical layer problems in RRC_CONNECTED

The UE shall:

1>
upon receiving N310 consecutive "out-of-sync" indications for the primary cell from lower layers while neither T300, T301, T304 nor T311 is running:

2>
start timer T310;

5.3.11.2
Recovery of physical layer problems

Upon receiving N311 consecutive "in-sync" indications for the primary cell from lower layers while T310 is running, the UE shall:

1>
stop timer T310;

NOTE 1:

In this case, the UE maintains the RRC connection without explicit signalling, i.e. the UE maintains the entire radio resource configuration.

NOTE 2:

Periods in time where neither "in-sync" nor "out-of-sync" is reported by layer 1 do not affect the evaluation of the number of consecutive "in-sync" or "out-of-sync" indications.

5.3.11.3
Detection of radio link failure

The UE shall:

1>
upon T310 expiry; or

1>
upon random access problem indication from MAC while neither T300, T301, T304 nor T311 is running; or

1>
upon indication from RLC that the maximum number of retransmissions has been reached:

2>
consider radio link failure to be detected;

2>
if AS security has not been activated:

3>
perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'other';

2>
else:

3>
initiate the connection re-establishment procedure as specified in 5.3.7;

<Cut until the next modified section>
5.4
Inter-RAT mobility

5.4.1
Introduction

The general principles of connected mode mobility are described in 5.3.1.3. The general principles of the security handling upon connected mode mobility are described in 5.3.1.2.

For the (network controlled) inter RAT mobility from E-UTRA for a UE in RRC_CONNECTED, a single procedure is defined that supports both handover, cell change order with optional network assistance (NACC) and enhanced CS fallback to CDMA2000 1xRTT. In case of mobility to CDMA2000, the eNB decides when to move to the other RAT while the target RAT determines to which cell the UE shall move.

5.4.2
Handover to E-UTRA

5.4.2.1
General
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Figure 5.4.2.1-1: Handover to E-UTRA, successful

The purpose of this procedure is to, under the control of the network, transfer a connection between the UE and another Radio Access Network (e.g. GERAN or UTRAN) to E-UTRAN.

The handover to E-UTRA procedure applies when SRBs, possibly in combination with DRBs, are established in another RAT. Handover from UTRAN to E-UTRAN applies only after integrity has been activated in UTRAN.

5.4.2.2
Initiation

The RAN using another RAT initiates the Handover to E-UTRA procedure, in accordance with the specifications applicable for the other RAT, by sending the RRCConnectionReconfiguration message via the radio access technology from which the inter-RAT handover is performed.

E-UTRAN applies the procedure as follows:

-
to activate ciphering, possibly using NULL algorithm, if not yet activated in the other RAT;

-
to establish SRB1, SRB2 and one or more DRBs, i.e. at least the DRB associated with the default EPS bearer is established;

5.4.2.3
Reception of the RRCConnectionReconfiguration by the UE

If the UE is able to comply with the configuration included in the RRCConnectionReconfiguration message, the UE shall:

1>
apply the default physical channel configuration as specified in 9.2.4;

1>
apply the default semi-persistent scheduling configuration as specified in 9.2.3;

1>
apply the default MAC main configuration as specified in 9.2.2;

1>
start timer T304 with the timer value set to t304, as included in the mobilityControlInfo;

1>
consider the target primary cell to be one on the frequency indicated by the carrierFreq with a physical cell identity indicated by the targetPhysCellId;

1>
start synchronising to the DL of the target primary cell;

1>
set the C-RNTI to the value of the newUE-Identity;

1>
for the target primary cell, apply the downlink bandwidth indicated by the dl-Bandwidth;

1>
for the target primary cell, apply the uplink bandwidth indicated by (the absence or presence of) the ul-Bandwidth;

1>
perform the radio resource configuration procedure as specified in 5.3.10;

1>
forward the nas-SecurityParamToEUTRA to the upper layers;

1>
derive the KeNB key, as specified in TS 33.401 [32];

1>
derive the KRRCint key associated with the integrityProtAlgorithm, as specified in TS 33.401 [32];

1>
derive the KRRCenc key and the KUPenc key associated with the cipheringAlgorithm, as specified in TS 33.401 [32];

1>
configure lower layers to apply the indicated integrity protection algorithm and the KRRCint key immediately, i.e. the indicated integrity protection configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

1>
configure lower layers to apply the indicated ciphering algorithm, the KRRCenc key and the KUPenc key immediately, i.e. the indicated ciphering configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

1>
if the RRCConnectionReconfiguration message includes the measConfig:

2>
perform the measurement configuration procedure as specified in 5.5.2;

1>
if the RRCConnectionReconfiguration message includes the reportProximityConfig:

2>
perform the proximity indication configuration in accordance with the received reportProximityConfig;
1>
submit the RRCConnectionReconfigurationComplete message to lower layers for transmission using the new configuration;

1>
if the RRCConnectionReconfiguration message does not include the rlf-TimersAndConstants:

2>
use the default values specified in 9.2.5 for timer T310, T311 and constant N310, N311;
1>
if MAC successfully completes the random access procedure:

2>
stop timer T304;

2>
apply the parts of the CQI reporting configuration, the scheduling request configuration and the sounding RS configuration that do not require the UE to know the SFN of the target primary cell, if any;
2>
apply the parts of the measurement and the radio resource configuration that require the UE to know the SFN of the target primary cell (e.g. measurement gaps, periodic CQI reporting, scheduling request configuration, sounding RS configuration), if any, upon acquiring the SFN of the target primary cell;

2>
enter E-UTRA RRC_CONNECTED, upon which the procedure ends;

5.4.2.4
Reconfiguration failure

The UE shall:

1>
if the UE is unable to comply with (part of) the configuration included in the RRCConnectionReconfiguration message:

2>
perform the actions defined for this failure case as defined in the specifications applicable for the other RAT;

NOTE 1:
The UE may apply above failure handling also in case the RRCConnectionReconfiguration message causes a protocol error for which the generic error handling as defined in 5.7 specifies that the UE shall ignore the message. 

NOTE 2:
If the UE is unable to comply with part of the configuration, it does not apply any part of the configuration, i.e. there is no partial success/ failure.

5.4.2.5
T304 expiry (handover to E-UTRA failure)

The UE shall:

1>
upon T304 expiry (handover to E-UTRA failure):

2>
reset MAC;

2>
perform the actions defined for this failure case as defined in the specifications applicable for the other RAT;

5.4.3
Mobility from E-UTRA

5.4.3.1
General
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Figure 5.4.3.1-1: Mobility from E-UTRA, successful
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Figure 5.4.3.1-2: Mobility from E-UTRA, failure

The purpose of this procedure is to move a UE in RRC_CONNECTED to a cell using another Radio Access Technology (RAT), e.g. GERAN, UTRA or CDMA2000 systems. The mobility from E-UTRA procedure covers  the following type of mobility:

-
handover, i.e. the MobilityFromEUTRACommand message includes radio resources that have been allocated for the UE in the target cell;

-
cell change order, i.e. the MobilityFromEUTRACommand message may include information facilitating access of and/ or connection establishment in the target cell, e.g. system information. Cell change order is applicable only to GERAN; and

-
enhanced CS fallback to CDMA2000 1xRTT, i.e. the MobilityFromEUTRACommand message includes radio resources that have been allocated for the UE in the target cell. The enhanced CS fallback to CDMA2000 1xRTT may be combined with concurrent handover or redirection to CDMA2000 HRPD.

5.4.3.2
Initiation

E-UTRAN initiates the mobility from E-UTRA procedure to a UE in RRC_CONNECTED, possibly in response to a MeasurementReport message or in response to reception of CS fallback indication for the UE from MME, by sending a MobilityFromEUTRACommand message. E-UTRAN applies the procedure as follows:

-
the procedure is initiated only when AS-security has been activated, and SRB2 with at least one DRB are setup and not suspended;
5.4.3.3
Reception of the MobilityFromEUTRACommand by the UE

The UE shall be able to receive a MobilityFromEUTRACommand message and perform a cell change order to GERAN, even if no prior UE measurements have been performed on the target cell.

The UE shall:

1>
stop timer T310, if running;

1>
if the MobilityFromEUTRACommand message includes the purpose set to 'handover':

2>
if the targetRAT-Type is set to 'utra' or 'geran':

3>
consider inter-RAT mobility as initiated towards the RAT indicated by the targetRAT-Type included in the MobilityFromEUTRACommand message;

3>
forward the nas-SecurityParamFromEUTRA to the upper layers;

3>
access the target cell indicated in the inter-RAT message in accordance with the specifications of the target RAT;

3>
if the targetRAT-Type is set to 'geran':

4>
use the contents of systemInformation, if provided for PS Handover, as the system information to begin access on the target GERAN cell;

NOTE 1:
If there are DRBs for which no radio bearers are established in the target RAT as indicated in the targetRAT-MessageContainer in the message, the E-UTRA RRC part of the UE does not indicate the release of the concerned DRBs to the upper layers. Upper layers may derive which bearers are not established from information received from the AS of the target RAT.

2>
else if the targetRAT-Type is set to 'cdma2000-1XRTT' or 'cdma2000-HRPD':

3>
forward the targetRAT-Type and the targetRAT-MessageContainer to the CDMA2000 upper layers for the UE to access the cell(s) indicated in the inter-RAT message in accordance with the specifications of the CDMA2000 target-RAT;

1>
else if the MobilityFromEUTRACommand message includes the purpose set to 'cellChangeOrder':

2>
start timer T304 with the timer value set to t304, as included in the MobilityFromEUTRACommand message;

2>
if the targetRAT-Type is set to 'geran':

3>
if networkControlOrder is included in the MobilityFromEUTRACommand message:

4>
apply the value as specified in TS 44.060 [36];

3>
else:

4>
acquire networkControlOrder and apply the value as specified in TS 44.060 [36];

3>
use the contents of systemInformation, if provided, as the system information to begin access on the target GERAN cell;

NOTE 2:
The systemInformation is constructed in the same way as in 2G to 2G NACC, i.e. the PSI messages are encoded as such, whereas the SI messages exclude 2 octets of headers, see TS 44.060[36].

2>
establish the connection to the target cell indicated in the CellChangeOrder;

NOTE 3:
The criteria for success or failure of the cell change order to GERAN are specified in TS 44.060[36].

1>
if the MobilityFromEUTRACommand message includes the purpose set to 'e-CSFB':

2>
if messageContCDMA2000-1XRTT is present:

3>
forward the messageContCDMA2000-1XRTT to the CDMA2000 upper layers for the UE to access the cell(s) indicated in the inter-RAT message in accordance with the specification of the target RAT;

2>
if mobilityCDMA2000-HRPD is present and is set to 'handover':

3>
forward the messageContCDMA2000-HRPD to the CDMA2000 upper layers for the UE to access the cell(s) indicated in the inter-RAT message in accordance with the specification of the target RAT;

2>
if mobilityCDMA2000-HRPD is present and is set to ' redirection':

3>
forward the redirectedCarrierInfoCDMA2000-HRPD to the CDMA2000 upper layers;

NOTE 4:
When the CDMA2000 upper layers in the UE receive both the messageContCDMA2000-1XRTT and messageContCDMA2000-HRPD the UE performs concurrent access to both CDMA2000 1xRTT and CDMA2000 HRPD RAT.

5.4.3.4
Successful completion of the mobility from E-UTRA

Upon successfully completing the handover, the cell change order or enhanced 1xRTT CS fallback, the UE shall:

1>
perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'other';

1>
stop timer T304, if running;

NOTE:
If the UE performs enhanced 1xRTT CS fallback along with concurrent mobility to CDMA2000 HRPD and the connection to either CDMA2000 1xRTT or CDMA2000 HRPD succeeds, then the mobility from E-UTRA is considered successful.
5.4.3.5
Mobility from E-UTRA failure

The UE shall:

1>
if T304 expires (mobility from E-UTRA failure); or

1>
if the UE does not succeed in establishing the connection to the target radio access technology; or

1>
if the UE is unable to comply with (part of) the configuration included in the MobilityFromEUTRACommand message; or

1>
if there is a protocol error in the inter RAT information included in the MobilityFromEUTRACommand message, causing the UE to fail the procedure according to the specifications applicable for the target RAT:

2>
stop T304, if running;

2>
if the cs-FallbackIndicator in the MobilityFromEUTRACommand message was set to 'TRUE':

3>
 indicate to upper layers that the CS Fallback procedure has failed;

2>
revert back to the configuration used in the source cell, excluding the configuration configured by the physicalConfigDedicated, mac-MainConfig and sps-Config;

eNote
It is FFS what configuration the UE should revert and what happens to the secondary cells e.g. when they are released.

2>
initiate the connection re-establishment procedure as specified in 5.3.7;

NOTE:
For enhanced CS fallback to CDMA2000 1xRTT, the above UE behavior applies only when the UE is attempting the enhanced 1xRTT CS fallback and connection to the target radio access technology fails or if the UE is attempting enhanced 1xRTT CS fallback along with concurrent mobility to CDMA2000 HRPD and connection to both the target radio access technologies fails.
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