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Introduction 

During discussion of the proposal for enhancing the handling of the Security Mode Command [1] at R2#70 there was agreement that the identified problem is leading to avoidable call drops. It was suggested during discussion however that existing network behaviour may be even more extreme to that identified and in fact leading to more instances of irrecoverable behaviour. 
Discussion

In [1] it was identified that networks are not behaving in accordance to [2] section 8.1.12.2.2 whereby they are expected to make provision to be able to revert back to the old security configuration should the SMC procedure be interrupted by a cell update procedure, and as such this is leading to unavoidable call drops.
Relevant text of section 8.1.12.2.2 of 25.331

NOTE2: 
After the SECURITY MODE COMMAND message is transmitted, the network should ensure that it can revert back to old integrity protection until it receives the SECURITY MODE COMPLETE message, to take into account the UE actions when security mode control procedure is unsuccessful. The network should also be aware that the UE may revert to old configuration when waiting for the acknowledgement from L2 for the SECURITY MODE COMPLETE message, and act accordingly.
In [1] it was suggested that networks are at least waiting to receive the RRC Security Mode Complete message before considering that the RRC Security Mode Control procedure is complete and returning the RANAP: Security Mode Complete message to the core network. However discussion suggested that in fact some RNC implementations may be considering the procedure complete and sending this RANAP message even before this. As such it was speculated that the proposed enhancement in [3] was insufficient and the issue should be considered with RNC implementations that may result in even earlier sending of the RANAP message.
Firstly, it is noted that such RNC implementations would be unable to revert back to the old security configuration if a cell update procedure occurs before the RNC receives the RRC Security Mode Complete message. Consequently, these implementations are not following even the first part the recommendation from 25.331 quoted above. However, given that such RNC implementations may already exist, we will consider what happens if we extend the original scenario to include the RANAP: Security Mode Complete message being sent after confirmation of the UE reception of the RRC: Security Mode Command message as in figure 1.
The original proposal in [1] was that the UE checks any subsequent RRC messages received after the Security Mode Command and when it has successfully integrity checked them using the new integrity protection configuration then it performs the final actions to complete the Security Mode procedure. The UE is not required to wait for the L2 ACK for the Security Mode Complete before performing these final actions.
Let’s consider that the network has “completed” the Security Mode procedure on reception of the L2 ACK to the originating RRC: Security Mode Command message. In this scenario, it advances the point of time when the network "completes" the SMC procedure and could bring forward the point of time at which the UE may receive an RRC message using the new integrity protection configuration, and hence with the proposal, it brings forward the point in time when the UE performs the final actions to complete the SMC procedure. The proposed behaviour does not introduce any new problem. Should the SMC procedure in the UE be aborted due to a cell update before either the  L2 ACK for the RRC: Security Mode Command Complete message or a successfully checked RRC message using the new integrity protection configuration, the actual outcome will still be a call drop as the network will not be able to recover. This is consistent to the current network behaviour which also makes no provision to recover as identified in [1]. However, by implementing the proposed UE behaviour the time window in which the occurrence of a cell update procedure would result in a dropped call will still be reduced compared to the case where the proposal is not implemented. Thus the proposal will reduce this time window and hence reduce dropped calls experienced both for RNC implementations that don't wait for the Security Mode Complete and those that do.   

[image: image1.emf]L2 RLC - AM  ACK  

CN  

RANAP   :  Security    Mode   Command  

RANAP   :  Security    Mode   Complete  

RNC -   RRC  

L2 RLC - AM  ACK  

RRC   :  Security Mode   Complete  

RRC  :  Security Mode   Command  

UE  -   RLC  

RNC  -   RLC  

RRC security     mode    procedure    start and end   at UE  

UE - RRC  

Time window during which RRC  Security   mode procedure is  considered  completed at RNC but  is  not  by the   UE  

[2]  

[1]  

[ 4 ]  

[ 3 ]  

[5]  

Figure 1. Extended Scenario for SMC handling

Conclusions

This paper has considered possible impacts to the proposal for enhancing the Security Mode Command [3] from a legacy network behaviour whereby the network acts in an irreversible manner by considering the Security Mode procedure complete in advance of notification from the UE.  
It has been shown that even with this extended scenario the original proposal is unaffected by this network behaviour and call drops caused by the identified and previously agreed problematic scenario [1] can be reduced by agreeing the CR in [4].
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