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1 Introduction 

In this contribution we highlight the problem with identifying UEs at RRC connection reestablishment when the integrity protection algorithm EIA0 is used and we also propose a solution. When EIA0 was introduced in release 9, we think the consequences for identifying UEs at RRC connection reestablishment was forgotten or not fully considered. We propose RAN2 to discuss the problem and agree on a solution.
2 Discussion

When the eNB for target cell receives the RRCConnectionReestablishmentRequest message from a UE, the eNB must identify the context for this UE and then also verify that the UE sending the RRCConnectionReestablishmentRequest message is indeed the UE who is authorized to use this particular context. The identification and verification is made using the supplied information in the RRCConnectionReestablishmentRequest message. This information is:

1. physicalCellId (PCI) of the cell which the UE was connected to prior to initiating the RRC Connection Re-establishment procedure (from now in referred to as the “source cell”).

2. C-RNTI which the UE had in the source cell.

3. shortMAC-I which is the 16 least significant bits of the MAC-I (Message Authentication Code) calculated using the KRRCint key and integrity protection algorithm that was used in the source cell. More detailed information can be found in ‎[1].  When the UE calculates the shortMAC-I, also the following parameters are used as input:

· C-RNTI allocated to the UE in the source cell.

· PCI of the source cell

· Cell Identity of the target cell

The PCI and C-RNTI together will not be sufficient to uniquely identify and verify the UE since it is possible that 2 UEs located in separate neighbouring cells has the same PCI (at least in case inter frequency cells) and is also allocated the same C-RNTI. Hence the shortMAC-I is needed to provide a unique identification of the UE.

In normal operation, the integrity protection algorithm used for calculating the shortMAC-I is either of the integrity protection algorithms EIA1 or EIA2 which will provide a UE-unique shortMAC-I to be used by target cell for identification and verification and this since at least the used key, KRRCint, is unique.

However, in case of emergency call for unauthenticated UEs, the Null Integrity algorithm (EIA0) is used for integrity protection. When EIA0 is used for integrity protection, this algorithm is also used to calculate the shortMAC-I. The EIA0 algorithm will always produce a MAC-I which consists of only zero-s, hence shortMAC-I will also be a MAC-I containing only zero-s. 
Considering two unauthenticated UEs (UE 1 and UE 2) doing unauthenticated emergency calls and having the same C-RNTI allocated in neighbouring cells with same PCI, the current solution to use PCI, C-RNTI and shortMAC-I will not provide a UE-unique identification to be used when target cell eNB shall identify the UE during RRC Connection Re-establishment. 
An ongoing unauthenticated emergency call (e.g. UE 1 in cell 1) might therefore be interrupted by another UE (e.g. UE 2 in cell 2 also doing an unauthenticated emergency call) trying to do an RRC Connection Re-establishment to cell 1. In case of an accident it is quite likely that several UEs make emergency calls simultaneously and that they all have similar radio conditions since they are located in nearby positions.
One alternative to allow these collisions to occur is to not support the RRC Connection Re-establishment procedure when EIA0 algorithm is used, however this does not provide same possibility to maintain the RRC connection for UEs that are authenticated as for those who are unauthenticated. Typically one would also want to keep emergency calls alive to as far an extent as possible due to their inherent urgency.

In order to get a solution to the problem with identifying UEs at RRC connection re-establishment when EIA0 is used for integrity protection (i.e. during unauthenticated emergency calls) we propose the following: 
1. It is proposed to not change the content of RRCConnectionReestablishmentRequest but instead when calculating shortMAC-I use an algorithm/function and input parameters that gives a unique shortMAC-I value, i.e. the EIA0 shall not be used when calculating shortMAC-I.

2. For selecting the algorithm/function to calculate the shortMAC-I in this case there are a number of alternatives, but in order to not add any new we propose to use one that is implemented in the UE and eNB, i.e. either of KDF (Key Derivation Function), EIA1 or EIA2.

3. It is proposed to add the CellGlobalIdEUTRA of the source cell to the input parameters when calculating shortMAC-I. This to obtain a unique input parameter set.
4. The algorithm/function to be used could be either specified or selected by eNB and signalled to the UE. In order to have the possibility to include this functionality already in release 9 we propose it to be a specified solution in release 9.

5. For release 10 we propose to add the possibility for an optional signalled solution, with the release 9 solution as the default.

We would like RAN2 to discuss and agree upon a solution to this problem. 

If the agreed solution imply a change of how shortMAC-I is calculated we also propose that RAN2 contact SA3 and ask them whether the RAN2 agreed solution is accepted by SA3. 
3 Summary
In the present contribution, we have highlighted the problem to identify UEs at RRC connection re-establishment when EIA0 is used for integrity protection, and we have also provided a solution to this problem. 

We propose RAN2 to discuss the problem and agree on a solution for release 9 and release 10. For the agreed solution, we can provide the detailed CRs for implementing this into TS 36.331. For release 9 we have provided a preliminary proposal in R2-103085.
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