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1. Introduction 

During the Study Item for Signalling Enhancements in Rel-7 and as captured in [1] aspects related to the activation of the Security Mode procedure and subsequent Cell Update procedures were highlighted, and some suggested UTRAN work arounds were captured. 
In this paper we address an observed issue causing unnecessary call drops associated with delays in Security Mode procedure and subsequent interaction between the RNC and UE regarding ongoing call processing. In addition this paper proposes a way forward based on the subsequently received RRC messages which are using the new security configuration.
2. Discussion
It is well established in 8.1.12.3 [2] that the UE should wait for successful delivery of the Security Mode Complete message as indicated by RLC before continuing to process the received Security Mode Command and completing the Security Mode procedure. In addition it is also well established that once the RNC has received the Security Mode Complete from the UE it triggers the RANAP Security Mode Complete message. This RANAP message once instigated is non-reversible and the Security Mode procedure is considered complete in the CN as well as the UTRAN. 
From this point onward the RNC considers the Security Mode procedure complete, re-activates suspended radio bearers and starts sending subsequent downlink RRC messages which command the UE to perform further Radio Resource Control or Call Control functions. The RRC Security Mode Control procedure is always followed by further RRC signalling. 

Figure 1. shows the time between when an RNC may consider the Security Mode procedure complete and may resume sending DL messages and the time when the UE is aware the RNC has received the Security Mode Complete message.

From 8.1.12.3 (excerpt below) it is clear the UE should not discard any subsequent DL messages which are successfully integrity checked using the new security configuration. But clearly it can not respond to these until the suspended radio bearers and signalling radio bearers are reactivated after the processing of the IEs "Ciphering mode info" and "Integrity protection mode info".

2>
transmit the SECURITY MODE COMPLETE message on RB2.

NOTE:
After submission of the SECURITY MODE COMPLETE message to the lower layers, the UE should accept messages received in the DL which require the new security configuration to be applied on them. If the received message is successfully integrity checked, the UE should not discard the message due to lack of completion of the security procedure, caused by the successful delivery of the SECURITY MODE COMPLETE not having yet been confirmed by lower layers, unless the security configuration to be applied has been aborted and the message received requires integrity protection [5].

1>
when the successful delivery of the SECURITY MODE COMPLETE message has been confirmed by RLC:
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Figure 1: RRC Security Mode Procedure completion time difference at UE and RNC
These subsequent downlink RRC messages can require the UE to switch to the new security configuration, in particular for messages received on the SRB(s) which require UE to respond using SRB(s) other than SRB2. However, the UE cannot send the corresponding response on the appropriate uplink SRB as it is suspended or stopped this(these) due to the ongoing Security Mode Control procedure. 
As indicated the UE will only continue to process the ongoing Security Mode procedure once it receives L2 RLC-AM ACK at fig 1-[5] and after which it will reactivate the suspended SRB(s). In the meantime if the response from the UE to the subsequent downlink RRC messages is delayed too long, this may lead the RNC to release the call. This is being observed in networks today.
3. UTRAN Actions related to reception of Security Mode Complete
According to 8.1.12.4b [2] if the UE triggers a Cell Update procedure the ongoing security mode procedure should be aborted, and the UE should revert to the security configuration used prior to the start of the security mode procedure. 
And as per section 8.1.12.2.2 [2], the RNC is recommended to take into account cases where UE reverts back to old security due to lack of L2 RLC-AM ACK for Security Mode Complete message and proceed appropriately.  Current experience from live networks demonstrates that RNCs do not implement the recommended functionality as per section 8.1.12.2.2, and in particular fail to “act accordingly” this also leads to call drops.

Relevant text of section 8.1.12.2.2 of 25.331

NOTE2: 
After the SECURITY MODE COMMAND message is transmitted, the network should ensure that it can revert back to old integrity protection until it receives the SECURITY MODE COMPLETE message, to take into account the UE actions when security mode control procedure is unsuccessful. The network should also be aware that the UE may revert to old configuration when waiting for the acknowledgement from L2 for the SECURITY MODE COMPLETE message, and act accordingly.
4. Proposal
In order to avoid call drops caused by a delay in replying to the subsequent RRC messages received after the UE has sent a Security Mode Complete to the RNC, and where this delay is due to a delay in the reception of the L2 RLC-AM ACK, the UE shall check any subsequently received RRC messages and when it has successfully integrity checked them using the new integrity protection configuration continue with the ongoing Security Mode procedure. 
This will not cause a problem should the RLC transfer of the RRC: Security Mode Complete fail as this will cause an RLC re-establishment and lead to the call setup being dropped in any case. So the resulting action is the same.
Proposal: The UE after it has sent a Security Mode Complete to the RNC, shall integrity check any subsequently received RRC messages using the new integrity protection configuration and if successful it shall continue processing the remainder of the Security Mode procedure according to 8.1.12.3.
5. Conclusions

In order to avoid unnecessary call drops caused by lost or delayed L2 RLC-AM ACK from the RNC, as sent in response to the received RRC: Security Mode Complete message, and which would normally cause delay in the processing of typically ongoing call control or RRC procedures, the UE shall check them using the new integrity protection configuration and if successful continue processing the remainder of the Security mode procedure according to 8.1.12.3.

If acceptable to RAN WG2 RIM can provide CRs to support this way forward. An example CR is provided in [3]. 
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