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1. Introduction

The question that whether S1/X2-AP messages are to be carried through Un SRBs or Un DRBs was discussed in [1], and one of the aspects relates to integrity protection for S1-AP and X2-AP messages over the Un radio bearer. 

We make the following arguments in this paper.

· The security requirements and architecture of relay in general and S1/X2-AP messages in particular is being discussed by SA3 currently.

· If it is decided by SA3 to require AS level message integrity check for S1/X2-AP messages, then DRBs will not be a suitable choice

· RAN2 should keep open the choice of RB for S1/X2-AP messages until SA3 guidance is received

· We make some proposals for bearer properties in case either SRB based or DRB based solution is selected. 
2. Discussion
The following issues are open for design in SA3

· Whether S1/X2 signalling needs to be secured by AS

· If yes, 

· what functions should AS provide, e.g. encryption, message authentication

· what keys should be used by AS to provide these functions

· If no,

· IPSec is likely to be used for security, and AS should be able to treat this signalling like other application level traffic.
Also, we know that the SRB provides message authentication, while DRB does not. Given the pending SA3 issues, we propose:
Proposal 1: RAN2 should wait for SA3 to resolve the security requirements and design for S1/X2-AP messages, before deciding on the bearer choice for these messages.
Regardless what is the final solution to provide integrity protection for S1-AP and X2-AP messages over the Un radio bearer, we have the following observations of carrying S1/X2-AP messages over the Un interface:
· If Un SRBs are used for S1/X2-AP messages (as is likely if SA3 requests message authentication):

· The SRBs should be different than the existing SRBs carrying RRC signalling. This is because that S1/X2-AP messages conceptually are customers of Un radio bearers, while RRC signalling manages the operations for radio bearer activation and maintenance. Separating these two types of messages in different radio bearers provides architectural advantages for the protocol design.
· The SRBs carrying S1/X2-AP messages should have lower priority than the existing SRBs carrying RRC signalling and have higher priority than the DRBs. 

· If Un DRBs are used for S1/X2-AP messages, these DRBs should have higher priority than the DRBs that carry Uu bearer user plane packets.
These observations lead to the following proposals.
Proposal 2: The SRBs or DRBs that carry S1/X2-AP messages should have lower priority than the existing SRBs carrying RRC signalling and have higher priority than the DRBs that carry Uu bearer packets.
Proposal 3 (conditional): If Un SRBs are used for S1/X2-AP messages, the SRBs should be different than the existing SRBs carrying RRC signalling. 
3. Conclusion

The following proposals were made
Proposal 1: RAN2 should wait for SA3 to resolve the security requirements and design for S1/X2-AP messages, before deciding on the bearer choice for these messages.

Proposal 2: The SRBs or DRBs that carry S1/-X2-AP messages should have lower priority than the existing SRBs carrying RRC signalling and have higher priority than the DRBs that carry Uu bearer packets.
Proposal 3 (conditional): If Un SRBs are used for S1/X2-AP messages, the SRBs should be different than the existing SRBs carrying RRC signalling. 
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