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1 Introduction
In RAN2#69bis meeting, we clarified the UE behaviour on applying new ciphering configuration in SRNS relocation [1] and the conclusion is that companies are invited to check this with UE implementation and potential NW impact. In this document we provide our views in terms of our UE implementation and experiences in IOT and field tests.
2 Discussion
2.1 Issue
The issue in the current RRC specification [2] can be illustrated as figure below. If the received re-configuration message includes the IE "Ciphering Mode Info", the UE starts to use the new ciphering configuration when transmitting the response message. However the UE may transmit a MEASUREMENT REPORT (e.g. due to periodic reporting or event-triggered reporting) or a SIGNALLING CONNECTION RELEASE INDICATION using the old ciphering configuration before transmitting the response message. The UTRAN may not correctly decipher the MEASUREMENT REPORT message or the SIGNALLING CONNECTION RELEASE INDICATION message.
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2.2 Solutions

To fix this issue, two alternatives are provided to solve this issue. From specification point of view, Alt. 2 may have less impact to specification since it keeps the same behaviour in all releases.
Alt. 1: The UE applies the new ciphering configuration immediately after RLC re-establishment.
Alt. 2: The UE suspends transmission of any SRB2 message other than response message.
2.3 UE implementation

We have a check in our UE implementation. Our UE applies the new ciphering configuration since transmitting the response message. Therefore this issue might occur in our UE since our UE implementation does not suspend transmission of any SRB2 message other than response message in SRNS relocation procedure before transmitting the response message.
2.4 Observation of network behaviour
2.4.1 Rel99~Rel6 network

We have performed IOT tests with main network vendors’ Rel99~Rel6 networks (six network vendors) several years. We also have performed field tests with these networks. We have not found that these networks change ciphering configuration (i.e. change UEA0 to UEA1 or UEA1 to UEA0) in SRNS relocation procedure.
2.4.2 Rel7 and afterward network
We have not performed IOT tests with any network vendors’s Rel7 network. In addition, we have not found any Rel7 network in the field. From our information received from network vendors, network vendors are testing and verifying Rel7 functions (e.g CPC, improvded L2, etc.) in Rel7 network implementation. Network vendors are kindly requsted to provide their implementation status.
In addion, from our point of view, there might be use cases for ciphering reconfiguration by considering an operator has Rel6 RNCs and Rel7 RNCs in deployment. The SRNS relocation with ciphering reconfiguration (e.g. change UEA1 to UEA2 or vice versa) may occur between Rel6 RNC and Rel7 RNC for Rel7 UEs supporting UEA2. Therefore this issue might happen when Rel7 and afterward RNCs are deployed with Rel6 and backward RNCs. 
3 Conclusion
We kindly request RAN2 to take the description above into account. We are happy to provide CRs if RAN2 agrees to clarifying this issue.
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