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Discussion and decision
1 Introduction
Following is copied from the section 8.1.4a in the TS 25.331. 
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According to the above statement, after the UE receives RRC Connection Release message for authentication failure, the UE considers all cells that were in the active set prior to entering idle mode to be barred cell. Then, the UE in idle mode does not consider those cells that were in the active set as candidate cells during cell selection or re-selection procedure. In short, the purpose of this procedure is for the UE in idle mode not to select or re-select cells which were already released by requested from upper layer.

In the current specification, the cells which were already released are defined as the cells that were in active set prior to entering idle mode. However, when one uplink and multiple downlink frequencies are configured, the cells in active set are the cell on the one uplink frequency and the cell on the one downlink frequency linked to the uplink frequency. The cells on the downlink frequencies not linked to the uplink frequency are not the cells in active set.

Therefore, this paper explains when the network request for a UE to release the cells which were connected previously by sending RRC Connection Release message and examine which cells to be released after reception of RRC Connection Release message in all cases.(e.g. if one uplink frequency and multiple downlink frequencies are configured.)
2 Discussion
2.1 Local authentication and connection establishment
There are two main authentication procedures shown at 2.1.1 and 2.1.2. The section 2.1.1 is used when initial connection establishment is performed, while the section 2.1.2 is used when the amount of data sent during the RRC connection is periodically checked by the RNC and the UE, which means when the radio bearers for data transmission or reception are configured.
2.1.1 Security mode set-up procedure 
According to the section 6.4.5 in the TS 33.102, this procedure is one common procedure for both ciphering and integrity protection set-up. It is mandatory to start integrity protection of signalling messages by use of this procedure at each new signalling connection establishment between MS and VLR/SGSN.
The message sequence flow below describes the information transfer at initial connection establishment, possible authentication and start of integrity protection and possible ciphering.
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Figure 1: Local authentication and connection set-up
2.1.2 Signalling procedure for periodic local authentication
According to the section 6.4.7 in the TS 33.102, the following procedure is used by the RNC to periodically perform a local authentication. At the same time, the amount of data sent during the RRC connection is periodically checked by the RNC and the UE. The RNC is monitoring the COUNT-C value associated to each radio bearer. The procedure is triggered whenever any of these values reaches a critical checking value. 
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Figure 2: RNC periodic local authentication procedure

1.
When a checking value is reached (e.g. the value in some fixed bit position in the hyperframe number is changed), a Counter Check message is sent by the RNC. The Counter Check message contains the most significant parts of the COUNT‑C values (which reflect amount of data sent and received) from each active radio bearer.

2.
The UE compares the COUNT‑C values received in the Counter Check message with the values of its radio bearers. Different UE COUNT-C values are included within the Counter Check Response message.

3.
If the RNC receives a counter check response message that does not contain any COUNT-C values, the procedure ends. If the RNC receives a counter check response that contains one or several COUNT-C values, the RNC may release the connection.

When the RNC determines that the network has failed an authentication check as bullet 3, the network request to release RRC Connection and bar the cells.

2.2 The purpose of authentication check procedure
The purposes of authentication check procedure between the RNC and the UE are followings:

· user identity confidentiality: the property that the permanent user identity (IMSI) of a user to whom a services is delivered cannot be eavesdropped on the radio access link;

· user location confidentiality: the property that the presence or the arrival of a user in a certain area cannot be determined by eavesdropping on the radio access link;

· user untraceability: the property that an intruder cannot deduce whether different services are delivered to the same user by eavesdropping on the radio access link.

If the authentication procedure fails, the network considers the current radio access link eavesdropped, then the network request to release all radio resources for the UE. After entering to the idle mode, when selecting or re-selecting a cell, the UE considers the all cells by eavesdropping on the radio access link as barred cells.

2.3 Authentication failure when one uplink frequency and multiple downlink frequencies are configured.
In the section 2.1.2, the authentication procedure is performed, when the amount of data sent during the RRC connection is periodically checked by the RNC and the UE, which means when the radio bearers for data transmission or reception are configured.
If there are a lot of data to be received such as FTP download for a UE, the network can configure one uplink frequency and multiple downlink frequencies for the UE. At the same time, the network can request to check authentication procedure between the RNC and the UE.

When one uplink frequency and multiple downlink frequencies are configured, the UE can receive data through all configured downlink frequencies and transmit data through an uplink frequency. So, one radio access link is mapped to all configured downlink and uplink frequencies.
Therefore, it is reasonable to think that the UE shall consider the all cells on all configured uplink and downlink frequencies prior to entering idle mode as barred cell. It is because that those cells are considered as eavesdropped cells.

3 Conclusion

We propose that after the UE receives RRC Connection Release message for authentication failure, the UE consider all cells that were associated with all configured downlink frequencies prior to entering idle mode to be barred as [3].
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If the upper layers request the release of the RRC connection, the UE shall:


1>	release all its radio resources;


1>	enter idle mode;


1>	perform other actions when entering idle mode from connected mode as specified in subclause 8.5.2;


1>	if the UE was in CELL_DCH state prior to entering idle mode:


2>	consider all cells that were in the active set prior to entering idle mode to be barred according to [4]; and


2>	consider the barred cells as using the value "allowed" in the IE "Intra-frequency cell re-selection indicator", and the maximum value in the IE "Tbarred".
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