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1. Introduction

In RAN2#69 meeting, the following agreements on the DL PCC change were made:

	Agreements:

1)  DL PCC cell can change with handover procedure (i.e. with key change and RACH)

2)  FFS: whether DL PCC cell can change without key change (no PDCP/RLC reestab)
3)  FFS: whether DL PCC cell can change without RACH

4)  FFS: If security changes at DL PCC cell change, does the UE take the security input from the new DL PCC cell or from any other cell ?


Based on the above, it is undecided whether DL PCC change can be done without key derivation and which target PCI is used if key derivation needs to be done.
In this contribution, we study this further and put our view on the topic.
2. Discussion
There are 2 ways PCC change can be performed:
1. Intra-cell handover procedure (i.e. RRC Connection Reconfiguration message with mobilityControlInfo IE) (agreed)
2. Reconfiguration procedure (i.e. RRC Connection Reconfiguration message without mobilityControlInfo IE) (FFS)
The following sections study in details the 2 approaches to answer the FFS from the last RAN 2 meeting.
2.1 Intra-cell handover procedure
The security of the intra-cell handover follows the intra-eNB handover procedure in TS33.401 [1]. An extract from the TS33.401:
7.2.8.4.1
Intra-eNB Handover

When the eNB decides to perform an intra-eNB handover it shall derive KeNB* as in Annex A.5 using target PCI, its frequency EARFCN-DL, and either NH or the current KeNB depending on the following criteria: the eNB shall use the NH for deriving KeNB* if an unused {NH, NCC} pair is available in the eNB (this is referred to as a vertical key derivation), otherwise if no unused {NH, NCC} pair is available in the eNB, the eNB shall derive KeNB* from the current KeNB (this is referred to as a horizontal key derivation). 
The eNB shall use the KeNB* as the KeNB after handover. The eNB shall send the NCC used for KeNB* derivation to UE in HO Command message.
From the text above, the eNB derives the KeNB* using the target PCI and its frequency and either NH (if available and unused) or KeNB as inputs.  So the obvious choice here is to choose the target PCI to be the PCI of the new DL PCC.
7.2.8.4.4
UE handling

The UE behaviour is the same regardless if the handover is S1, X2 or intra-eNB.

If the NCC value the UE receieved in the HO Command message from target eNB via source eNB is equal to the NCC value associated with the currently active KeNB, the UE shall derive the KeNB* from the currently active KeNB and the target PCI and its frequency EARFCN-DL using the function defined in Annex A.5. 

If the UE received an NCC value that was different from the NCC associated with the currently active KeNB, the UE shall first synchronize the locally kept NH parameter by computing the function defined in Annex A.4 iteratively (and increasing the NCC value until it matches the NCC value received from the source eNB via the HO command message. When the NCC values match, the UE shall compute the KeNB* from the synchronized NH parameter and the target PCI and its frequency EARFCN-DL using the function defined in Annex A.5.

The UE shall use the KeNB* as the KeNB when communicating with the target eNB.

Likewise on the UE side, the UE derives the KeNB* based on the target PCI (which is again the PCI of the new DL PCC as per the discussion on eNB handling) and its frequency and the NH/KeNB based on the NCC received in the Handover Command message and run through calculating the ciphering and integrity protection keys based on KeNB*.
If following the above concept, when security changes at DL PCC change, the PCI of the new DL PCC will be used for the derivation of the KeNB after successful DL PCC change with intra-cell handover. The KeNB is then used for deriving the Integrity Protection key and ciphering keys.  Hence we propose that:
Proposal#1: When key derivation is performed at DL PCC change, the UE should take the PCI of the new DL PCC as input.

If DL PCC change with intra-cell handover fails or for RLF etc., the UE performs RRC Connection re-establishment.  In RRC Connection re-establishment, the RRCConnectionReestablishmentRequest contains the shortMAC-I to identify and verify the UE.  The shortMAC-I is calculated based on the source C-RNTI, source PCI and the target Cell ID.  It is logical to assume that the source PCI here is the PCI of the old DL PCC. The key used for shortMAC-I is the same key the UE was using before the re-establishment and is also based on the same PCI of the old DL PCC (the target PCC at the time of the last HO or re-establishment).
Upon receiving the RRCConnectionReestablishment, the UE will perform key derivation of the new KeNB based on the NCC received or the current KeNB and the target PCI and its frequency. It is again logical to choose the target PCI as the PCI of the cell selected for re-establishment and this DL CC of the selected cell will become the DL PCC (see proposal in [2]).
2.2 Reconfiguration procedure for PCC change
If a reconfiguration is allowed for change of PCC, a couple of aspects with regard to security needs additional consideration:
This leads to a situation that the PCI that was used for key derivation of that cell (the PCI that was used for key derivation was the target PCC for the previous HO or re-establishment) will be different from the current PCC.
And then the next point to consider is how to handle a subsequent re-establishment: what is the Source PCI used to calculate shortMAC-I to identify and verify the UE at re-establishment?  The main use of the shortMAC-I and other identifying parameters (i.e. explicit source PCI, C-RNTI and Target cell ID) is to authenticate and identify the UE to the target eNB. There are 2 options here for source PCI: it can be either the PCI from the last key derivation or the PCI of the PCC before the re-establishment.  The former requires the UE to remember the PCI of the last key derivation. Hence we prefer the latter.

Proposal#2: The source PCI used for deriving shortMAC-I and the source PCI in the RRC Connection Re-establishment message is the PCI of the PCC before the RRC Connection re-establishment.
When there is a subsequent security change (i.e. handover or re-establishment), the target PCI will be the PCI of the new DL PCC in the DL PCC change case or the PCI of the target cell in the inter-cell or inter-eNB handover case.  

No adverse impact has been identified from this PCI mismatch from the RAN2 protocol aspects.  

Hence it is concluded:
Observation #1: DL PCC change can be performed without key derivation or intra-cell HO from the security aspect.
However, this should be verified by SA3 from the security aspect.
3. Conclusion

It is requested that RAN 2 discuss the following proposals:

Proposal#1: When key derivation is performed at DL PCC change, the UE should take the PCI of the new DL PCC as input.
Proposal#2: The source PCI used for deriving shortMAC-I and the source PCI in the RRC Connection Re-establishment message is the PCI of the PCC before the RRC Connection re-establishment.

Observation #1: DL PCC change can be performed without key derivation or intra-cell HO from the security aspect.  
However, this should be verified by SA3 from the security aspect.
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