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1. Introduction
In this contribution, RAN level mechanisms to help protect the network from a surge of RACH attempts created by time controlled devices like smart meters are discussed.
2.  Characteristics of Time Controlled Devices
According to [1], network operator should have control over when time controlled devices can access the network and also be able to change the access period for time controlled devices. The main motivation for the operator to keep such control over MTC devices is to prevent them from sending their data in a time synchronised manner and at times when the network is already congested.

It is obvious that if a large number of MTC devices generate RACH attempts at the same time, the RACH resources reserved by the network would be wiped out. Consider smart electric meters all generating a RACH attempts at 02.00 a.m. Assuming the internal clocks are accurate to within 10s, this means that the RACH intensity generated will be around 3600 RACH attempts/s! For a collision probability of even 5%, this requires 72000 RACH opportunities/s [2]. Assuming a PRACH configuration index of 14 is used [3], the maximum number of RACH opportunities available with 64 preambles is 64000 RACH opportunities per second. Such configuration requires 25% of the resource blocks to be reserved just for PRACH. In practice, the operator would probably spare no more that 5% of the physical layer resources for PRACH. 

3. Mechanisms to Protect the Network from RACH Overloading
3.1. Application Level optimisation

The devices could in principle be programmed to send their data at different times. However, considering the large number of devices and the lack of time synchronisation among MTC devices, such a solution would impose a considerable burden on the customer who only expects a service from the operator and should not have to take any measures to protect the operator’s network. Instead, it is up to the operator to deploy mechanisms to protect the network and provide an efficient service to the M2M customer. The operator should keep control on when time controlled devices like smart meters access the network and how they access the network. In this way, operator can ensure that the RACH intensity is kept under control in line with the available RACH capacity. 
Proposal 1: Devices are programmed to not send their data to the network at the same time i.e. the customer takes care of randomising access by MTC devices. 
3.2. Reserving a group of RACH preambles for MTC devices with High RACH Intensity
As analysed in [2], it seems feasible for the operator to reserve a group of preambles dedicated for use by a certain M2M application considering that only 15 out of the 64 available preambles might be required to achieve a 1% collision probability with 5% of physical layer resources reserved for PRACH for the busy hour voice traffic. 
Currently, two groups of RACH preambles are broadcast in SIB2.  The broadcast preambles can be used by all UEs in the cell. One possible optimisation is to broadcast a third group of RACH preambles which only a certain class of MTC devices can use i.e. those with potential to generate a high RACH intensity like smart meters. These MTC devices should have a ‘capability’ which allows them to use this third group of preambles. Whenever an MTC device has to make access to the network it would restrict itself to preambles belonging to this third group. This solution protects the normal UE population for surges of RACH attempts which can be created by a certain class of M2M applications like smart meters. 
Even though this solution protects the normal UE population, there is still the risk that MTC devices generate their RACH attempts in a synchronised manner i.e. at the same time. However, if the devices also produce delay tolerant traffic, then it seems acceptable for the MTC devices to back off randomly over a certain time (the maximum back off time can be network controlled) before sending their RACH attempts. In this way, the network can spread the RACH attempts over a certain time period and avoid peaks in RACH intensity. 

Moreover, MTC devices can be classed into a number of groups with similar characteristics and network can decide which group is allowed to use the set of preambles at any point in time by broadcasting a group identity together with the preambles. 

For example, Smart meters might be expected to send their reading at say 10.00 a.m. over a period of one hour. If smart meters have a group id X, the network can broadcast a group of say 15 preambles for use by the smart meters, a group identity X and a randomisation time of say 1 hour. Hence, smart meters will try to send their reading over the next hour using only the group of ‘dedicated’ preambles and not impact the normal UE population. 
Proposal 2: Network broadcasts a separate set of preambles for exclusive use by MTC devices.  A group ID can be used to indentify which group of UEs can use a given set of broadcast preambles.
3.3 Using Access Class Barring Mechanism
Access class barring is already used to limit UE access to the network in congestion situations. However, since many MTC applications generate small amount of data, it is unlikely that the congestion caused by too much MTC data would be a trigger for access class barring to be applied. However, it might be possible to extend the current access class barring mechanism to desynchronise access of MTC devices, especially if these devices are expected to generate data in a predictable pattern. 

According to the current access barring mechanism, Network can broadcast a certain access probability factor and barring time to prevent a fraction of UEs from accessing the network for a certain time. One possibility is to introduce access class barring for a group of MTC devices. If a large number of MTC devices e.g. smart meters are expected to generate RACH attempts at the same time, the MTC device population can be divided into a number of groups and each group provided with a Group ID e.g. same as UEs are provided with special SIMs with a given access class. The network can then activate access class barring on a per group basis and can keep control on how devices access the network. For example, if devices are divided into say N groups, Network can allow each group in turn to access the network over a certain time period (ac-barring time).  UEs which are not access class barred can use a randomisation function over the period over which they are allowed access to spread the RACH attempts.  
The main drawback of this mechanism is that is might result in a frequent change of system information which would require all UEs in the system to read the system information again. However, it is under network control how the access control is done for groups of MTC devices and how often the access class barring is modified. Hence the effect of frequent system information change can be minimised by the operator. 
Proposal 3: Network uses access class barring with a group identity to block a group of MTC devices from accessing the network. The network can rotate the group ID of access class barred UEs in order to distribute the load generated by MTC devices trying to send their data in a synchronised manner. 
3.4 Use of Dedicated preambles for Time Controlled MTC Devices
If network (MTC server) knows when data is available for sending from the MTC device e.g. smart meters are expected to provide a reading once every hour, there is no need for those MTC devices to initiate the RACH procedure to send the data. This might actually be dangerous for the network as there would suddenly be a surge in RACH attempts by those devices, thereby wiping out access for normal UEs (if sharing the same set of RACH preambles) or by other MTC devices (sharing a set of RACH preambles reserved for MTC devices).

Instead, it seems better for network to pull the data from the devices in a controlled manner. One way of achieving this is for network to page MTC devices with a set of dedicated preambles which they can use to access the network (depending on the capacity of the paging message and the availability of RACH preambles).
The paging mechanism already provides a way to spread UEs across paging occasions according to their UE Ids. Figure 1 gives an example for the case when default paging cycle (T) = 32 radio frames and nB [3] = T/2.
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Figure 1: Distribution of MTC devices into paging groups based on their UE Ids.

For the specific example of Figure 1, network can page MTC devices with UE ID #16,#32 and #48 together with a dedicated preamble for each UE ID. A system with 5MHz bandwidth can probably accommodate 4 IMSIs per paging message [4]. If a dedicated preamble is provided for each UE ID, this means that 3 UEs can be paged per paging message (taking into account the overhead of sending the preamble). 

A main issue with the dedicated paging approach is the increase in paging load. For the smart metering density of 107000 devices per cell assumed in [2], the extra paging load can be as high as 50 pages/s. 
3.5 Using a Group ID for Paging MTC Devices
In order to reduce the paging load due to the one-to-one paging of devices and their preambles and to reduce RACH failure due to a large number of devices failing to access the channel after the maximum retransmission attempt, another approach is use a Group ID to identify a group of MTC devices within a paging group for which a set of dedicated preambles apply. This Group Id could in principle be a special IMSI which could be allocated to a group of MTC devices. However, a new ‘group’ UE ID specific to MTC devices could also be introduced. Moreover, considering the limited capacity of the paging channel, an optimised signalling for the preambles which UE can use should be designed. One possibility is to signal the preambles to use as a start_offset from the numberOfRA-Preambles broadcast and number of preambles MTC device can use with (numberOfRA-Preambles +start_offset) as first preamble.

For example:

numberOfRA-Preambles = 16

startoff-numberOfRA-Preambles = 6

numberPagedPreambles =5

This means that the paged preambles are 22,23,24,25,26
The startoff-numberOfRA-preambles could be coded with 6 bits and the number of preambles also with 6 bits. Assuming an ID of same size as IMSI is use, the total paging message size is around 73 bits. 
When UEs wake up at the paging occasion, only those UEs with the paged Group ID with take further action. Other UEs (including normal UEs and MTC devices not belonging to the group) will ignore the paging message. Figure 2 illustrates the use of a Group ID x and y to identify the group of MTC devices for which the paged dedicated preambles apply.
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Figure 2: Illustration of use of a group ID to identity groups of UEs within a paging occasion which can use the group of dedicated preambles sent. In the diagram, UE IDs in blue belong to group X and UE IDs in black to group Y. 

According to the example in Figure 2, the blue UE Ids belong to group X and the black UE Ids belong to Group Y i.e. UE IDs 0,16,32,48,64,160,176,192,224 all have group ID X e.g. a special ‘Group IMSI’.  Hence only those UEs will act on the received paging message in paging occasion #0.

With this scheme, many UEs with the same group ID will contend for the dedicated preambles assigned to this group. As a first level of randomisation, UE could randomly choose one of the paged preambles (similar to normal RACH procedure). However, the collision probability will still be very high. 

One way to avoid the collision is to spread the RACH attempts over a certain time i.e. UE backs off for a random time before making a RACH attempt. The time required depends on the number of dedicated preambles allocated and the service requirements i.e. how delay tolerant the traffic is. As an example, assume that all group X devices in a paging occasion need to access the network within n paging cycles. This means that the group X devices of a given paging occasion could evenly spread their RACH attempts over the next n paging cycles. One way to achieve this spreading is to signal to the UE the value of n .

Hence all UEs of group X can randomly backoff over the period of nT paging cycles to make a RACH attempt. This limits the paging load.

However, if the paging message is lost, all group X UEs in paging occasion#0 will miss the opportunity to make RACH attempts over the next nT paging cycles which can be very long in case of applications with a large number of MTC devices.

A more reliable mechanism would be to repeat the paging message for group X in paging occasion#0 over the n paging cycles to maximise the number of UEs that receive the paging. If this approach is adopted, an even more effective mechanism would be to only allow some of the Group X devices to attempt RACH until the next paging message is received i.e. over the next paging cycle. This means that UEs only randomly backoff over a paging cycle. 
One way to achieve this is to include a repetition factor , R  (R <n) in the paging message to indicate that this is the Rth paging message for UEs of group X in paging occasion#0. 

Using this information, Group X devices in paging occasion#0 can decide if they should randomly backoff over the next paging cycle to make a RACH attempt as follows:
UE_ID Mod n = R.

For illustration purposes assume n = 5. 

The Table below describes which UEs will access the network over the next paging cycle after receiving the Rth paging message with Group ID X in paging occasion #0.

	R
	UE IDs

	0
	0, 160

	1
	16,176

	2
	32,192

	3
	48,208

	4
	64,224


Hence only UEs with UE _ID 0 and 160 will attempt access over the next paging cycle T after receiving the paging message with repetition factor 0. In second paging cycle, UEs with UE_ID 16 and 176 attempt access and so on. 
After n paging cycles,  all Group X devices in paging occasion#0 would have attempted access. The network can then page Group X devices in paging occasion#1 and so on until all the Group X devices in the system have been paged. It is assumed that in case of a collision, UE would randomly backoff and retransmit at a later time. Considering the low collision probability dimensioning used, this is an unlikely event. 
This scheme allows the network to evenly spread the RACH attempts of MTC devices of a certain application (identified by a certain group ID). Depending on the service requirements in terms of the RACH intensity generated by the devices and the how delay tolerant the service is, the operator can configure the right number of RACH preambles over the desired period of time and also at a convenient time for MTC devices of a given application to send their data. 
In summary, the following information is required in the paging message:
· Group ID for which dedicated preambles apply (e.g. a group IMSI of 61 bits can be used)

· The set of dedicated preambles to use (12 bits using the signalling of a start_offset and number of paged preambles)

· The number of paging cycles n, over which Group X devices in the given paging occasion are expected to access the network (10 bits could be sufficient).
· A repetition factor R to indicate that the paging message is the Rth transmission of a set of dedicated preambles for group X devices in the given paging occasion (10 bits)

A total of about 100 bits would be required which can be easily accommodated within a paging message.  

Proposal 4: MTC devices are paged with a Group ID and a set of dedicated preambles. Only MTC devices with the Group Id can access the network over a certain randomisation time. A more reliable scheme is to repeat paging of the dedicated preambles every paging cycle and use a repetition factor to control which sub-group of UEs with a given Group ID access the network over a paging cycle. 
The main benefits of the scheme are as follows:

1) Network control over when devices access the network

2) Reduced RACH failure as only a small group of devices are trying to access the network using the limited set of preambles at any one time

3) Reduced paging load as one paging message can be used to trigger a group of devices to access the network. 

4) More flexibility in how the network distributes RACH resources between M2M applications and also between MTC devices belonging to the same M2M application.
4.  Handling of Paging Messages containing dedicated Preambles and Group IDs

The normal behaviour when AS receives a paging message is to pass it to upper layers which will then initiate the service request. If MTC devices are to be paged in order to retrieve their data, it is important that the UE knows that the purpose of the paging is not for a MT call but rather to pull data from the UE. With this knowledge, UE upper layer can avoid initiating the service request if there is no pending data to send.  This will improve the RACH success as devices which have already sent their data will not attempt to access the network again as a result of the paging. 
5. Summary

In this contribution, several schemes are analysed to allow network to control access by time controlled MTC devices with delay tolerant traffic to the network and hence protect the network from RACH overload.  The schemes are summarised as follows:
Proposal 1: Devices are programmed to not send their data to the network at the same time i.e. the customer takes care of randomising access by MTC devices. 
Proposal 2: Network broadcasts a separate set of preambles for exclusive use by MTC devices.  A group ID can be used to indentify which group of UEs can use a given set of broadcast preambles.

Proposal 3: Network uses access class barring with a group identity to block a group of MTC devices from accessing the network. The network can rotate the group ID of access class barred UEs in order to distribute the load generated by MTC devices trying to send their data in a synchronised manner. 
Proposal 4: MTC devices are paged with a Group ID and a set of dedicated preambles. Only MTC devices with the Group Id can access the network over a certain randomisation time. A more reliable scheme is to repeat paging of the dedicated preambles every paging cycle and use a repetition factor to control which sub-group of UEs with a given Group ID access the network over a paging cycle.
RAN2 is kindly requested to investigate the proposals in this contribution and identify the most effective way to distribute RACH intensity of time controlled devices with delay tolerant traffic in order to protect the network.
. 
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