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1 Introduction 
At last RAN2#69 meeting PCC concept is introduced and following agreement is achieved for DL PCC:
· The UL PCC and DL PCC are configured per UE

· The DL PCC cannot be de-activated

· Re-establishment will be triggered when the DL PCC experiences RLF, not when other DL CC’s experience RLF

· W.r.t. SI reception for the DL PCC, Rel-8 procedures apply

· NAS information is taken from the DL PCC cell

And as for the DL PCC change it is also agreed that handover procedure can anyway be adopted for DL PCC change. However since HO procedure will result interruption in UP further investigation on RRC procedure which will not result in interruption in UP is needed. This document start from security point of view and clarify that:

1,  what is security input and security input could always from DL PCC

2, No security change is needed if not required for DL PCC change

3, DL PCC can be changed with normal RRC reconfiguration without RACH procedure
2 Change of PCC
First of all it is necessary to clarify what is “security input” here. In Annex input parameters for ciphering and Integrity protection are shown. The input parameters for ciphering is {COUNT, BEARER, DIRECTION, LENGTH, KEY, EEA, PLAIN TEXT BLOCK}. And the input parameter for Integrity protection is {COUNT, BEARER-ID, DIRECTION, MESSAGE , KEY, EIA }.  And the Figure 6.2-2 and 6.2.-3 in [1] show the input parameter for AS layer keys i.e. KUPenc, KRRCint and KRRCenc is { identifier of corresponding algorithm , KeNB}.  So all we should investigate is the derivation of  KeNB and its rekeying procedure i.e. intra-EUTRAN handover procedure and RRC connection re-establishment. 

The security is activated immediately after RRC connection is setup. From A.3 of [1] it is clear that the KeNB is derived from {NAS security key KASME , NAS UPLINK COUNT} both in UE and MME. eNB get the KeNB directly from S1 interface. So in this case the security input is pure NAS parameter and it is not related to the concept of DL PCC.
For intra-EUTRAN handover, the security parameters are: {securityAlgorithmConfig, keyChangeIndicator, nextHopChainingCount}
The securityAlgorithmConfig may affect the derivation of the KUPenc, KRRCint and KRRCenc .But it has nothing to do with component carrier. The keyChangeIndicator indicate whether UE should derive KeNB with the latest available KASME key. And the input parameter is {NAS security key KASME , NAS UPLINK COUNT}. If the keyChangeIndicator is set false then the KeNB* is derived either horizontally or vertically in both UE and source eNB which is up to whether NCC is increased or not. The other two parameter for derivation of KeNB* are { target physical cell id, target physical cell downlink frequency}. These two ids are from target cell rather than source cell i.e. it has nothing to do with which CC is PCC.
And then for RRC re-establishment , the rekeying of the  KeNB is exactly the same except that keyChangeIndicator is not applied. Furthermore algorithm will not be changed. Namely the PCI and ARFCN is not from “current cell” instead of target cell. This is because the rekeying will be done after UE select a suitable cell. So the “current cell” is the cell where RRC connection re-establishment is done.  Since only one cell will be selected to re-establish the RRC connection there is also no ambiguity.
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Figure 2.1
The only thing left here is the calculation of MAC-I for RRC connection re-establishment. the input parameters are { cellIdentity, physCellId , c-RNTI}. Only the physCellId and c-RNTI is from the cell prior to RLF. In Rel10 c-RNTI is the UE specific parameter. So in Rel10 the only parameter need be clarified is PCI parameter for calculation short MAC-I.
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Figure 2.2

Observation: The only one parameter for security input related to component carrier is the PCI for calculation of short MAC-I. Other input parameters are independent from carrier aggregation feature.
We assume PCI of the DL PCC is always set as the PCI for short MAC-I then we can see , to change PCI for short-MAC will not result in rekeying because any input parameter for key derivation is not changed. It maybe affect the calculation of short MAC-I, but it will take place only when RLF occurs. Suppose the procedure to change DL PCC fails and RLF occurs then the PCI from old DL PCC will be used to calculate short MAC-I and there is no any ambiguity about that. If the procedure succeed then PCI for short MAC-I is changed. 
Based on above analysis, we propose:

Proposal1: The PCI for short MAC-I is always set as the PCI of the DL PCC. And the concept of “special cell” should be removed.
Since the change of DL PCC will not result in rekeying nothing is change in terms of security. So normal RRC connection reconfiguration can be adopted i.e. no special treatment is needed for changing DL PCC in specification.

Proposal2: Normal RRC connection reconfiguration procedure can be used to change DL PCC 
3 Change of SCC
The operation on one DL/UL SCC could be addition, deletion or changed from PCC. And the operation itself need RRC signaling which may affect linkage relationship, measurement configuration and deliver of system information. Following table summarized the combination of SCC operation and affected aspects:
	SCC operation 
	Linkage
	Measurement configuration
	System information deliver

	DL SCC Addition 
	May change UE specific linkage
	The related measurement object is added or changed from inter-frequency to intra-frequency 
	Related SI information should be signaled

	DL SCC Deletion 
	May change UE specific linkage and result in removal UL SCC
	The related measurement object is deleted or changed from intra-frequency to inter-frequency
	N/A

	Changed from DL PCC
	Independent from linkage
	If DL PCC is serving cell for measurement event e.g. A3 then measurement configuration should be updated
	FFS whether additional system information is needed

	UL SCC Addition 
	May change UE specific linkage
	N/A
	FFS whether additional system information is needed

	UL SCC Deletion 
	UE specific linkage may be deleted
	N/A
	N/A

	Changed from UL PCC
	Independent from linkage
	N/A
	FFS whether additional system information is needed


Table 1
In our another paper [2] addressing linkage between DL CC and UL CC we clarify that except for SIB2 linkage, UE specific linkage in terms of scheduling without CIF maybe needed when CIF is not configured. And we think SIB2 linkage is sufficient for all RACH procedure.
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Figure 3.1

When one DL/UL is added then the UE specific linkage maybe changed. For example in case(a) if UL CC3 is added then the linkage between DL CC3 and UL CC2 should be removed. And UL CC3 need be linked to DL CC3 and it is defined by SIB2.  In case (b) if DL CC3 is added then linkage between DL CC2 and UL CC3 can be removed. However eNB can also decide to keep and then it become case(a).
When one DL CC is deleted then related linkage should also be removed if existing. And the linked UL CC should also be deleted if this DL CC is the only one linked DL CC to the UL CC otherwise the linked UL CC is not affected. For example in case (a) when DL CC3 is deleted the linked UL CC2 is not affected because DL CC2 is also linked to it. While in case (b) when DL CC2 is deleted then UL CC3 also has to be removed otherwise it can be scheduled anymore.

When one UL CC is removed then related linkage should also be removed. And the linked DL CC will not be affected. In Figure 3.1 no matter whichever UL CC is deleted then the related linkage should also be removed while no DL CC will be affected. However it is clear form [2] at least one linkage between DL/UL CC should be defined by SIB2 and this limitation should be considered when adding or deleting one SCC.
Obviously the modification on linkage between DL/UL CC is under control by eNB. However we think we should made it clear in stage 2 that when one DL SCC is deleted then the unique linked UL CC should be removed too and it shall not be the UL PCC.
Proposal3: When one DL SCC is deleted then the unique linked UL SCC should be removed implicitly
And from table 1 it is also clear that measurement configuration should also be updated. And these change should be included in the same RRC signaling which is used to add/delete one SCC because these modification should be done at the same time. For example when one DL SCC is removed then at least it should be removed from intra-frequency measurement object. Or eNB can configured it as inter-frequency measurement object if necessary. And thus can be done later.
Proposal4: operation on SCC as well as affected configuration should be included within one RRC signaling. 

4 Conclusion 
 Proposal1: The PCI for short MAC-I is always set as the PCI of the DL PCC. And the concept of “special cell” should be removed.
Proposal2: Normal RRC connection reconfiguration procedure can be used to change DL PCC 

Proposal3: When one DL SCC is deleted then the unique linked UL SCC should be removed implicitly
Proposal4: operation on SCC as well as affected configuration should be included within one RRC signaling. 
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Figure 5.1: Ciphering of data 
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Figure 5.2: Derivation of MAC-I/NAS-MAC (or XMAC-I/XNAS-MAC)
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Figure 5.3: Key Derivation
–
VarShortMAC-Input
The UE variable VarShortMAC-Input specifies the input used to generate the shortMAC-I.

VarShortMAC-Input UE variable
-- ASN1START

VarShortMAC-Input ::=




SEQUENCE {


cellIdentity






CellIdentity,


physCellId







PhysCellId,


c-RNTI








C-RNTI

}

-- ASN1STOP

	VarShortMAC-Input field descriptions

	cellIdentity

Set to CellIdentity of the current cell.

	physCellId

Set to the physical cell identity of the cell the UE was connected to prior to the failure.

	c-RNTI

Set to C-RNTI that the UE had in the cell it was connected to prior to the failure.
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