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Discussion and decision
1 Introduction
Following is copied from the section 8.1.4a in the TS 25.331. 
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According to the above statement, after the UE receives RRC Connection Release message requested by the upper layer for authentication failure, the UE considers all cells that were in the active set prior to entering idle mode to be barred cell. Then, the UE in idle mode does not consider those cells that were in the active set as candidate cells during cell selection or re-selection procedure.

The purpose of this procedure is that if the UE considers a fake network connect with him, the UE releases all radio resouce allocated from the fake network and and bars the active cell(s) allocated from the fake network. It is because the UE does not want to connect cell(s) allocated from the fake network anymore.

In the current specification, the cells which were previously allocated from the fake network are defined as the cells that were in active set prior to entering idle mode. However, when one or two uplink and multiple downlink frequencies are configured, the cells in active set are the cells on the downlink frequencies linked to uplink frequencies. The cells on the downlink frequencies not linked to the uplink frequencies are not the cells in active set.

Therefore, this paper explains UE behaviour when authentication procedure fails and examines which cells to be released after reception of RRC Connection Release message in all cases.(e.g. if one or two uplink frequency and multiple downlink frequencies are configured.)
2 Discussion
2.1 Authentication Failure
There are two authentication failure procedure based on who detects authentication failure.

One is detected by UE and the other is detected by network.

In the UTRAN system, the active attachs towards the network are possible in principle: this refers to somebody who has required equipment to masquerade as a legitimate network element and/or legitimate user terminal as shown figure 1.
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Figure 1. Active Attack
Network element point of a view, if an invalid UE connects with Correct BS and communicates with each other and there are a lot of invalid UEs which are an unauthorized and unbilled, it is not reasonable from business perspectives.

In addition, the UE point of a view, if the UE connects with a False BS which masquerades as a legitimate network element and delivers user data to False BS, the False BS will tap the UE’s whole user data. It is also not reasonable from the UE’s private security management perspectives.
Therefore, we explans how the UE detects a FALSE BS with authentication failure and how the UE behaves when detecting an authentication failure in the followings section 2.1.1.
Furthermore, followings section 2.1.2 describes how the network detects an INVALID UE with authentication failure and how the network and the UE behave when detecting an authentication failure.
2.1.1 Detection of False Base Station 

[image: image3.emf]USIM UE VLR/SGSN

AUTH REQ

(AUTH, RAND)

(MAC Code Failure,

SQN Failure)

AUTH Failure

T3218 timer start

T3218 timer is expired

Release all radio resource and 

bar the active cells

Go to Idle mode

Cell Selection/Reselection 

except barred cell


Figure 2. Authentication not accepted by the MS due to detection of false base station.
According to the 4.3.2.6.1 in TS 24.008, when the UE detects a false base station with successive MAC code failure and SQN failure, the UE releases all radio resources allocated from false base station and considers the active cells which are linked with false base station as barred cells.

In addition, according to the 8.1.4a in TS 25.331, when the UE receives RRC Connection Release request for authentication failure, the UE considers all cells that were in the active set prior to entering idle mode to be barred. Then, the UE in IDLE mode attempts to select a suitable cell to camp on except barred cells.

The reason why the UE releases all radio resources and selects another cell is that the UE does not want to connect and communicate with False Base Station. So, the UE tries to connect a Correct BS.
Followings are copied from TS 24.008 and here are some evidences about above explanation.
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2.1.2 INVALID UE
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Figure 3. Authentication not accepted by the network
If the network detects the INVALID UE as shown on the figure 3, the network releases all radio resources and considers the SIM/USIM for the UE as INVALID until switching off or the SIM/USIM is removed. 
If the UE receives an AUTHENTICATION REJECT message, he aborts any ongoing MM specific procedure and releases all MM connections and RRC connections and then enters state MM IDLE, substate NO IMSI. Finally, the UE in IDLE mode can not camp on normally, but just connect for emergency call.

2.2 Authentication failure when one or two uplink frequency and multiple downlink frequencies are configured
In the section 2.1.1, the NAS specification mentions, if authentication fails the UE considers the active cells which are linked with false base station as barred cells. After agreed that, the CT requested to update AS specification, and then [4] was agreed in RAN2 that “the UE considers all cells that were in the active set prior to entering idle mode to be barred”.

Based on the [4], we think active cells in NAS specification means the cells that the user information is sent or received. Because, the “active set” is the set of cells, from which user information is sent and which are involved in soft handover region. 

However, when the one or two uplink frequencies and multiple downlink frequencies are configured, the cells on downlink frequencies linked to uplink frequency are active set, but the cells on downlink frequencies not linked to uplink frequency are not active set. 
Therefore, in this case, we have to take into account the RRC specification carefully. 
When DC-HSDPA or MC-HSDPA are configured, the UE receives the data through the cells on all configured downlink frequencies. Therefore, in this case, we think that the active cells in NAS specification means that cells on all configured downlink frequencies, 
In other words, it is reasonable to think that the UE shall consider the all cells on all configured uplink and downlink frequencies prior to entering idle mode as barred cell. It is because that those cells on all configured downlink frequencies are considered as eavesdropped cells.
3 Conclusion

We propose that if one or two uplink frequencies and two more downlink frequencies are configured, after the UE receives RRC Connection Release message for authentication failure, the UE consider all cells that were associated with all configured downlink frequencies prior to entering idle mode to be barred as [5].
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4.3.2.5.1	Authentication not accepted by the MS


In a UMTS authentication challenge, the authentication procedure is extended to allow the MS to check the authenticity of the core network. Thus allowing, for instance, detection of false base station.








4.3.2.6.1	MS behaviour towards a network that has failed the authentication procedure


If the MS deems that the network has failed the authentication check, then it shall request RR or RRC to release the RR connection and the PS signalling connection, if any, and bar the active cell or cells (see 3GPP TS 25.331 [23c] and 3GPP TS 44.018 [84]).





If the upper layers request the release of the RRC connection, the UE shall:


1>	release all its radio resources;


1>	enter idle mode;


1>	perform other actions when entering idle mode from connected mode as specified in subclause 8.5.2;


1>	if the UE was in CELL_DCH state prior to entering idle mode:


2>	consider all cells that were in the active set prior to entering idle mode to be barred according to [4]; and


2>	consider the barred cells as using the value "allowed" in the IE "Intra-frequency cell re-selection indicator", and the maximum value in the IE "Tbarred".
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