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Discussion and Decision
1 Introduction

During the discussion on Full configuration [1], several issues came up regarding critical extension of the AS-Config in the HandoverPreparationInformation  message.  This document discusses this topic further and proposes a way forward.
2 Discussion
There are two consequences when AS-Config is critically extended.  The first is the coding for the critical extension and second, the security algorithm handling for re-establishment.  These are discussed in more detail below.
2.1 Critical extension of the AS-Config
AS-Config is a conditional parameter in the HandoverPreparationInformation message with the following condition:

HandoverPreparationInformation-r8-IEs ::= SEQUENCE {


ue-RadioAccessCapabilityInfo

UE-CapabilityRAT-ContainerList,


as-Config






AS-Config




OPTIONAL, 

-- Cond HO


rrm-Config






RRM-Config




OPTIONAL,


as-Context






AS-Context



OPTIONAL, 

-- Cond HO

nonCriticalExtension



SEQUENCE {}




OPTIONAL

}

	HO
	The field is optionally present in case of handover within E-UTRA; otherwise the field is not present.  The source eNB complying to this version of the specification shall include this field.


However, when some IE in the AS-Config is critically extended, it may not be possible for the source eNB to populate the AS-Config from the current UE configuration.  The only solution possible seems to be to not include AS-Config in the HandoverPreparationInformation-r8-IEs.
The normal RAN2 way of doing this would be to critically extend HandoverPreparationInformation message itself.  But this mechanism for critically extending a message depends on the originator knowing the receivers release and using the appropriate message towards it (primarily driven by radio interface signalling).  Even if the source eNB were to know the target eNB release, there is a bigger issue.  Since the Configuration should correspond to the UE configuration, the source should always use an IE corresponding to the UE release rather than target eNB release.  Thus there are conflicting requirements – should the UE or target eNB release be used to determine the extension for the HandoverPreparationInformation?

It may not always be possible to map a critically extended UE configuration to a configuration of an earlier release so it can be sent to the UE (unless the source reconfigures the UE to the target release before the HO).  Mechanisms to provide forward compatibility for the inter-eNB interface are hence desirable and two such mechanisms are discussed below.
1) Critically extending the HO preparation message itself.  Critically extending the HO preparation message will make mean that the target eNB will not be able to comprehend any of the UE information.  This means

a. Target can probably infer the UE release from the UE-release-config IE
b. the AS-context wont’ be available in the target.

2) To change the condition of AS-Config such that it does not need to be included when, say, AS-Config-r10, is introduced.    Changing the condition of AS-Config from mandatory to optional such that it does not need to be included when, say, AS-Config-r10, is introduced is not backwards compatible and this can be expected to trigger an error if used against an eNB implementing Rel-8 (8.8.0).  

A more detailed comparison of the two options are given below:
	
	Critical Extension of HO prep
	Change condition of AS-Config

	Backward compatibility
	Backwards compatible in strict sense.  
	Not backwards compatible.  

	Impact until a critical extension is introduced
	None
	None

	Impact on Rel-8 eNB when a CE is introduced in say Rel-10
	eNB behaviour when receiving a critical extension is unclear and almost certainly the HO will fail.  
	HO will fail only towards a eNB.

	Impact on Rel-9 eNB when a CE is introduced in say Rel-10
	eNB behaviour when receiving a critical extension is unclear and almost certainly the HO will fail.  
	HO will succeed.

	Re-establishment towards a Rel-9 eNB from Rel-10 eNB
	Re-establishment will fail
	Re-establishment will succeed.


From the above, while it might not seem intuitive, it is proposed to:

Proposal #1:  Change the condition for inclusion of AS-Config so it can be made optional.  The actual proposed change is captured in the Proposal section below.
2.2 Re-establishment handling

Change of security configuration is not allowed during reestablishment.  This was so from Rel-8 as change of algorithm would need to be Integrity Protected.   Since security is already started for the Reestablishment complete message it is not possible to use the subsequent reconfiguration message to change the algorithm.  Hence the only possibility of allow a change in algorithm is to IP the reestablishment message itself.  Since such a change is outside the scope of this email discussion and work, and given the closeness for completion of Rel-9, it is left as something that could be considered for a future release.  This restriction unfortunately creates some complexity for the Full Configuration during reestablishment.

If the AS-Config is critically extended, the target will not know the security algorithm used by the source eNB.  Also, given that a change of algorithm is not possible during the reestablishment, the target has to continue with the algorithm used by the source – even if it does not know what it is! If the target assumes a security configuration different from the one used by the source, IP will fail in the reestablishment procedure leading to a connection failure.  Note that this is simply because the target does not know the algorithm used by the source and will happen even if the source and the target eNBs support the same set of algorithms.   And this failure would happen systematically when AS-Config is critically extended.  Clearly this is something to be avoided if possible.

The simple solution for this then is to carry the security algorithms also outside of the AS-Config.  Its inclusion can be made conditional when AS-Config is critically extended (i.e., when AS-Config is not present or comprehended).  Since when the critical extension might happen is not clear, to ensure forward compatibility, security algorithm config can simply be made Conditional to be included when AS-Config is critically extended and when present, the target eNB should use the security algorithm from this IE rather than AS-Config.

Proposal #2: Add a new IE for security algorithm config and make it conditional – to be included when AS-Config is not included.

3 Summary and proposal

Based on the above discussion, the following proposals were made:

Proposal #1:  Change the condition for inclusion of AS-Config so it can be made optional.  The actual proposed change is captured in the Proposal section below.

Proposal #2: Add a new IE for security algorithm config and make it conditional – to be included when AS-Config is not included.

The change corresponding to this change is given below (and also incorporated in the CR Tdoc R2-101379).

Changes corresponding to the above proposal (highlighted in green below):
–
HandoverPreparationInformation
This message is used to transfer the E-UTRA RRC information used by the target eNB during handover preparation, including UE capability information.

Direction: source eNB/ source RAN to target eNB

HandoverPreparationInformation message
-- ASN1START

HandoverPreparationInformation ::=
SEQUENCE {


criticalExtensions




CHOICE {



c1








CHOICE{




handoverPreparationInformation-r8
HandoverPreparationInformation-r8-IEs,




spare7 NULL,




spare6 NULL, spare5 NULL, spare4 NULL,




spare3 NULL, spare2 NULL, spare1 NULL



},



criticalExtensionsFuture


SEQUENCE {}


}

}

HandoverPreparationInformation-r8-IEs ::= SEQUENCE {


ue-RadioAccessCapabilityInfo

UE-CapabilityRAT-ContainerList,


as-Config






AS-Config




OPTIONAL, 

-- Cond HO


rrm-Config






RRM-Config




OPTIONAL,


as-Context






AS-Context



OPTIONAL, 

-- Cond HO

nonCriticalExtension-v9x0


HandoverPreparationInformation-r9-IEs





OPTIONAL

}

HandoverPreparationInformation-r9-IEs
::= SEQUENCE {


ue-ConfigRelease ::=


ENUMERATED {











rel9, spare7, spare6, spare5, spare4, spare3,











spare2, spare1, ...} 


OPTIONAL,

securityAlgorithmConfig-r9
SecurityAlgorithmConfig, 

-- Cond ASConfig

nonCriticalExtension



SEQUENCE {}





OPTIONAL

}

-- ASN1STOP

	HandoverPreparationInformation field descriptions

	ue-RadioAccessCapabilityInfo

E-UTRA radio access capabilities are always included and in case of inter-RAT handover to E-UTRA, UTRA radio access capabilities may be included. (If UTRA radio access capabilities are received from the source RAN, they are ignored by target eNB.) In case of inter-RAT handover to E-UTRA and the source is GERAN, GERAN capabilities are always included.

	as-Config

The complete radio resource configuration. Applicable in case of intra-E-UTRA handover.

	rrm-Config

Local E-UTRAN context used depending on the target node’s implementation, which is mainly used for the RRM purpose.

	as-Context

Local E-UTRAN context required by the target eNB.

	ue-ConfigRelease
Indicates RRC protocol release which the source eNB supports and this could be used by target eNB to decide if the source is from a later release than target and if the target should perform a Full configuration. If this parameter is not included, the target assumes that the source eNB is using the release 8 version of RRC protocol towards the UE.

	securityAlgorithmConfig

Indicates the security algorithms used towards the UE.


	Conditional presence
	Explanation

	HO
	The field is optionally present in case of handover within E-UTRA; otherwise the field is not present.  The source eNB complying to this version of the specification shall include this field.

	ASConfig
	This field should be present when AS-Config is not included in the HandoverPreparationInformation message; otherwise the field is not present.
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