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1 Introduction

The security issues raised by different PLMN ID used by MME and UE as the input for the KASME generation, which result in the NAS SMC failure,  have been discussed a lot since RAN#66bis and multiple LS’ are received from CT1, SA1, SA3 and RAN3 for this meeting.[1][2][3][4][5][6]. SA3 summarized in [6] that from SA3’s perspective the underlying issue in all the LS is fundamentally the same and three possible solutions were proposed. SA3 asks RAN2, CT1 and SA2 to provide suggestion on the final solution. In order to facilitate the discussion in RAN2, this paper tries to summarize the various scenarios and analyzes all the possible solutions from RAN2 perspective and proposes the way forward.
2 Discussion

2.1 Various cases of the security issue
In order to understand the issue better, we summarize, in short sentences, the various cases which may result that the UE and MME select different PLMN, to which they believe the UE is attached, as the input for NAS SMC procedure. Note that SA3 has confirmed that there is no problem for authentication procedure:
· Inter-PLMN handover case. It can be further divided into 2 cases:
· Case 1: HO with a TAU, i.e., case 1a, a different PLMN is selected by UE and TAU is believed necessary by the UE [8] or case 1b, inter-RAT HO to UTRAN when third PLMN broadcast in UTRAN network sharing as described by RAN2 in [1].
· If the NAS SMC procedure is performed after the UE receiving the TAU Accept, there is no problem;

· However, if the NAS SMC procedure is performed before the UE receiving the TAU Accept message, it may fail since different KASME have been generated separately by MME and UE using different PLMN IDs. 
For this case, RAN2 has shown its preference in [9] to wait for TAU completion before sending any NAS security procedure.
Note that the case 1b seems no more valid as indicated by SA1 in [5]
· Case 2: HO without a TAU, i.e., case 2a, ISR + network sharing scenario as described by RAN2 in [8] or case 2b, intra-LTE HO with multiple PLMN IDs in the TA list described by SA2 in [16]  
For this case, RAN2 wonders if the scenario is realistic and sent out an LS [5] to CT1, SA2 and RAN3 including a few questions for clarification. 
· Emergency attach case:
· Case 3: Emergency attach in a shared network as described in [2] and [11], i.e., when the eNB selects a different PLMN as recipient for the ATTACH REQUEST for emergency bearer services than the one selected by the UE, the UE and the MME will use different PLMN IDs for the derivation of Kasme, and subsequently ciphering and integrity protection will fail due to the different security keys used by the UE and the MME [11].
For this case, RAN2 replied in [12] that consider it as a corner case, “and do not see it as a critical issue that warrants the extra complexity to provide a standardised solution.”
Case 1 and case 2 exist in both Rel-8 and Rel-9; case 3 only exist in Rel-9.
2.2 Various solutions
Note that we do not discuss all the solutions proposed by various group in this contribution:

· As the general feeling in RAN2, all the cases can be solved by proble configuration, we first discuss the configuration solution in this paper;

· Since this issue mainly causes security procedure failure, we also discuss the three solutions which are accepted by SA3 in [6] if people (in RAN2 or other WGs) think the configuration is not sufficient to solve the problem.
Solution 1: configuration 

[16] SA2’s opinion is that source RAN should select same PLMN as selected by the UE if that PLMN exists in the target cell. If the network operator knows that source RAN does not do that for some scenario, and E-UTRAN GWCN/MOCN configuration is supported then the network operator should:

1. not activate ISR in an MME serving an area where this may happen, and

2. either not include multiple PLMN identities in a TA list, or if that is done the MME should not run SMC until after the MME has updated the UE with correct PLMN Id in an Attach or a TAU accept message.

Pros: 

· No change is needed to Rel-8 or Rel-9 specification. 
· Can solve case 1 and case 2
Cons: 

· It seems not applicable to case 3
Solution 2: AS solution. i.e. “RAN level signalling”, and “the UE is informed of any PLMN ID change by the appropriate RAN level message for each case” 
In [7], it states a UTRA like solution i.e. the network send the PLMN to UE after handover could be introduced into the EUTRA; In [13][14][15], a concrete solution with addition of a PLMN index i.e. selectedPLMN-Identity into the RRCConnectionReconfiguration message is provided, which can be used when the network needs change the PLMN.
For Case 1 and Case 2:

RRCConnectionReconfiguration-v9x0-IEs ::= SEQUENCE {


reportProximityConfig-r9


ReportProximityConfig-r9

OPTIONAL, 
-- Need ON

selectedPLMN-Identity-r9


PLMN-Identity




OPTIONAL,
-- Need ON

nonCriticalExtension



SEQUENCE {}





OPTIONAL
-- Need OP

}

For Case 3

RRCConnectionSetup ::=



SEQUENCE {


rrc-TransactionIdentifier


RRC-TransactionIdentifier,


criticalExtensions




CHOICE {



c1








CHOICE {




rrcConnectionSetup-r8



RRCConnectionSetup-r8-IEs,



spare7 NULL,




spare6 NULL, spare5 NULL, spare4 NULL,




spare3 NULL, spare2 NULL, spare1 NULL



},



criticalExtensionsFuture


SEQUENCE {}


}

}

RRCConnectionSetup-r8-IEs ::=

SEQUENCE {


radioResourceConfigDedicated

RadioResourceConfigDedicated,


nonCriticalExtension-v9x0


RRCConnectionSetup-v9x0-IEs


OPTIONAL
-- Need ON
}
RRCConnectionSetup-v9x0-IEs ::=

SEQUENCE {


selectedPLMN-Identity-r9


PLMN-Identity




OPTIONAL,
-- Need ON

nonCriticalExtension



SEQUENCE {}





OPTIONAL
-- Need OP

}
Pros:  
· UE will be informed the PLMN changed by the network as soon as possible. Except from the security issue, maybe there are some further advantages e.g. the user can know the correct PLMN is selected in time from MMI as stated in [7]. 
· Can solve case1, 2 and 3
Cons:  

· This touches old Rel-8 ASN.1. Consider the Rel-8 ASN.1 frozen, a decision would be needed in 3GPP to decide if a Rel-8 change could be acceptable or we only fix it in Rel-9, e.g. PLMN identity needs to be added in RRCConnectionSetup massge for emergency attach case and in RRCConnectionReconfiguration message for HO cases;
· Useless AS signaling to notify UE the PLMN change even if the EPS-ASK procedure is not followed.
Solution 3: “GUTI allocated by MME before EPS-AKA is run”
After received the response message during TAU or Attach procedure from MME, the UE can use the PLMN ID included in the GUTI to derive a correct KASME (i.e. sychronized with MME side) in the subsequenct EPS-AKA procedure.
Pros: 
· No ASN.1 change is needed. 
· Can solve case1, 2 and 3
Cons: 
· Significantly more signalling load of TAU procedures, i.e. TAU is initiated whenever there is inter-RAT HO or S1 HO or emergency attach, as there is the possibility that the PLMN is changed. 
· This touches old Rel-8 NAS functionality and a decision would be needed in 3GPP to decide if a Rel-8 change could be acceptable or we only fix it in Rel-9.
Solution 4: “Include PLMN ID in the Authentication Request message”

The MME sends the UE a new IE i.e. PLMN ID by the Authentication Request message. It will ensure the same PLMN ID being used by the MME and UE during the EPS-AKA procedure.
Analysis:
Pros: 

· It can resolve the security issue at the “proper” time by the “proper” message, i.e., no more message is wasted for this purpose.
· No impact to RAN side.
· Can solve case1, 2 and 3.
Cons: 

· This touches old Rel-8 security functionality and a decision would be needed in 3GPP to decide if a Rel-8 change could be acceptable or we only fix it in Rel-9, i.e., add the PLMN identity to the Authentication Request message.
Based on the analysis above, all solution2,3 and 4 introduce modification to Rel-8 specification and the additional complixity is not worth the gain; whereas, solution1 is surfficient to solve case1 and case2 without any impact on the either Rel-8 or Rel-9 specification. 
Proposal 1: correct configuration (solution1) is sufficient to solve all the inter-PLMN HO cases (case 1 and case 2) in both Rel-8 and Rel-9.

However, for case3 (emrgency attach), which only exists in Rel-9, a separate solution is needed.
The null algrithm solution proposed by RAN2 in [12] is not applicable to UEs which are authenticated. (SA3 confirmed in [6] that the authentication can success even differeent PLMN IDs are used). SA3 also confirmed in [6] that the underlying issue is the same as other cases.
The essential reason which causes different PLMN selected during IMS emergency call is that the imsEmergencySupportIndicator  is set to ‘supported’ even there is only one of PLMNs in a shared network environment supports IMS emergency bearer services. During the discussion of the IMS emergency call indicator in RAN2#65bis, another alternative solution, which broadcast 1 bit per PLMN indicator, was also considered [17]. At that time, RAN2 did not see the security issue underline and decided to only have one bit indicator in order to save signalling. Now, in order to solve the new security issue caused by the indicator itself, we could re-discuss the multi-bit indicator as a possible solution. The indicator was introduced in Rel-9 and the Rel-9 ASN.1 is not frozen yet, so the cost is very low compared to others.
Solution 5: broadcast 1 bit per PLMN imsEmergencySupportIndicator
PLMN-IdentityList-v920 ::=




SEQUENCE (SIZE (1..6)) OF PLMN-IdentityInfo-v920
PLMN-IdentityInfo-v920 ::=




SEQUENCE {

imsEmergencySupportIndicator-r9




ENUMERATED {supported}

OPTIONAL,
-- Need OP

}

nonCriticalExtension





SEQUENCE {}





OPTIONAL
-- Need ON
}





Pros: 

· No impact to Rel-8 functionality
· Only impact UEs in limited service mode, i.e. the UEs in normal service mode can anyway ignor the indicator
Cons: 
· Impact to Rel-9 ASN.1

Compared with other solutions, we feel solution 5 solves the issue rasied by emergency attach with the lowest cost, so we propose:
Proposal 2: consider broadcasting 1 bit per PLMN imsEmergencySupportIndicator for solving the security issue in emergency attach (case 3), which only exist in Rel-9.
We are happy to provide a CR if proposal 2 is agreed.

3 Conclusion & recommendation
This paper discussed the security issue due to different PLMN ID may be used by the MME and UE during EPS-AKA procedure. According to the above discussion, we prefer:

Proposal 1: correct configuration (solution1) is sufficient to solve all the inter-PLMN HO cases (case 1 and case 2) in both Rel-8 and Rel-9.
Proposal 2: consider broadcasting 1 bit per PLMN imsEmergencySupportIndicator for solving the security issue in emergency attach (case 3), which only exist in Rel-9.
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