3GPP TSG RAN WG2 Meeting #68bis

R2-100031
Valencia, Spain, January 18 - 22, 2010
3GPP TSG-SA3 (Security)
S3-092168
SA3#57, 16-20 Nov 2009, Dublin, Ireland

Title:
LS on PLMN confusion during EPS-AKA
Response to:
LS (C1-094652/S3-091913) on inter PLMNs handover from CT1

Reply LS (R2-096277/S3-091922) on Inter-PLMN Handover from RAN2


Reply LS (S2-096387/S3-092154) on inter PLMNs handover from SA2


Response LS (C1-095733/S3-092147) on CS Inter-PLMN Handover from CT1


Reply LS (R3-093403/S3-092172) on Inter-PLMN Handover from RAN3


LS (C1-095748/S3-092149) on Network sharing and stand alone Authentication procedure from CT1

LS (S2-096386/S3-092155) on emergency attach in a shared LTE network from SA2

Reply LS (R2-097461/S3-092142) on emergency attach in a shared LTE network from RAN2


LS (C1-095744/S3-092148) on emergency attach in a shared LTE network from CT1


Reply LS (R3-093339/S3-092171) on Emergency Call Support Indication on BCCH from RAN3


LS (R2-096278/S3-091923) on restriction for execution of security procedure(s) before completion of TAU from RAN2
Release:
Release 8, Release 9
Work Item:
SAES, LTE-L23, LTE-interfaces
Source:
TSG SA WG3
To:
TSG CT WG1, TSG SA WG2, TSG RAN WG2
Cc:
TSG CT WG4, TSG RAN WG3
Contact Person
Name:
Adrian Escott
E-mail Address:
aescott@qualcomm.com
Attachments:
None
1. Overall Description:

SA3 thank the CT1, SA2, RAN2 and RAN3 for their various LSs listed above.
SA3 have received mutiple LSs (see above response to list) about Inter-PLMN Handover, emergency attach in a shared LTE network, Network sharing and stand alone Authentication procedure, and restriction for execution of security procedure(s) before completion of TAU. From SA3’s perspective the underlying issue in all the LSs is fundamentally the same. Rather than send multiple replies with effectively the same information SA3 is responding to all of these with this LS.
The underlying problem mentioned in all of the LSs is that the UE and MME may believe the UE is attached to different PLMNs when an EPS-AKA procedure is performed. The problem is that while the authentication part of the EPS-AKA procedure will succeed at both the UE and MME (i.e. AUTN checking passes in the UE and the RES/XRES comparison passes in the MME), the key agreement part will have failed as the UE and MME having different KASMEs. This is because KASME generation uses the PLMN ID (see Annex A.2 of TS 33.401) and KASME generation in the UE is linked to the successful reception of the Authentication Request Message (see clause 6.1.1 of TS 33.401). A subsequent NAS SMC procedures to take this partial security context into use will fail due to the different KASMEs. 

SA3 discussed three possible solution and believe that all of them could solve the issues raised in the various LSs. SA3 considers all the solutions to be equivalent from a security perspective. 

Solution 1: RAN level signalling

In this solution, the UE is informed of any PLMN ID change by the appropriate RAN level message for each case. The UE will then use the provided PLMN ID in the KASME derivation in the subsequent EPS-AKA procedure. 
Solution 2: GUTI allocated by MME before EPS-AKA is run
In this solution, the TAU triggers are changed to get the UE to initiate a TAU procedure in all cases when the  PLMN may have changed when connected. The TAU procedure is completed before an EPS-AKA is initiated. Similarly in the emergency case (described in S2-092155), the Attach proecdure is allowed to complete before as EPS-AKA is initiated. As part of the Accept message of either the TAU or Attach procedure, the MME shall provide a GUTI to the UE. The UE will use the PLMN ID included in the GUTI in the KASME derivation in the subsequent EPS-AKA procedure.  

Solution 3: Include PLMN ID in the Authentication Request message

For this solution, the MME includes the PLMN ID directly into the Authentication Request message of the EPS-AKA procedure. The UE shall use this PLMN ID to derive the KASME resulting from this EPS-AKA run.
As noted above, SA3 found no difference between the security of these 3 solutions and hence SA3 leaves the decision on the most appropriate solution to the other groups to determine between them. 

SA3 would like to provide the following answers to the specific questions that were asked in the various LSs.
In C1-094652, CT1 asks SA3 “to look into the issue I) above, inform CT1 about whether there is a security issue and provide some guidance so that CT1 can proceed by CT#46.”

SA3 response: Yes there is a problem as described above and please see the possible solutions provided by SA3 in this LS.

In C1-095748, CT1 asks SA3 “to look into the scenario and the related problem identified above, and to share with CT1 any possible solution that SA3 foresee.”
SA3 response: Please see the possible solutions provided by SA3 in this LS.

In S2-096386, SA2 asks SA3 to “consider the scenario above and if possible find a solution to the problem.”

SA3 response: Please see the possible solutions provided by SA3 in this LS.

In C1-095744, CT1 asks SA3 to “to answer CT1's questions concerning the solutions 2, 3 and 4.”
SA3 response to question 2: SA3 do not consider this a suitable solution, as in certain regions regulatory  requirements dictate that it is necessary to provide authenticated emergency calls.
SA3 response to question 3: This solution would work from SA3’s perspective provided the PLMN ID is sent in the Authentication Request message. The issue with sending the PLMN ID in the Security Mode Command message is that the UE may have already derived KASME. The requirement to check that the used PLMN ID is broadcast in the selected cell is still being studied by SA3 for all the solutions described above. 
SA3 response to question 4: This breaks the security requirement of providing an MME that is not from PLMN A with an EPS Authentication Vector that is bound to PLMN A. This solution is not acceptable to SA3.   

In R2-096278, RAN2 asks SA3 “to consider the issue above and provide answers to questions 1 and 2.”
SA3 response to question 1: Yes there is an issue as described above 

SA3 response to question 3: Please see the possible solutions provided by SA3 in this LS.

2. Actions:

To RAN2, CT1 and SA2 group.

ACTION: 
SA3 asks RAN2, CT1 and SA2 groups to decide on the most appropriate solution and inform SA3 of the decision
ACTION: 
SA3 asks RAN2, CT1 and SA2 groups to take into account the answers provided by SA3 to their questions
3. Date of Next SA3 Meetings:
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