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1.
Introduction
After discussion in Miyazaki, following is agreed as TP to 36.912. 

	5.3.2.2
Connection Control

As in LTE Rel-8, the UE only has one RRC connection with the network. One cell - the “special cell” - provides the security input and the NAS mobility information (one ECGI, one PCI and one ARFCN). There is only one “special cell” per UE in connected mode.
After RRC connection establishment to the “special cell”, the reconfiguration, addition and removal of CCs can be performed by  RRCConnectionReconfiguration including mobilityControlInfo (i.e. “intra-cell handover”). RRCConnectionReconfiguration without mobilityControlInfo can also be used for the addition of CCs, and for the removal of CCs with the exception of the CC corresponding to the “special cell”.

At intra-LTE handover, the RRCConnectionReconfiguration with mobilityControlInfo (i.e. "handover command") can remove, reconfigure or add CCs for usage in the target cell.


In addition, following can be found in the minutes of Miyazaki meeting.

	What other CC reconfigurations may be possible without performing a handover is FFS


2.
Discussion
According to the RRC procedure of LTE, there seem two cases when (re-)keying is performed:

1.  In LTE, when a UE receives Security Mode Command message, the UE calculate KeNB using the PCI of the cell from which Security Mode Command message is received. 
Even in LTE-A, it is likely that first activation of additional carrier is performed only after security context is established between eNB and UE. Before establishment of security context, user plane data transmission is not likely to occur. Having multiple CCs without possible data transmission seems not logical.

Thus, at the time when Security Mode Command is received, there will be only one DL carrier. Thus, without ambiguity, UE can use the PCI of this DL carrier as security input.
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Conclusion 1: Activation of additional carrier is done after SMC is finished.
2.  In LTE, when a UE receives RRC Connection Re-configuration with mobility information message, the UE calculate KeNB using the PCI of the cell to which the UE should be switched to.

If only one carrier is activated when serving eNB is changed, there will be no difference between LTE-A and LTE. I.e., the only DL carrier included in the handover message will serve as input to KeNB calculation.
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However, though it has not been discussed yet, it is likely that more than one carrier can be configured at the time of handover. In this case, it is not clear which cell should be served as input for security setting. Simply, the Handover Command message sent by eNB can explicitly indicate which DL carrier should be used as input.
The above approach where eNB can indicate ‘the specific cell’ can be generally used even for intra-eNB reconfiguration. I.e., whenever there is an ambiguity regarding which carrier should be used as input for NAS system information or as input for KeNB generation, eNB can indicate the specific carrier via the RRC message. Based on the indicated carrier, a UE know which carrier is used for KeNB generation. Furthermore, eNB can re-key without change of CCs by just indicating one of active CCs as new special cell. 
Conclusion 2: eNB can indicate which cell is the “special cell” that provides security input and NAS SIB when it transmits RRC messages.
In Rel-8, every handover leads to PDCP/RLC re-establishment and re-keying, regardless of whether the handover is performed within a same eNB or not. Thus, UE in LTE network experiences interruption of data transfer whenever there is a handover.
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In Rel-10 with LTE-A, a UE can be configured with multiple DL/UL carriers. This means that a UE has to prepare for not only Rel-8 cell change procedures but also DL/UL carrier change procedures. If each (re-)configuration of additional carrier is considered as handover, the UE will experience much more data interruption. Unless some smart mechanism is introduced, user perception will be worse in LTE-A than in LTE. 


[image: image4.emf]Cell B

 

Cell C

 

CC change

Cell A

Cell A

KeNB change

RLC/PDCP re-establish

Is required ?


First of all, we need to decide which procedure will be used for the (re-) configuration of activated component carriers. In LTE, there are two RRC messages that eNB can use to adjust radio parameter for the given UE. First one is RRC Connection Reconfiguration with mobility information message and the other one is RRC Connection Reconfiguration without mobility information message.
Following is extracted from TS36.331:

	5.3.5.3
Reception of an RRCConnectionReconfiguration not including the mobilityControlInfo by the UE

If the RRCConnectionReconfiguration message does not include the mobilityControlInfo and the UE is able to comply with the configuration included in this message, the UE shall:
…
1>
else:

2>
if the RRCConnectionReconfiguration message includes the radioResourceConfigDedicated:

3>
perform the radio resource configuration procedure as specified in 5.3.10;

5.3.5.4
Reception of an RRCConnectionReconfiguration including the mobilityControlInfo by the UE (handover)

…
1>
reset MAC;

1> re-establish PDCP for all RBs that are established;
1>
re-establish RLC for all RBs that are established;

…
1>
configure lower layers in accordance with any additional fields, not covered in the previous, if included in the received mobilityControlInfo;
…
1>
else:

2>
update the KeNB key based on the current KeNB or the NH, using the nextHopChainingCount value indicated in the securityConfigHO, as specified in TS 33.401 [32];




As can be seen in the above text, RRC Connection Reconfiguration with mobility information message always requires a UE to re-establish RLC/PDCP and change of KeNB. In this case, data interruption is unavoidable. On the other hand, RRC Connection Reconfiguration without mobility information message does not introduce this behavior. 
Activation or deactivation of component carrier may be used to dynamically meet QoS requirement of established bearers rather than to respond to cell quality change caused by UE’s actual mobility. If the actual move of a UE triggers eNB’s action, the eNB may choose to change serving cell on the same frequency rather than to (de-)activate another component carrier. In this case, re-establishment is natural consequence. However, if a UE demands for higher data rate without change of location, the eNB may just increase the number of used component carrier. In this case, re-establishment is over-reaction.
Overall, there seem two cases. First case is to reconfigure activated CC without re-establishment or security change and the second case is to reconfigure activated CC with re-establishment or security change. Support of these two scenarios can be easily done. I.e., it seems enough to introduce a new Information Elements related to component carrier configuration into RRC Connection Reconfiguration message. Based on whether the new IE is included with mobility information or not, the UE can easily identify whether it needs to re-establish security context when it reconfigures activated components carrier.
Conclusion 3: When RRC Connection Reconfiguration message which (re-)configures component carriers is received, PDCP/RLC re-establishment and re-keying of security context depends on whether the message includes mobility information or not.
In general, the question is when change of ‘special cell’ can be declared or when ‘special cell’ provides security input to PDCP. According to the above conclusions, eNB can control when a rekeying is performed. I.e., by deciding whether to include ‘mobility information’ or not, eNB can decided whether to trigger re-keying or not. At this moment when re-keying is performed, it become important which cell should be considered as ‘special cell’ which provides security input. If eNB decides not to re-synchronize security keys, it is not so important which cell is the ‘special cell’.

Then, we can link change of ‘serving cell’ to the rekeying procedure. I.e., whenever re-keying is performed, ‘special cell change’ is declared. Then, even if the ‘special cell’ before reconfiguration is same as the ‘special cell’ after reconfiguration, we have to consider it as ‘special cell change’. However, this seems not a problem because we consider ‘intra-cell handover’' also as a ‘handover’.

Conclusion 4: ‘Special cell’ is considered as being changed when security re-keying occurs.

Currently, it is not yet decided whether removal of “special cell” can be done without handover procedure. For the reconfiguration procedure within same eNB, to request re-calculation of security parameter for each removal of special cell seems to be too restrictive. If it is possible to remove ‘special cell’ either by intra-handover procedure or by reconfiguration without handover, to allow both option is to give more flexibility to eNB. I.e., if eNB sees a need to security re-synchronization while performing special cell removal, it can use ‘intra-handover’ procedure. And, if eNB does not want to change security setting while performing special cell removal, it can use ‘reconfiguration without handover’ procedure. 
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Though ‘special cell’ provides security input to PDCP, it does not necessarily mean that security parameter used in PDCP always should be from the one of the activated carrier. As a matter of fact, PDCP layer which is in charge of security protection does not know which carrier/cell it is connected to. Thus, practically, there is no problem even if used security parameter is not associated with any active carriers/cells. In this sense, removal of serving cell should be allowed without involving a handover procedure. By not performing rekeying at each removal of special cell, data interruption can be minimized.
Conclusion 5: ‘Special cell’ can be removed from activated CCs with RRC reconfiguration procedure without handover.
3.
Proposal

It is proposed to agree on the following:
Proposal 1: Activation of additional carrier is done after SMC is finished.
Proposal 2: eNB can indicate which cell is the “special cell” which provides security input and NAS system information via RRC signaling.
Proposal 3: When RRC Connection Reconfiguration message which (re-)configures component carriers is received, PDCP/RLC re-establishment and re-keying of security context depends on whether the message includes mobility information or not.
Proposal 4: ‘Special cell’ is considered as being changed when security re-keying occurs.
Proposal 5: ‘Special cell’ can be removed from activated CCs with RRC reconfiguration procedure without handover.
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