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1
Introduction
When performing SR-VCC handover ciphering is maintained in the switch from PS to CS domain by mapping new CS keys from the PS keys. The generated CS keys are considered ‘fresh’ because the mapping makes use of a Random Number Value (NAS DL COUNT). Once generated and SR-VCC completes successfully the UE and NW store the new CS keys for use in subsequent CS connections. The identity of the new CS key set (KSI or CKSN) is copied directly from the identity of the PS key set.

[2] and [3]. describe how the key handling is mapped between the PS domain to the CS domain.

Where [2] states:


Where [3] states :

The problem:
The problem arises because the UE and the NW have different concepts of when the handover has completed successfully.

UE rules used:


NW rules use: 
The UTRAN NW considers the handover complete / relocation complete on reception of the messages sent by the UE above.

With this difference it is possible for one side (the UE) to store the new CS key and the other side (NW) to dispose of it, retaining the previously stored CS key set, in a handover failure case. More specifically if the UE transmits eg a handover complete message and the NW doesn’t receive it then only the UE will store the new CS key set.

Figure 1 below show the basic UE and NW operation for key handling for EUTRAN to UTRAN SR-VCC:
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Figure 1 : UE and NW key mapping for EUTRAN to UTRAN SR-VCC
Typically the UE shall identify itself by either the IMSI or the TMSI plus Location Area Identification of the previous VLR and key set identity (KSI or CKSN) at a subsequent CS Connection.  A key set mismatch or Authentication failure triggers a new key exchange (AKA) procedure. 

3
Consequence

The failure occurs when the newly mapped CS key has a mapped identity the same as an existing stored (native) CS key set. In this particular case it is not known which of two possible key sets are stored under the key set identity in the NW and UE sides. A mismatch of key set is a very serious condition resulting in connection failure or badly ciphered audio.

The current specifications do not provide a way to handle this condition.  
4
Conclusion and Proposal
To resolve this situation discussed in sections 2 and 3, if the UE and NW detect a possible key mismatch condition it must invalidate the mapped keys.  In all cases where the keys are invalidated, in the UE or NW, a new key exchange (AKA) is forced for subsequent CS connections.
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TS-25.331 V.x.y.z for EUTRAN to UTRAN SR-VCC:�


Reception of a HANDOVER FROM UTRAN COMMAND message by the UE





…when the HANDOVER TO UTRAN COMPLETE message has been submitted to lower layers for transmission:








4.3.2.10	Derivation of keys at SRVCC from S1 mode or Iu mode


At PS to CS domain change from S1 mode due to SRVCC handover (see 3GPP TS 23.216 [126]), when the MS receives the command to perform handover, the MS shall derive a UMTS security context for the CS domain from the current EPS security context.


The MS shall set the CKSN of the derived UMTS security context to the value of the eKSI of the EPS security context and derive security keys CKSRVCC and IKSRVCC as specified in 3GPP TS 33.401 [123]. The MS shall apply these derived security keys and replace an already established UMTS security context for the CS domain, if any, in the USIM, when the SRVCC handover from S1 mode has been completed successfully.


The network shall replace an already established UMTS security context for the CS domain, if any, when the SRVCC handover from S1 mode has been completed successfully.


At PS to CS domain change from Iu mode due to SRVCC handover, when the MS receives the command to perform handover,


-	if the MS has a GSM security context for the PS domain, the MS shall use it to derive a GSM security context for the CS domain as specified in 3GPP TS 33.102 [5a]. At SRVCC handover to Iu mode the MS shall use the derived GSM cipher key Kc' to derive UMTS security keys as specified in subclause 4.3.2.8. The MS shall replace an already established GSM security context for the CS domain, if any, in the SIM/USIM, when the SRVCC handover from Iu mode has been completed successfully; or


-	if the MS has a UMTS security context for the PS domain, the MS shall use it to derive a UMTS security context for the CS domain as specified in 3GPP TS 33.102 [5a]. At SRVCC handover to A/Gb mode the MS shall use the derived UMTS security keys CKSRVCC and IKSRVCC to derive a GSM cipher key as as specified in subclause 4.3.2.7. The MS shall replace an already established UMTS security context for the CS domain, if any, in the USIM, when the SRVCC handover from Iu mode has been completed successfully.


The network shall replace an already established GSM or UMTS security context for the CS domain, if any, when the SRVCC handover from Iu mode has been completed successfully.








14.1	From E-UTRAN to Circuit Switched UTRAN/GERAN


Single Radio Voice Call Continuity (SRVCC) is specified in 3GPP TS 23.216 [22].


The MME and the UE shall derive a confidentiality key CKSRVCC, and an integrity key IKSRVCC from KASME and the NAS downlink COUNT with the help of a one-way key derivation function KDF as specified in Annex A.


The KDF returns a 256-bit output, where the 128 most significant bits are identified with CKSRVCC and the 128 least significant bits are identified with IKSRVCC.


The MME shall also provide the 4 LSB of the current NAS downlink COUNT value to the source eNB, which then includes the bits to the HO Command to the UE.


UE and MME shall assign the value of eKSI to KSI. MME shall transfer CKSRVCC, IKSRVCC with KSI and the UE security capability to the enhanced MSC server.  The enhanced MSC server shall replace the stored parameters CK, IK, KSI, if any, with CKSRVCC, IKSRVCC, KSI received from the MME. The UE shall replace the stored parameters CK, IK, KSI, if any, with CKSRVCC, IKSRVCC, KSI in both ME and USIM. START shall be reset to 0. 


NOTE 1: The new derived security context (including CKSRVCC, IKSRVCC , KSI and START value) replacing the stored values in the USIM is for allowing to reuse the derived security context without invoking the authentication procedure in subsequent connection set-ups, and also for avoiding that one KSI value indicates to two different key sets and consequently leads to security context desynchronization.
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The  CKSRVC,, IKSRVCC and KSIASME are passed through the MME and MSC server to the target MSC/RNC location.  Target RNC Builds the CS HO HO Command.  And is delivered to the source eNB for delivery to the UE.


UE


MME


CK = CKSRVCC
IK =  IKSRVCC
KSIcs = KSIASME


FAILURE : In the failure case the HOTUComplete message is sent by the UE (and the UE overwrites its existing CS key set) but the NW does not follow as they have different success points.  The CS key set in the UE and NW are now de-synchronised


Each Domain has there own keys and associated identifiers generated.  Each Key is then also stored in the USIN on the UE.


NW Signalling passes the new key set to the target MSC and RNC
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