Page 4
Draft prETS 300 ???: Month YYYY


3GPP TSG-RAN WG2 Meeting #68
R2-096901
Jeju, South Korea, 9-13 Nov 2009

Source:
NEC

Title:
Report of email discussion [67b#1] UMTS/LTE: Discussion on incoming LS R2-096231 on Inter-PLMN HO
Agenda item:
4.1.1
Document for:
Discussion and Decision

1 Introduction

It was agreed in the RAN2#67 meeting that in case of inter-PLMN handover, the UE knows its new PLMN thanks to the NAS TAU Accept message. It was also mentioned that this is always possible because all Inter-PLMN handover deployment scenarios would imply a change of TAC, which would necessarily trigger a TAU procedure.

In the RAN2#67bis meeting, the issue of inter-PLMN handover was discussed again and 2 new issues were raised, based respectively on [1] and [2]: 
Issue 1: (“Non-TAU case”) The scenario of an Inter-RAT handover from GERAN/E-UTRAN to E-UTRAN, assuming network sharing and ISR activated, would lead to a situation where the UE is prevented from performing a TAU.
Issue 2: (“TAU case”) In case the target PLMN initiates a security procedure (AKA and/or SMC) before the completion of the TAU procedure, there can be a mismatch between the PLMN ID assumed in the UE and the one in the network, leading to a release of the RRC connection.

Regarding Issue 1, the scenario mentioned in the LS from CT1 [2] raised some questions by the group that could not be finalized before the end of the meeting. It was decided to have an email discussion to see if the group could converge on questions to be sent back to CT1 for clarification. Also the email discussion had to decide if we wanted to send an LS to SA3 about Issue 2. 

Besides, linked to issue 1, a question arose during the meeting which needed to be also addressed by the email discussion: Issue 3: is there a risk to have an Intra-LTE scenario where the TAU would not happen because of a TA list configuration spanning across several PLMNs?   
This document reports the related email discussion. 
2 Discussion
2.1 Understanding of the “Non-TAU” scenario in Issue 1 
The scenario was described as follows: 
Cell_1: E-UTRAN cell. 

It broadcasts PLMN_A and PLMN_B (network sharing), TAC_1

Cell_2: UTRAN cell.

It broadcasts PLMN_A

Step i: the UE is connected in Cell_1, registered on PLMN_A 

Step ii: HO from Cell_1 to Cell_2, the UE is now connected to Cell_2. RAU is performed and ISR is activated. The registered PLMN is still PLMN_A.

Step iii: HO from Cell_2 to Cell_1, the UE is now connected to Cell_1, and the source RNC has chosen PLMN_B as target PLMN. The UE sees that its previously registered PLMN (PLMN_A) is broadcasted in the cell. The TAU is not triggered because ISR is ON. So the UE considers that its Registered PLMN is PLMN_A while the network considers it is PLMN_B. 

Question 1: Is the above a correct understanding of the scenario?
This description did not raise any particular discussion, hence the question was kept as it was. 

Then a general discussion took place about what we should ask and to which group to clarify in which conditions the scenario could happen. More explicitly: 

Question 2: Is it really a realistic assumption that in step iii, the combination of network sharing and ISR would be used in such a way that the UE would be redirected to a PLMN that is not its previous registered one (PLMN_A)?
Question 3: What are the details of the function which allows the source RNC to select the PLMN? Is this currently supported by S1? 

Some companies (namely NSN and Alcatel-Lucent) mentioned that the Handover Restriction List could be used in such a way that the scenario is avoided, i.e. the source RNC would not select the wrong PLMN.   

Also, it was mentioned that Question 3 should be asked to RAN3 

Way forward 

Questions 2 and 3 were merged into a much more detailed question, suggesting a mechanism that should make the scenario avoidable, and asking RAN3 also to answer this new question, and cc CT4.  
New Question 2: Is it really a realistic assumption that in step iii, the combination of network sharing and ISR would be used in such a way that the UE would be redirected to a PLMN that is not its previous registered one (PLMN_A)? In particular, wouldn’t it be possible for the MME or SGSN to provide HO Restriction List or SNA Access Information preventing the source eNB/RNC from choosing a wrong PLMN in case network sharing is used?
2.2 Usage of the GUTI realloc. procedure to address Issue 1
In case it if confirmed that the scenario of Issue 1 may happen, it was questioned if it could not be solved by the GUTI reallocation procedure. 
Question 4: Is there any reason why the issue of the above scenario cannot be solved by the GUTI reallocation procedure?

Companies did not comment much online about the feasibility of the procedure. All companies (except one) who expressed an opinion said that they wanted to mention that RAN2 prefers not to have an AS solution. NEC commented that they preferred an AS-based solution. NEC also commented that using the GUTI reallocation procedure before the UE registration is checked though a TAU is not a normal use of this procedure. 

Way forward

The feasibility of using the GUTI reallocation was not much commented, and the question is kept as it is, just adding RAN2’s preference for solution not based on AS: 

New question 3 (former 4): Is there any reason why the issue of the above scenario cannot be solved by the GUTI reallocation procedure? Note that RAN2 would prefer not to have an AS solution. 

2.3 Forcing TAU or deactivate ISR to address issue 1
This point was not much discussion and the question was kept as initially proposed: 

Way forward

New question 4 (former 5): Equivalently, wouldn’t there any mean for the network to force the TAU in step iii, and/or deactivate ISR? 

2.4 Issue 2
Regarding the specific security issue 2, there was not much comment about the details. Typically, it was not discussed online whether there was an issue with AKA, SMC, or both. 

There was some discussion about whether to have an LS separated to SA3 or not. It was anyway agreed that the question to SA3 should explicitly express RAN2’s preference. 

Way forward

It was agreed to send a separate LS to SA3. 

The LS would let SA3 decide whether there could be an issue with AKA and/or SMC. And in case yes, RAN2’s preferred solution is expressed: 

Question 1 to SA3 Could SA3 confirm that in the above conditions, SMS and/or AKA procedure(s) could fail?
Question 2 to SA3 If the answer to question 1 is “yes”, then what could be the solution envisaged by SA3? Note that RAN2’s preference would be for the MME to wait for TAU completion before sending any NAS security procedure.  
2.5 Further discussion on other “Non-TAU” scenarios (Issue 3)
The last question to CT1/SA2 was intended to extend the initial scenario raised by CT1, in order to highlight potential issues even in the Intra-EUTRAN HO case, where a misuse of the TA list could unintentionally prevent the UE to perform a TAU.  

Further to a comment from NSN, the question was finally formulated as follows: 

New Question (former 6): there is a possibility that this problem is already present in Intra-EUTRA handover when the multi-TA list contains different PLMN entries. But to prevent this kind of problem, RAN2 assumes that the MME should not configure multi-TA list which belong to different PLMNs. Is this a correct understanding?

Then some further discussion took place based on a scenario highlighted by Samsung: 
Cell_1 is shared by PLMN1 & PLMN2
Cell_2  is shared by PLMN2 & PLMN3
UE in Cell_1 - PLMN1.
UE is handed over to Cell_2 and as PLMN1 is not present in Cell_2, UE would be handed-over to PLMN2 or PLMN3, but in absence of any explicit signaling (like TAU), it cannot know which one.
However, if the UE's last TA list contained only PLMN1 & PLMN2, the appropriate choice would be to select PLMN2 in Cell_2; so no confusion for the network as well.
The discussion from this scenario can be summarized as follows: 
· What would be the scenario / MME’s deployment that could effectively allow a given MME to send a list spanning across several PLMN’s to a UE? [NSN]
· If the above is possible, wouldn’t be sufficient to rely on the fact that the operator will configure the list properly, i.e. not spanning several PLMN’s [NSN]. But is this really always possible, i.e. what is the flexibility of this configuration? [NEC]
· Or could we mandate by specification that the cross-PLMN functionality of the TA list should not be used? 

· Or, without mandating such a restriction, maybe it could be possible for the operator to still configure TA lists spanning across several PLMN’s, but in such a smart way that the UE knows the selected PLMN at once, i.e. even without waiting the TAU [Samsung] 
· This would need a new UE requirement though, because this corresponds to a usage of the TA list which is not standardized for the moment and not tested [NEC]
Way forward
The question to CT1/SA2 is kept, and it is patent that RAN2 needs further clarification/understanding of the TA list usage in connected mode. 
3 Conclusion 
It was agreed to send an LS to CT1, SA2, RAN3, cc SA3, CT4 in [3] with the updated questions as explained above. 
It was agreed to send an LS to SA3 cc CT1 in [4] with the updated questions as explained above.
Besides, an implicit and general conclusion of the email discussion is: 

· The “Non-TAU” scenario initially described by the CT1 LS [1] (Issue 1 in this document) is a bit unrealistic.

· It’s still a bit unclear to RAN2 if there are other “Non-TAU” scenarios (typically the Intra-EUTRAN case with multi TA list), and if something is needed in the specification to avoid such scenarios. 
· If “Non-TAU” scenarios exist, RAN2 prefers not to have an AS-based solution to signal the PLMN ID to the UE.

·  In both “TAU” and “Non-TAU” scenarios, a potential security problem exists (SA3 in action).  

4 Details of companies’ comments. 

4.1 Understanding the “Non-TAU” scenario in Issue 1
	Company
	Comments/discussion

	NSN
	After checking from my RAN3 colleagues, it is the SNA Access Information (in case the source is 3G) or the Handover Restriction List (In case the source is LTE) which the source should take into account when it chooses the target cell.  Thus source shall not choose a target cell which belongs to the Forbidden TAs or to the unauthorized PLMN.

At least I could not find any other information which can be used for HO target cell decision over S1 or Iu. If this is the case, I don't know why we cannot configure SNA Access Informationso that the souce RNC will not select wrong PLMN instead of the one UE performed ISR.
Can we ask more questions under 2? Like if MME or SGSN can provide HO restriction List or SNA Access Information preventing the source eNB/RNC from choosing a wrong PLMN in case network sharing is used? And if we ask this question, probably we have to add CT4 in the cc.

	Ericsson
	Second bullet should be asked to RAN3. 

We think that the LS in more general terms should state that "RAN2 prefers not to have an AS solution to the scenario described above", and also add SA2 (owns stage 2 specifications) as receiver of the LS.



	Alcatel-Lucent
	Agree with NSN that the HO restriction list should be able to prevent this. Address questions 2 and 3 to RAN3. 


4.2 Usage of the GUTI realloc. procedure to address Issue 1
	Company
	Comments/discussion

	NSN
	Just to try understand the intension of the quesiton. When MME should send GUTI reallocation procedure? When UE is handed over to LTE and network sharing is used in the LTE?



	Ericsson
	We think that the LS in more general terms should state that "RAN2 prefers not to have an AS solution to the scenario described above", and also add SA2 (owns stage 2 specifications) as receiver of the LS.



	Alcatel-Lucent
	On Questions 4 and 5, I think we should keep the question as they were both mentioned in RAN2, and we should let CT1 answer that. 

On NNSN and Ericsson comments on that we prefer a NAS based solution, ALU position is also the same at this time – but it will also depend on what NAS solution.  So we are OK to say as proposed by these companies that RAN2 prefers not to have an AS solution. 

	NEC
	NEC still prefers an AS solution not only for this scenario (which we now tend to agree that it is a bit unrealistic) but also for the other problematic scenarios that may crop up in CT1/SA2 (“other scenarios” means: scenarios in which the TAU will happen, but still the security issue remains). The reason for our preference is that the AS solution is very simple and straightforward, it is aligned on what we have in UMTS, and it does not raise any of the issues that we currently have with the other potential solutions in NAS.

To answer specific NSN’s comment on Q4: Yes, I think the intention of this GUTI solution to be used for a HO to LTE where NW sharing is used. We in NEC have some difficulties at the moment to understand how this could be used before the UE registration is checked through a TAU. This wouldn’t be a normal use of the procedure, and I think RAN5 refused some time ago to make a test for this specific usage of the GUTI reallocation procedure. 

In any case, let’s see what CT1/SA2 think. 


4.3 Forcing TAU or deactivate ISR to address issue 1
	Company
	Comments/discussion

	NSN
	"deactivate ISR" means not to use ISR in case of network sharing?



	Alcatel-Lucent
	On Questions 4 and 5, I think we should keep the question as they were both mentioned in RAN2, and we should let CT1 answer that. 


4.4 Issue 2

	Company
	Comments/discussion

	NSN
	Should we rather clearly say that RAN2 prefers "MME waiting for TAU before sending NAS security procedure" solution? Also if we decide to send this LS to CT1, I think it is good to cc RAN3 as well.

	Ericsson
	We agree with NNSN that the LS should more clearly express the RAN2 preference as discussed at the meeting. We could even include text from LS in R2-096192, add SA3 as receiver, and save one outgoing LS

	Alcatel-Lucent
	I prefer to keep the SA3 LS separate as it justs asks a specific question. Given the level of offline discussion I have had with others on AKA vs Kamse failure, I think it will be good to get a definite answer from SA3


4.5 Further discussion on other “Non-TAU” scenarios (Issue 3)

	Company
	Comments/discussion

	NSN
	I thought we once concluded that MME should not configure multi-TA list which belong to different PLMN. Or did I misunderstand something? Anyway if my understanding of the status of this discussion is right, I also would like to indicate it in the LS. Like "RAN2 assumes that MME should not configure multi-TA list which belong to different PLMN to prevent this kind problem."
About Samsung’s scenario (see below): In case multiple TAs belonging to different PLMNs are signalled to UE, what kind of network sharing scenario is this? Is this still only one MME involved? And these multiple TAs belonging to different PLMNs controlled by this one MME?

	Ericsson
	Change “connected mode” to “Intra-EUTRA” HO. 

	Alcatel-Lucent
	Same comment as Ericsson, should be Intra-LTE. 

	Samsung
	Question 5 may effectively mean that we are suggesting SA2 has uselessly allowed multiple PLMNs to be put in the TA list? In some cases (e.g. e-PLMNS) it might be quite natural to have more than 1 PLMNs in the TA list. Perhaps it might be possible to avoid the Intra-LTE problem without dis-allowing multiple PLMNs in the TA list for example by allowing only one PLMN (for a given target cell) to be put on the TA list? So, for multiple cells, the TA list could contain more than 1 PLMNs. 

  Let me give a simple example:
Cell_1 is shared by PLMN1 & PLMN2
Cell_2  is shared by PLMN2 & PLMN3
UE in Cell_1 - PLMN1.
UE is handed over to Cell_2 and as PLMN1 is not present in Cell_2, UE would select PLMN2 or PLMN3. In absence of any explicit signaling (like TAU), the network would not know about which PLMN the UE would select.
However, if the UE's last TA list contained only PLMN1 & PLMN2, the appropriate choice  would be to select PLMN2 in Cell_2; so no confusion for the network as well. As you would notice, no new signaling is required. 
Anyways, we are only saying that multi PLMNs should not be ruled out in TA-list and of course the actual solution (from SA2/CT1) could be very different.

We just want to indicate for RAN2 that multi PLMN TA list is a possibility but we should look for a cleaner solution which do not restrict what the CN can put in the TA list. 

	NEC
	The multi-TA list, as it is currently defined, is cross-PLMN, meaning that if in order to reduce signaling load, the UE is configured with a multi-TA list spanning over both PLMNs, no TAU will be triggered and the UE could be unaware of the new PLMN in case of NW sharing. 

As a response to NSN’s specific remark: after some checking, I am not sure there was an explicit agreement w.r.t. Multi-TA list configuration across PLMNs. Apparently this is currently not so clear in CT1 and needs to be clarified. The current specification allows the flexibility to have lists spanning across different PLMN’s. So it’s worth stating that from RAN2’s understanding this flexibility should not be used, and cross-check with CT1 that they have a similar understanding

As a response to Samsung’s scenario: This is a description of a behaviour where the UE would read the TA broadcasted in Cell_2, and it would look at its configured TA list, and from the intersection between both information (provided that the result is unique), the PLMN would be known without any ambiguity. This could work, but I see two issues to discuss here: 

1)
Is it always convenient/possible for operators to appropriately configure the TA list in the UE such that the above behavior works? This is probably to be answered by operators themselves (and apparently they already said that it would not be a problem). 

2)
Much more importantly, to my knowledge there is no such requirement for the UE yet. As per the current spec, the UE uses the TA list to perform TAU when needed, in idle or connected mode. But the UE is not supposed to used the TA list to perform a comparison with the broadcasted TAI and – provided that the result is unique -  autonomously deduce the PLMN without TAU. I am not really sure that we could leave this to UE implementation. There should be a clear requirement for this with an associated test case I guess.
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