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1 Introduction 
This document discusses “Network-based” solutions to prevent handover of USIM-less UE from UTRA to EUTRA, and proposes a method by which source RNC can decide if the UE has a USIM or SIM in use.
2 Discussion 

2.1 Introduction

At RAN2#67 meeting, some methods where discussed on how to allow IMS emergency call handover from UTRAN to EUTRAN for USIMless UEs (i.e. UEs with SIM and UEs without any UICC) while preventing non-emergency call/connections from handover [1]. Companies expressed the opinion that a “Network-based” solution was preferred. “UE-based” solutions (with “UE-toggling of EUTRA capabilities”) were considered “a bit messy”. A UE-based solution might also lead to future problems, in case new requirements are introduced.
We note that UICC-less UE (UE without SIM/USIM) will use IMEI as “Initial UE identity” in the UTRA RRC Connection Establishment procedure. Hence, in the remainder of this document, we discuss the case “UE with SIM” only.
Below, we discuss two alternatives for a network-based solution.

2.2 Alternative 1: SGSN informs the RNC whether the UE has valid USIM. 
As a result of the AKA procedure between SGSN and UE, SGSN has the knowledge if the UE has a USIM or SIM in use, and could send this information to the RNC. This method has disadvantages:

1. Requires protocol updates of the signalling protocol (RANAP, 3GPP TS 25.413) between SGSN and RNC.

2. Requires inter-SGSN signalling protocol updates to handle the case where the AKA was performed by another SGSN than the SGSN that is currently serving the UE (i.e. inter-SGSN handover/relocation has occurred).

Such protocol extension would preferably be avoided, since it puts requirements on upgrades in network nodes. 
2.3 Alternative 2: RNC-based method
Clearly, a method where the serving RNC can decide if the UE has a USIM or SIM is preferred. 

The ciphering and integrity protection algorithms, defined for UTRA access, uses security keys of length 128 bits. In order to give support for a user having a GSM subscription (SIM) to get services also in UTRAN, there are two conversion functions [TS33.102] that derives the UMTS cipher/integrity keys (CK and IK) from the 64 bits GSM cipher key (Kc) using the following conversion functions:

a)
c4: CK[UMTS] = Kc || Kc;

b)
c5: IK[UMTS] = Kc1 xor Kc2 || Kc || Kc1 xor Kc2;

whereby in c5, Kci are both 32 bits long and Kc = Kc1 || Kc2.

When the UE with GSM subscription (SIM) is attached to a UTRAN, the mobile equipment derives the UMTS cipher/integrity keys CK and IK from the GSM cipher key Kc using the conversion functions c4 and c5. 
The same conversion functions are used by the SGSN. For an UE in connected mode, these obtained CK and IK are sent from SGSN to the Serving RNC when to request start of the ciphering and integrity protection between UE and Serving RNC.

By utilizing the properties of these key conversion functions, it is possible for an RNC to detect whether the UE has a SIM or USIM in use.

Accordingly, the serving RNC shall perform the following checks:
· Does CK[UMTS]  as received from SGSN consist of two identical 64-bit Kc (according to C4), i.e, is the 64 least significant bits of CK[UMTS] identical to the 64 most significant bits of CK[UMTS]?

· If No: UE has USIM in use
· If Yes: Calculate a test value following the formula for calculating an IK from a Kc, i.e., the c5 function) as follows: test value =  Kc1 xor Kc2 || Kc || Kc1 xor Kc2
where Kc = Kc1 || Kc2 is one of the two identical 64-bit Kc above.

· If test value equals IK[UMTS] received from SGSN, then 

· UE has SIM in use, 

· else 

· UE has USIM in use. 


Proposal 1: RNC shall use a method based on TS33.102 conversion functions c4 and c5 to decide if a UE has SIM or USIM in use.
2.4 Further discussion on the RNC-based solution

a) Above, we have used the terms “USIM in use” and “SIM in use”. This is not completely correct, instead the algorithm indicates if a UMTS AKA or GSM AKA has been performed with UE. A SIM supports only GSM AKA, but a USIM supports both GSM AKA and UMTS AKA. So there is a potential case of SGSN having performed GSM AKA with a USIM-equipped UE. There are however some rules and constraints (see TS33.102, not further discussed here) that make such case unlikely or even impossible. Additionally, we note that TS33.401 states (subclause 9.2.2.1) the following on handover from UTRAN to E-UTRAN: 

The SGSN shall transfer MM context (including CK and IK (or the Kc), KSI and the UE security capabilities) to MME in the Forward relocation request message. In case the MM context in the Forward relocation request message indicates GSM security mode (i.e., it contains a Kc), the MME shall abort the procedure. 

b) With the RNC-based solution presented above, if a EUTRA-capable UE (with SIM in use) accesses a UTRAN network that supports (PS) handover to EUTRA, all RNCs (that support handover to EUTRA) need to have the algorithm described above implemented. For rel-8, RAN2 has decided that UE with SIM in use shall in UTRA access not indicate that it is EUTRA capable. For Rel-9 UE, we argue that this requirement can be changed. The algorithm above can be introduced in UTRANs that support handover to EUTRA well in advance before Rel-9 UEs will reach the market.

Proposal 2: Rel-9 EUTRA+UTRA capable UE with SIM in use shall indicate “EUTRA support” in UTRA access (change compared to Rel-8 UE).

c) Typically, requirements on UTRAN node implementations are not captured in Uu specifications. Since the “RNC-based method” use the conversion functions described in TS33.102, it seems preferable to also describe the “RNC-based method” in a specification controlled by SA3. We propose to liaise SA3 to comment on the “RNC-based method”, and ask in which specification it should be documented.

Proposal 3: Send LS to SA3 asking for their comments on the proposed RNC-based method, and in which specification it is preferably documented.
3 Summary
In this document, we have discussed introduction of an RNC-based method to prevent handover from UTRA to EUTRA for UE with SIM. We ask RAN2 to discuss and agree on the following proposals:

Proposal 1: RNC shall use a method based on TS33.102 conversion functions c4 and c5 to decide if a UE has SIM or USIM in use. 
Proposal 2: Rel-9 EUTRA+UTRA capable UE with SIM in use shall indicate “EUTRA support” in UTRA access (change compared to Rel-8 UE).
Proposal 3: Send LS to SA3 asking for their comments on the proposed RNC-based method, and in which specification it is preferably documented.
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