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	Reason for change:
(

	UM RLC has two ciphering issues.

1. Currently there is no means for UM RLC to recover a COUNT-C mismatch between UE and NW. If UE has the COUNT-C mistmach, the user data will be corrupted and the problem is not recovered until call release.

2. The UM RLC will be configured with alternative E-bit for a real time service (e.g for CS voice over HSPA). In such case, any length indicator is not present in RLC PDU and so the UM RLC entity cannot detect any corrupted RLC PDU. Accordingly UE won’t be able to trigger any problem recovery procedure.
To work out the above issues, PDCP entity should be changed to detect data corruptions by checking PDCP type infomration in PDCP header. If the PDCP entity detects data corruptions, the PDCP entity informs RRC to trigger a cell update procedure.
Impact analysis

Impacted functionality:

CS voice service over HSPA. The change only impacts the corrected functionality.

Inter-operability:

1. If the UTRAN side is implemented according to this CR and the UE side is not, UE cannot detect that an error has occurred when configured to do so. 
2. If the UE side is implemented according to this CR and the UTRAN side is not, NW cannot re-establish RLC and error cannot be recovered.


	
	

	Summary of change:
(

	PDCP data corruption error detection procedure is introduced in subclause 5.6.

	
	

	Consequences if 
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not approved:
	UM RLC ciphering problem is never recovered. It causes a very bad user experience especially for voice service.
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5.6.1.X
PDCP data corruption error detection
For each radio bearer that is configured to support “PDCP data corruption error detection” as specified in [2]:
The UE PDCP entity shall:

-
if the radio bearer is configured to convery PDCP Data PDU,

-
if the PDCP entity receives 3 consecutive PDCP PDUs with a PDU Type set to other value than type PDCP Data PDU:
-
indicate PDCP data corruption error detection to upper layer [2].
-
if the radio bearer is configured to convery PDCP SeqNum Data PDU,

-
if the PDCP entity receives 3 consecutive PDCP PDUs with a PDU Type set to other value than type PDCP SeqNum Data PDU:
-
indicate PDCP data corruption error detection to upper layer [2].
-
if the radio bearer is connected to a CS domain radio access bearer,

-
if the PDCP entity receives 3 consecutive PDCP PDUs with a PDU Type set to other value than type PDCP AMR Data PDU:
-
indicate PDCP data corruption error detection to upper layer [2].
NOTE:
The PDCP data corruption error detection performs before the invalid PDU type check as specified in subclause 9.1.
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