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Discussion and decision
1 Introduction
RAN2 identified a potential security threat with duplicate detection for ETWS [1]. In case an attacker manages to send a fraudulent warning message with valid <Message Identifier, Serial Number> but invalid digital signature before the genuine warning message, this may prohibit reception of the genuine warning message. 

An LS was sent to SA3 for guidance on this matter [2], and two possible solutions were suggested:

· Duplicate detection is performed on <Message Identifier, Serial Number, Warning Security Info>

· Duplicate detection is performed after verification of the ETWS security information.

In the LS it was described that a similar potential security issue applies to both UTRAN and E-UTRAN [2].

In the response LS from SA3 it is confirmed that the described scenario is a security risk, and both solutions are acceptable [3]. 
The two solutions were discussed in RAN2#66bis, but no agreement could be reached in the meeting [4]. In the following email discussion after RAN2#66bis, the participating companies could agree with the solution to remove the duplicate detection from LTE and UMTS (except for UMTS when security is not used). 
Duplication detection with Warning Security Info

With this method, Duplicate detection is performed on <Message Identifier, Serial Number, Warning Security Info>. In case of a security attack, as described above, the duplicate detection would forward the fraudulent warning message to the upper layers, where the warning message would be discarded after the verification failed. The subsequent genuine message would be received correctly. 

Duplicate detection after verification
When the duplication detection is moved from AS to the upper layer, the duplication detection can be performed after verification. When verification is performed prior to duplicate detection, the fraudulent message of the attacker would be discarded because the verification would fail. The subsequent genuine message would be received correctly.
Discussion
1.1 Duplication detection with Warning Security Info

In case of LTE and in case the Secondary Notifications are large (including more than one segment), there is a possible advantage for this method because the UE would stop receiving SIB11 when it detects that the first segment is a repetition of a message it already received. 

However, this possible advantage does not apply to UMTS. Furthermore, there is only possible battery saving in case these messages are transmitted very frequently and are very large. In case the Secondary Notification is transmitted in a single segment, there is no battery gain. As a reference, the first phase of PWS specifies a message size of 90 bytes, which would fit into a single segment. 
1.2 Duplicate detection after verification

In duplicate detection is moved from AS to the upper layers, this solves the security threat and simplifies the UE implementation because duplicate detection is required in the upper layers anyway due to the RAT change, PLMN re-selection, and the fact that there is no duplication detection for ETWS in GERAN RAT.
The security threat was identified in a late phase, which causes a potential problem for early implementation in UMTS where no security is planned. Thus it is proposed to keep the UMTS specifications for ETWS without security as is. 
Conclusion

RAN2 is kindly asked to discuss the ETWS security threat (once more).

RAN2 is kindly asked to consider the proposal to remove the duplication detection from the AS in both LTE and UMTS, except for UMTS when security is not used. Corresponding CRs to 36.331 and 25.331 are provided. 
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