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Discussion and decision
1 Introduction
RAN2 identified a potential security threat with duplicate detection for ETWS (R2-092079). In case an attacker manages to send a fraudulent warning message with valid <Message Identifier, Serial Number> but invalid digital signature before the genuine warning message, this may prohibit reception of the genuine warning message. 
An LS was sent to SA3 for guidance on this matter (R2-092696), and two possible solutions were suggested:
· Duplicate detection is performed on <Message Identifier, Serial Number, ETWS warning security information>

· Duplicate detection is performed after verification of the ETWS security information.

In the response LS from SA3 it is confirmed that the described scenario is a security risk, and both solutions are acceptable (S3-090952).  

Solutions
In this chapter the two possible solutions to eliminate the security risk with duplicate detection for ETWS are evaluated.

1.1 Option 1: Duplicate detection on triplet including security information
Duplicate detection is performed including the stored security information, i.e. if the received warning message includes the same <Message Identifier, Serial Number, ETWS warning security information> as stored in the UE the message is considered a duplicate and discarded. 

The ETWS warning security information contains a 7 octet Timestamp and 43 octet Digital Signature [1]. 
1.2 Option 2: Duplicate detection after verification

In case a warning message, i.e. ETWS PRIMARY NOTIFICATION WITH SECURITY message, is received the Warning Type, Message Identifier, Serial Number, and ETWS security information are forwarded to the upper layers. Verification is performed before duplicate detection based on <Message Identifier, Serial Number>. In case verification fails the message is discarded. 
1.3 Discussion

Option 1 requires the storage of the security information of 50 bytes. Furthermore storage requirements may increase further with Rel-9 requirements for simultaneous reception of PWS warning messages [2]. It is also noted that when the GERAN RAT is active duplicate detection is performed in the upper layers.
With Option 2 duplicate warning messages are forwarded to the upper layers. However in case there is an emergency the Primary Notifications are not expected to be sent with such a high rate that this may cause any problems for the UE processing. It is also noted that the upper layers have to be able to handle duplicates anyway, due to RAT changes.
1.4 Secondary Notification LTE

The Public Warning System (PWS) in Rel-9 is expected to use SIB11 to carry the PWS warning message [2]. Dependent on regulatory requirements security is required [3]. Thus PWS is prone to the same security threat in case duplicate detection is performed prior to verification. 
Conclusion
Option 2 is preferred because it does not pose additional storage requirements, and aligns with the solution selected in GERAN. To align with future PWS requirements, it is proposed to move duplication detection for the Secondary Notification in LTE to the upper layers as well. A draft CR to 36.331 that removes the duplication from LTE has been provided as a separate contribution. A similar CR to 25.331 can be submitted to RAN2#67 for HSPA.
RAN2 is kindly asked to evaluate the proposed solutions to resolve the ETWS security thread.
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