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1          Introduction
As explained in [1], in Rel-8, it has been decided that the UE shall initiate a RRC connection re-establishment procedure when a downlink IP check failure occurs. The other option would have been to discard silently the failing message and this second option had the preference from SA3.
In [2], SA3 “hopes that a solution could be found in Rel-9 where messages with failing MAC-Is could be silently discarded and still resolve the deadlocks”. And in [1], a new Rel-9 procedure is proposed for the handling of the IP check failure.
In this paper, we explain why we think that the attack scenario considered by SA3 is not realistic from a radio point of view. And therefore, we propose to consult RAN1 before agreeing on anything new in Rel-9 for the handling of the IP check failure.
2         Discussion
Basically, the pro and cons of the two options discussed with SA3 were the following:
-       RAN2’s concern was that if we discard silently the message that fails the IP check (SA3 preference), the network may not be able to recover or release the UE in case IP had failed because of security parameter de-synchronization.
-       If the UE autonomously initiate a RRC connection re-establishment (RAN2 preference and Rel-8 agreement), SA3 fears that an “attacker” can easily attack the UE by continuously by sending to the UE data packets that would fail the IP check.

In our analysis, the scenario where this would happen would be where an attacker (fake eNB) was able to “capture” the UE, send an RRC message successfully though L1/L2 but it failed the IP check.  (Note that the UE will most probably go through a radio link failure by the time it is “captured” by the fraud eNB – resulting in a re-establishment anyway). The attacker would then “disappear” and the UE will perform a “re-establishment” towards the real eNB.  Note that if the attacker did not “disappear”, the re-establishment would be towards the fake eNB and this would result in an RRC connection release anyway.  Note also that this is only a form of Denial of service attack which cannot target a specific UE and the user security itself is not compromised.

[1] proposed a new Rel-9 procedure in order to be able to distinguish between the case of IP check failure because of security parameter de-synchronization and the case of IP check failure because of an attack.
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Figure 2 from [1]: Attack case
Before discussing potential solutions to the attack scenario identified by SA3, we should first discuss whether it is realistic from a radio point of view. According to our understanding, it is difficult to see a realistic scenario for this attack.
Normally the UE receives data from only one eNB. In order for such an attack to take place, the UE would therefore have to receive additional PDCCH messages which appeared to be from the serving eNB. Normally there are no empty resources in which such PDCCH messages could be sent from an attacker:  the number of OFDM symbols used for PDCCH is dynamically variable, and the serving eNB would not allocate more OFDM symbols than needed for the real PDCCH messages. The only way an attacker could “create” some extra space for its PDCCH messages would be to transmit a high-power PCFICH to “drown” the serving eNB’s PCFICH indicator. But that would cause all the serving eNB messages to be lost anyway. Moreover, the additional PDCCH messages would have to fit into the dymamically-varying pattern of control channel elements (CCEs) within the PDCCH region of the serving eNB. In any case, if an attacker were to adopt such an approach to try to mount a DoS attack, it would be far simpler just to jam some or all of the downlink of the serving eNB with high-power noise.
3 Conclusion
In this paper, we tried to explain why we think that the Denial of service attack scenario and the solutions considered by SA3 are not realistic from a radio point of view.
A similar result would be achieved by just jamming the downlink of the serving eNB with high-power noise. In fact, this attack is no more persistent than RF jamming. Also this attack cannot target a specific UE and the user security itself is not compromised.
We therefore consider that it is not necessary to agree on anything new in Rel-9 for the handling of the IP check failure. If further consideration is nevertheless desired, we propose to consult RAN1 before agreeing on any changes, and Alcatel-Lucent would be willing to draft a corresponding LS to RAN1 if agreed by the group.
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