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1
Introduction

In [1], the following principles for the transfer of UE capabilities have been indicated for inter-RAT handover from GERAN to E-UTRAN and from UTRAN to E-UTRAN.

· At Handover preparation from GERAN to E-UTRAN, the GERAN deletes the INTER RAT HANDOVER INFO, to ensure that E-UTRAN re-acquires the UTRAN capability from the UE or the MME during the preparation of next Handover to UTRAN.

· At successful completion of Handover from GERAN to EUTRAN, the START values are set to zero and the pre-defined configurations are deleted by the UE.
· The UE sets the START values to zero and omits the predefined configurations in the INTER RAT HANDOVER INFO when sending the UTRAN capability to the eNB.
· At Handover preparation from UTRAN to E-UTRAN, the UTRAN sets the START values to zero and omits the pre-defined configurations.
· At successful completion of Handover from UTRAN to EUTRAN, the UE sets the START values to zero and deletes the pre-defined configurations.
Changes to the UTRAN specifications have been made based on these principles, see e.g. the CR in [2].

In [3], corresponding principles for the case of handover from E-UTRAN to GERAN are presented.

However, the sourcing companies believe that there are some serious issues with the principles above and they are discussed in the present paper.
2
Issues with the current proposal

RAN2 has decided to set both START-cs and START-ps in the UE to zero on PS Handover from GERAN/UTRAN to E-UTRAN. 

In subclause 8.3.7.4 of TS 25.331, it is stated:

1>
if inter-RAT handover from UTRAN to E-UTRAN:

2>
set the START values in IE "UE security information" and the IE "UE security information2" to value zero and not include the IEs "Predefined configuration status information" and "Predefined configuration status information compressed" in the variable INTER_RAT_HANDOVER_INFO_TRANSFERRED.

However this does not align with the current rules that START values maintained in the UE are reset to zero only when new keys are generated for that domain, as stated in subclause 8.1.12.3 of TS 25.331:

8.1.12.3
Reception of SECURITY MODE COMMAND message by the UE
…

3>
if new keys have been received:

4>
perform the actions in subclause 8.1.12.3.1.

…

8.1.12.3.1
New ciphering and integrity protection keys
NOTE:
The actions in this subclause are to be performed only if the new keys were received for an ongoing RRC connection while in UTRA.

If a new security key set (new ciphering and integrity protection keys) has been received from the upper layers [40] for the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN, the UE shall:

1>
set the START value for the CN domain indicated in the variable LATEST_CONFIGURED_CN_DOMAIN to zero;

According to the current specification, for an inter-system handover to UTRAN, keys transferred from the source system are not treated as new (START values are not reset) as stated in subclause 8.3.6.3 of TS 25.331:

8.3.6.3
Reception of Handover to UTRAN command message by the UE
…

1>
set the IE "START" for each CN domain, in the IE "START list" in the HANDOVER TO UTRAN COMPLETE message equal to the START value for each CN domain stored in the USIM if the USIM is present, or as stored in the UE for each CN domain if the SIM is present;

NOTE 2:
Keys received while in another RAT are not regarded as "new" (i.e.do not trigger the actions in subclause 8.1.12.3.1) in a subsequent security mode control procedure in UTRAN, irrespective of whether the keys are already being used in the other RAT or not. If the UE has received new keys in the other RAT before handover, then the START values in the USIM (sent in the HANDOVER TO UTRAN COMPLETE message and in the INTER_RAT_HANDOVER_INFO sent to the BSS while in the other RAT) will not reflect the receipt of these new keys.
The rules agreed by RAN2 deviate from the existing rules by setting the START values to zero on a handover from GERAN / UTRAN to E-UTRAN, even though during this procedure no new UTRAN keys are generated.

The agreed rule of resetting START values can be problematic for the following reasons.

2.1
Security Failure

START mismatch will result in a security failure upon E-UTRAN to UTRAN PS HO or SR-VCC.

It is not clear how the UE should behave on a transition to E-UTRAN from UTRAN/GERAN via cell selection or re-selection.  An example of such a scenario is shown below.
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If the UTRAN capabilities are transferred to the network while the UE is in GERAN, the UE stores the value START = X in the variable INTER_RAT_HANDOVER_INFO_TRANSFERRED. If for example UE performs either a cell selection or re-selection from GERAN to E-UTRAN, the INTER_RAT_HANDOVER_INFO_TRANSFERRED variable is not currently reset. If subsequently a connection is established in E-UTRAN and then subsequent PS handover from E-UTRAN to UTRAN occurs (with E-UTRAN using a stored UTRAN capability acquired from the MME) then the RNC and UE will have a START mismatch because the RNC will receive from eNB the stored UTRAN capability with START-ps = 0 (because eNB only forwards UTRAN capability with START-ps = 0) while the UE will still have START-ps = X from INTER_RAT_HANDOVER_INFO_TRANSFERRED. Therefore, in this case, the handover will fail due to the security mismatch.

The scenario defined above is also applicable to the CS domain.

2.2
Specification of GERAN to E-UTRAN case

Currently there is no Stage 3 specification to capture the UE’s UTRA RRC behaviour for setting the START = 0 on a GERAN to E-UTRAN handover.

RAN2 has specified that START-cs and START-ps should be set to zero on GERAN to E-UTRAN handover, however there is currently no stage 3 specification which captures this. 

2.3
Key Replay During E-UTRAN to GERAN Handover

Potential key replay issue for the domain that is not transferred during E-UTRAN to GERAN handover.

Another issue upon having a rule for setting both the START-ps and START-cs on a handover, is that the rule does not take into consideration the separate security contexts for the PS and CS domains. 

During a PS handover to UTRAN, only a PS key is generated, but a CS key is not as stated in subclause 9.2.1 of TS 33.401:
UE and MME shall assign the value of eKSI to KSI. MME shall transfer CK' || IK' with KSI to SGSN. The target SGSN shall replace the stored parameters CK, IK, KSI, if any, with CK', IK', KSI received from the MME. The UE shall replace the stored parameters CK, IK, KSI, if any, with CK', IK', KSI in both ME and USIM. START shall be reset to 0. For the definition of the Key Derivation Function see Annex A.
NOTE 1: The new derived security context (including CK’, IK’ and START value) replacing the stored values in the USIM is for allowing to reuse the derived security context without invoking the authentication procedure in subsequent connection set-ups, and also for avoiding that one KSI value indicates to two different key sets and consequently leads to security context desynchronization.
Although in clauses 9 and 10 it is not explicitly stated that only the PS domain is affected, it should be clear from the context of the procedures that the UTRAN keys CK' and IK' mentioned in clauses 9.1.1 and 9.2.1 are PS domain keys, and that consequently only START-ps in the UE could be set to zero. Hence, during a PS handover, START-cs in the UE should not be reset to zero, as only the PS keys are generated and the MSC is not involved.

Thus if the UE moves as below and the UTRAN capabilities with START-cs = 0 are forwarded to the BSS during the E-UTRAN to GERAN PS handover, there is a risk of key replaying, because CS keys haven’t been generated.  
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2.4
Key Replay or Mismatch after SR-VCC

Potential key replay issue for CS domain or potential key mismatch for subsequent RRC Connections after SR-VCC handover to UTRAN.
Likewise during a SR-VCC transition to UTRAN, new CS keys are generated. As stated in subclause 14.1 of TS 33.401:
UE and MME shall assign the value of eKSI to KSI. MME shall transfer CKSRVCC, IKSRVCC with KSI and the UE security capability to the enhanced MSC server. The enhanced MSC server shall replace the stored parameters CK, IK, KSI, if any, with CKSRVCC, IKSRVCC, KSI received from the MME. The UE shall replace the stored parameters CK, IK, KSI, if any, with CKSRVCC, IKSRVCC, KSI in both ME and USIM. START shall be reset to 0.

However it is unclear whether the UE stores the key after the SR-VCC procedure.  The SA3 specification states that the new CS key is stored whereas 24.008 states that the SR-VCC key is not kept after the RR Connection.

4.3.2.10
Derivation of keys at SRVCC from S1 mode or Iu mode

…

The security context derived at PS to CS domain change from Iu mode is valid only for the duration of the established RR connection, see subclause 4.5.3.1.

There currently is no special handling for a SR-VCC CS handover from EUTRAN in section 8.3.6.3 of 25.331.  Currently for CS handover the key-in-use is transferred (from GERAN) and does not impact the key in the SIM after the handover has completed.  If the CS key is not kept after the SR-VCC handover but START-cs = 0 is used, then the UE should not re-calculate and store a START-cs value upon RRC Connection release. Otherwise this could lead to key replay in future RRC Connections.  

If the new key derived from SR-VCC is stored in the SIM after the SR-VCC handover (where the PS key and KSI are mapped) then it should be confirmed that legacy MSC/VLR will not have impact because VLR is the one who takes care of authentication and key agreement.

3
Conclusions and Proposal

In this contribution it is shown that the current agreement on UE Capability transfer mechanism has some fatal problems:

-
START mismatch will result in a security failure upon E-UTRAN to UTRAN PS HO or SR-VCC

-
Currently there is no Stage 3 specification to capture the UE’s UTRA RRC behaviour for setting the START = 0 on a GERAN to E-UTRAN handover.

-
Potential key replay issue for the domain that is not transferred during E-UTRAN to GERAN handover.

-
Potential key replay issue for CS domain or potential key mismatch for subsequent RRC Connections after SR-VCC handover to UTRAN.

To solve the problems listed above, two solutions can be considered:

Solution 1: Specifying when UE shall reset the START-cs and START-ps in detail in Stage 3 specification(s).

(For Solution 1, it would be safer to check/confirm key handling after the SR-VCC handover.)

Solution 2:
eNB doesn’t forward UTRAN Capabilities to MME to store, and the INTER RAT HANDOVER INFO is not sent by the RNC upon handover from UTRAN; the eNB always acquires UTRAN UE Capabilities from the UE after inter-RAT HO to E-UTRAN or RRC Connection Setup in E-UTRAN.

It is proposed that RAN2 discuss the problems above and agree on a solution.
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