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1          Introduction
In [1], the security aspect of IMS emergency call origination when UE is in limited service state has been studied.  As mentioned in [1], it is agreed that the security procedures will be used also for emergency calls and that NULL ciphering and integrity protection algorithms will be used.  However, the value of the IEs related to the security keys may not be available for UICC-less and unauthenticated UE.  This means there are two options:

a. Make them conditional for emergency calls.
b. Use some form of “dummy” (i.e. fill with some specific value either specified in standards or left to implementation).  

Our preference is Option (b) as it eases the RAN signalling and specification impact.  This paper analyses further the security aspect of emergency call origination and also handover scenarios when UE is in limited service state.
2         Discussion
2.1
Emergency Call Origination

It is agreed that Null algorithms will be used for integrity protection and ciphering in EUTRAN. If Null algorithm is used for integrity protection, it is proposed that the 32-bit of MAC-I/XMAC-I is set to 0.  A text proposal for TS36.323 is provided in Annex A.2. 

Proposal#1: It is proposed that the 32-bit of MAC-I/XMAC-I field is set to 0 when Null algorithm is used for integrity protection.

During Emergency call origination, the null algorithms will then be in the Security Mode Command message which is sent to the UE.  Currently, in TS36.331 on receiving Security Mode Command, the UE has to go through the steps of generating the KeNB and the RRC related keys.  With null algorithm, the UE has a choice of generating or not KeNB and RRC related keys.  This has impact to Section 5.3.4 (Initial security activation) of TS36.331.  A text proposal for TS36.331 is provided in Annex A.1.  

Proposal#2: It is proposed that the UE has a choice of generating or not KeNB and RRC related keys when Null algorithms are used for ciphering and Integrity protection during initial security activation.
One further scenario for emergency call origination is that the unauthenticated UE may be authenticated by the HLR during the emergency call.  In this case, there are 2 options:

· Do not initiate security procedure and the UE continues with Null algorithms. 
· Perform re-keying procedure with algorithm change based on an intra-cell handover procedure. During Re-keying, the MME will send the S1 UE Context Modification Request including the KeNB in the Security Key IE to the eNodeB.  Upon receiving the S1 UE Context Modification Request with Security Key IE, the eNodeB will need to trigger the AS security algorithm selection to select algorithms for ciphering and integrity protection (if previously Null algorithms are used) and use the KeNB to generate the respective RRC ciphering and integrity protection keys.  In the RRCConnectionReconfiguration message, it will contain the securityConfigurationHO with handoverType=intraLTE, securityAlgorithmConfig, keyChangeIndicator=TRUE and NCC=0.
Obviously Option 1 is the simplest.  However, this needs to be discussed in SA3 to decide which way to go.  Either way, there is no additional impact to RAN specification as the mechanism is already available to Option 2.
Conclusion#1:  In the situation when an unauthenticated UE is authenticated during the emergency call, the network can either not initiate the security procedure or just perform the re-keying procedure with algorithms change based on the intra-cell handover procedure. Either way, there is no additional impact to RAN specification.
We further look at the handover scenarios below to investigate the key related options.
2.2
Intra-LTE Handover
2.2.1
Intra-LTE X2 handover with IMS Emergency call
During X2 handover, the Source eNodeB sends the UE security context (i.e. UE security capability, KenB* and NCC) to the Target eNodeB.  Like in the S1 Initial Context Setup Request message, the AS Security Information IE (i.e. KenB* and NCC) is mandatory IE in the X2 Handover Request.  As proposed in the emergency call origination case [1], we again have a choice of either conditionally not send the KenB* IE in the AS Security Information IE or just pass a dummy KenB*. 
As for the NCC, it is given to the source eNodeB by the source MME during previous S1 or X2 handover. The NCC is provided to the target eNodeB so that the target eNodeB can include it in the RRCConnectionReconfiguration to be sent to the UE to be used to derive KenB*. 

During S1 Path Switch Request Acknowledge, the fresh (NH, NCC) pair is mandatory in Security Context IE to the target eNodeB. Again we have the choice of either conditionally not send NH IE in the Security Context IE or just pass a dummy NH. As for the NCC, NCC cannot be “dummy” and should be a valid value to allow the UE implementation the option of running the key generation procedure.
Proposal#3: To allow the UE implementation the option of running the key generation procedure, NCC cannot be “dummy” and should be a valid value during X2 and S1 handover.
In addition, in the X2 Handover Request, the source to target transparent container also contains the RRC Context IE which contains a shortMAC-I (token) for the target cell and may contain a list of KeNB* and shortMAC-I of cells within the target eNodeB prepared for the handover. The shortMAC-I for the target cell and the KeNB* and shortMAC-I of cells within the target eNodeB prepared for the handover (if present) are mandatory IEs.  Again, we have a choice of either conditionally not sent the KeNB* in the RRC Context IE or a dummy is passed instead.  

As for the shortMAC-I, the shortMAC-I is currently generated from the used integrity protection algorithm and this together with the source C-RNTI and source PCI form the ReestabUE-Identity.  If Null algorithm is used for integrity protection, it is proposed that the 16-bit of shortMAC-I is set to 0. 
Proposal#4: It is proposed that 16-bit shortMAC-I value is 0 when Null algorithm for integrity protection is used.
Further to the key handling, the RRCConnectionReconfiguration message will be sent to the UE with null algorithms for ciphering and integrity protection. Currently, in TS36.331, the UE needs to go through the step of generating the KeNB and the RRC related keys.  With null algorithm, the UE has a choice of generating or not KeNB and RRC related keys. This has impact to Section 5.3.5.4 (RRCConnectionReconfiguration with mobilityControlInfo) and Section 5.3.7.5 (RRCConnectionReestablishment) of TS36.331. A text proposal for TS36.331 is provided in Annex A.3.    

Proposal#5: It is proposed that the UE has a choice of generating or not KeNB and RRC related keys when Null algorithms are used for ciphering and Integrity protection during intra-LTE handover.

2.2.2
Intra-LTE S1 handover with IMS Emergency call

During S1 handover, the mandatory UE security capability IE (containing the ciphering and integrity protection algorithms supported by the UE) and Security Context IE (containing the fresh {NH,NCC} pair) are sent to the Target eNodeB. Again we have the choice of either conditionally not send NH IE in the Security Context IE or just pass a dummy NH.  As for the NCC, NCC cannot be “dummy” and should be a valid value to allow the UE implementation the option of running the key generation procedure.
2.2.3
Summary on the key related handling
From the analysis of the key related impact in emergency call origination and intra-LTE handover, the keys are used in the many places in the RAN specification: 
1. Emergency Call Origination

· S1 Initial Context Setup Request contains KenB

2. X2 Handover

· X2 Handover Request contains the KenB* and NCC

· Source to Target transparent container contains KenB*

· S1 Path Switch Request Acknowledge contains the {NH, NCC} pair

3. S1 Handover

· S1 Handover Request contains the {NH, NCC} pair

With the use of dummy keys, the impact to the signalling and specification can be minimised.  Hence:

Proposal#6: It is proposed to use dummy keys instead of making the related IEs optional for easing RAN signalling and specification impact.

The text proposal if dummy keys and values are used can be found in Annex A.4.

2.3 Inter-RAT Handover

2.3.1
Inter-RAT EUTRAN to UTRAN handover with IMS Emergency call
If security has been activated in EUTRAN with null algorithms, there are 2 options:

1. The security may also be activated in UTRAN with null algorithms and dummy keys.  Note that null algorithm for integrity protection and dummy key concept in UTRAN are not defined and would need to be specified in UTRAN Rel-9 specifications.
2. The other option is to stop security after handover to UTRAN.  
The first option follows the principle that security should not be stopped once started while the second follows the CS emergency call principle that security is not activated in UTRAN.  The following shows the way to implement with each option:

1. Security is continued after handover

If null integrity protection algorithm is defined for UTRAN as well, the Integrity Protection Information IE will be listed with Null algorithm as the preferred algorithm with possibly dummy integrity protection key and Encryption Information will be listed with “no encryption” as the preferred algorithm with dummy ciphering key. The chosen algorithms are then sent back to the SGSN via the RANAP Relocation Request Acknowledge message.  This will allow security to be continued in UTRAN with null algorithms. In S1 Handover Command and the RRC MobilityFromEUTRACommand message, the AS security information IEs are in the Target to Source transparent container (i.e. the RRC Handover to UTRAN Command).  If the ciphering algorithm is sent on the Handover to UTRAN Command, the ciphering (with no encryption) will start upon reception of the Handover to UTRAN Command.  The subsequent Security Mode Command will then start integrity protection with Null algorithm.  

2. Security is stopped after handover

In TS25.413, Integrity Protection Information IE and Encryption Information IE are optional in the RANAP Relocation Request message. To stop AS security, the SGSN will send neither of the IEs.  Also, the target RNC will not include Ciphering algorithm IE in the Target to Source transparent container (i.e. RRC Handover to UTRAN Command) and the RNC will then not autonomously send RRC Security Mode Command to start integrity protection. However, it is not clear to us whether the UE always expects RRC Security Mode Command after the handover for PS domain.
However, if it is a SRVCC handover to UTRAN (CS) for the emergency call, the first option may not be backward compatible as it would require the concept of integrity protection Null Algorithm.  The second option will need further investigation in the SRVCC support for IMS Emergency Call work item.
Proposal#7: It is proposed to discuss the following 2 options for EUTRAN to UTRAN (PS) handover or SRVCC handover from EUTRAN to UTRAN (CS):
· Security is continued after handover with Null algorithm and dummy keys

· Security is stopped after handover
The RRC MobilityFromEUTRACommand also includes the NAS Security Parameters from EUTRAN. The contents of this IE will have to be decided by CT1 depending on whether security is continued or stopped in UTRAN after the handover.
2.3.2
Inter-RAT UTRAN to EUTRAN handover with IMS Emergency call
If null integrity protection algorithm is defined for UMTS Rel-9, security may or may not be activated in UTRAN when the UE is in limited service mode.  

If security is activated in UTRAN (i.e. integrity protection Null algorithm is defined), the EUTRAN will continue the AS security and will use Null algorithms with dummy keys after the handover.  

If security is not activated in UTRAN (i.e. integrity protection Null algorithm is not defined), we need to analyse whether AS security can be activated with Null algorithm in EUTRAN during handover:

Currently, in the RAN specs, the S1 Handover Request to the eNodeB will contain the mandatory UE Security Capabilities IE, Security Context IE and NAS Security Parameters to EUTRAN.  The NAS Security Parameters to EUTRAN (containing KSI, NONCE, selected NAS security algorithm) is also sent in the RRCConnectionReconfiguration to the UE for the UE to derive the K’ASME and to inform UE the MME selected NAS algorithm.  According to TS24.301 Section 4.4.2.1, with the NAS Security Parameters to EUTRAN IE, the UE NAS generates the EPS security context which will in turn start the AS security.   The contents of this IE will have to be decided by CT1 when null algorithms are used.   The RRCConnectionReconfiguration also contains the AS Algorithms chosen by the target eNodeB. 
Proposal#8:  It is proposed that:

· If AS security is already activated with Null algorithms in UTRAN, the EUTRAN will continue the AS security and will use Null algorithms with dummy keys.  This is assuming that Integrity Protection Null algorithm and dummy key concept are defined for UMTS Rel-9. 
· If AS security is not activated in UTRAN, it can be activated once the RRCConnectionReconfiguration (Handover From UTRAN Command) is received with Null algorithms with dummy keys.
2.3.3
Inter-RAT EUTRAN to GERAN handover with IMS Emergency call
As GERAN does not support IMS Emergency call, SRVCC will need to be performed for the IMS Emergency call.  Again there are 2 options here as per Section 2.3.1.  Like in Section 2.3.1 on SRVCC from EUTRAN to UTRAN, the first option may not be backward compatible since this will involve using Security Mode Command without NAS key. 
Conclusion#2: Based on the above analysis, the only option is to stop security after handover for SRVCC from EUTRAN to GERAN.
2.3.4
Inter-RAT EUTRAN to HRPD/1X handover with IMS Emergency call
Since the RAN security keys/procedure for HRPD and 1X (in the case of SRVCC) is totally independent of the AS security keys/procedure for EUTRAN, HRPD and 1X will follow its own mechanism of handling unauthenticated UEs after the handover.  However, during the handover, the UE needs to indicate to the HRPD network that it is an emergency call so that authentication can be bypassed.  This needs to be discussed in SA2.

Conclusion#3: For EUTRAN to HRPD/IX handover with IMS Emergency call, there is no additional security requirement needed for RAN.

2.4 Handover from restricted area to non-restricted area

After the UE handover, the UE may find out that it has entered a non-restricted area (i.e. not in forbidden TA or RA) via tracking area/routing area update.

The issue here is whether the UE should perform normal Attach after handover to non-restricted area.  There are possibly 2 options:

1. UE is not allowed to normal Attach to the network

2. UE is allowed to normal Attach to the network

For 1, the UE will stay in limited service state and the security setup remains the same as before the handover.  For 2, the UE may have to go through the re-keying procedure with change of security algorithms based on the intra-cell handover procedure after the handover. Either way, there is no additional impact to RAN specification.  This needs to be discussed in SA2 first.
Conclusion#4:  When the UE handover to a non-restricted area, it can either normal Attach or not normal Attach to the network.  But in either way, it has no additional impact to RAN specification.
3 Conclusion
In this paper, we tried to analyse key handling for limited service mode UE, in particular how the key IEs need to be populated.  From the analysis of emergency call origination and intra-LTE handover scenarios, it is shown that using dummy keys in place of KeNB, KeNB* and {NH, NCC} pair when null algorithms are used will ease the signalling and specification impact.  Hence:
Proposal#6: It is proposed to use dummy keys instead of making the related IEs optional for easing RAN signalling and specification impact.

The following proposals are for emergency call origination:

Proposal#1: It is proposed that the 32-bit of MAC-I/XMAC-I field is set to 0 when Null algorithm is used for integrity protection.
Proposal#2: It is proposed that the UE has a choice of generating or not KeNB and RRC related keys when Null algorithms are used for ciphering and Integrity protection during initial security activation.

Conclusion#1:  In the situation when an unauthenticated UE is authenticated during the emergency call, the network can either not initiate the security procedure or just perform the re-keying procedure with algorithms change based on the intra-cell handover procedure. Either way, there is no additional impact to RAN specification.

The following proposals are for intra-LTE handover:

Proposal#3: To allow the UE implementation the option of running the key generation procedure, NCC cannot be “dummy” and should be a valid value during X2 and S1 handover.

Proposal#4: It is proposed that shortMAC-I value is 16bits of 0 when Null algorithm for integrity protection is used.

Proposal#5: It is proposed that the UE has a choice of generating or not KeNB and RRC related keys when Null algorithms are used for ciphering and Integrity protection during intra-LTE handover.

The following proposal is for EUTRAN to UTRAN handover:

Proposal#7: It is proposed to discuss the following 2 options for EUTRAN to UTRAN (PS) handover or SRVCC handover from EUTRAN to UTRAN (CS):

· Security is continued after handover with Null algorithm and dummy keys

· Security is stopped after handover

The following proposal is for UTRAN to EUTRAN handover:

Proposal#8:  It is proposed that:

· If AS security is already activated with Null algorithms in UTRAN, the EUTRAN will continue the AS security and will use Null algorithms with dummy keys.  This is assuming that Integrity Protection Null algorithm and dummy key concept is defined for UMTS Rel-9. 

· If AS security is not activated in UTRAN, it can be activated once the RRCConnectionReconfiguration (Handover From UTRAN Command) is received with Null algorithms with dummy keys.

The following proposal is for SRVCC handover from EUTRAN to GERAN:
Conclusion#2: Based on the above analysis, the only option is to stop security after handover for SRVCC from EUTRAN to GERAN.
The following proposal is for EUTRAN to HRPD/1X handover:

Conclusion#3: For EUTRAN to HRPD/IX handover with IMS Emergency call, there is no additional security requirement needed for RAN.

The following proposal is for handover from restricted area to non-restricted area:

Conclusion#4:  When the UE handover to a non-restricted area, it can either normal Attach or not normal Attach to the network.  But in either way, it has no additional impact to RAN specification.

The annex provides the text proposal.  ALU will be happy to provide formal CRs based on agreements in this meeting for the next meeting.
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Annex A: Text Proposal
A-1 Initial security activation (TS36.331)
5.3.1.2
Security

AS security comprises of the integrity protection of RRC signalling (SRBs) as well as the ciphering of RRC signalling (SRBs) and user data (DRBs).

RRC handles the configuration of the security parameters which are part of the AS configuration: the integrity protection algorithm, the ciphering algorithm and two parameters, namely the keyChangeIndicator and the nextHopChainingCount, which are used by the UE to determine the AS security keys upon handover and/ or connection re-establishment.

The integrity protection algorithm is common for signalling radio bearers SRB1 and SRB2. The ciphering algorithm is common for all radio bearers (i.e. SRB1, SRB2 and DRBs). Neither integrity protection nor ciphering applies for SRB0.

RRC integrity and ciphering are always activated together, i.e. in one message/ procedure. RRC integrity and ciphering are never de-activated. However, it is possible to switch to a ‘NULL’ ciphering algorithm (eea0) and ‘NULL’ integrity protection algorithm (eia0) with dummy security keys.  The dummy security keys is to ease signalling  and specification impact and can be set to value…...
NOTE 1:
UICC-less emergency calls are not supported in this release of the specification.

NOTE 2:
Lower layers discard RRC messages for which the integrity check has failed and indicate the integrity verification check failure to RRC.

The AS applies three different security keys: one for the integrity protection of RRC signalling (KRRCint), one for the ciphering of RRC signalling (KRRCenc) and one for the ciphering of user data (KUPenc). All three AS keys are derived from the KeNB key. The KeNB is based on the KASME key, which is handled by upper layers.
Upon connection establishment new AS keys are derived. No AS-parameters are exchanged to serve as inputs for the derivation of the new AS keys at connection establishment.

The integrity and ciphering of the RRC message used to perform handover is based on the security configuration used prior to the handover and is performed by the source eNB.

The integrity and ciphering algorithms can only be changed upon handover. The four AS keys (KeNB, KRRCint, KRRCenc and KUPenc) change upon every handover and connection re-establishment. The keyChangeIndicator is used upon handover and indicates whether the UE should use the keys associated with the latest available KASME key. The nextHopChainingCount parameter is used upon handover and connection re-establishment by the UE when deriving the new KeNB that is used to generate KRRCint, KRRCenc and KUPenc (see TS 33.401 [32]). An intra cell handover procedure may be used to change the keys in RRC_CONNECTED.

For each radio bearer an independent counter (COUNT, as specified in TS 36.323 [8]) is maintained for each direction. For each DRB, the COUNT is used as input for ciphering. For each SRB, the COUNT is used as input for both ciphering and integrity protection. It is not allowed to use the same COUNT value more than once for a given security key. In order to limit the signalling overhead, individual messages/ packets include a short sequence number (PDCP SN, as specified in TS 36.323 [8]). In addition, an overflow counter mechanism is used: the hyper frame number (TX_HFN and RX_HFN, as specified in TS 36.323 [8]). The HFN needs to be synchronized between the UE and the eNB. The eNB is responsible for avoiding reuse of the COUNT with the same RB identity and with the same KeNB, e.g. due to the transfer of large volumes of data, release and establishment of new RBs. In order to avoid such re-use, the eNB may e.g. use different RB identities for successive RB establishments, trigger an intra cell handover or an RRC_CONNECTED to RRC_IDLE to RRC_CONNECTED transition.

For each SRB, the value provided by RRC to lower layers to derive the 5-bit BEARER parameter used as input for ciphering and for integrity protection is the value of the corresponding srb-Identity with the MSBs padded with zeroes.
5.3.4
Initial security activation

5.3.4.1
General

…..

5.3.4.3
Reception of the SecurityModeCommand by the UE

The UE shall:

1>
derive the KeNB key, as specified in TS 33.401 [32];

1> derive the KRRCint key associated with the integrityProtAlgorithm indicated in the SecurityModeCommand message, as specified in TS 33.401 [32];

1>
request lower layers to verify the integrity protection of the SecurityModeCommand message, using the algorithm indicated by the integrityProtAlgorithm as included in the SecurityModeCommand message and the KRRCint key;

1>
if the SecurityModeCommand message passes the integrity protection check:

2> derive the KRRCenc key and the KUPenc key associated with the cipheringAlgorithm indicated in the SecurityModeCommand message, as specified in TS 33.401 [32];
2>
configure lower layers to apply integrity protection using the indicated algorithm and the KRRCint key immediately, i.e. integrity protection shall be applied to all subsequent messages received and sent by the UE, including the SecurityModeComplete message;

2>
configure lower layers to apply ciphering using the indicated algorithm, the KRRCenc key and the KUPenc key after completing the procedure, i.e. ciphering shall be applied to all subsequent messages received and sent by the UE, except for the SecurityModeComplete message which is sent unciphered;

2>
consider AS security to be activated;

2>
submit the SecurityModeComplete message to lower layers for transmission, upon which the procedure ends;

1>
else:

2>
continue using the configuration used prior to the reception of the SecurityModeCommand message, i.e. neither apply integrity protection nor ciphering.

2>
submit the SecurityModeFailure message to lower layers for transmission, upon which the procedure ends;

Note: If Null algorithm is used for integrity protection and ciphering, the derivation of the KeNB key, KRRCint key, KRRCenc key and the KUPenc key can be omitted by the UE.
A-2 MAC-I value when null integrity protection algorithm is used (TS36.323)
6.3.4
MAC-I

Length: 32 bits
The MAC-I field carries a message authentication code calculated as specified in subclause 5.7.

For control plane data that are not integrity protected, the MAC-I field is still present and should be padded with padding bits set to 0. If ‘EIA0’ is used, the 32-bit MAC-I field shall be set 0.   
A-3 RRC Connection Reconfiguration and Re-establishment
5.3.5
RRC connection reconfiguration

5.3.5.1
General

…….
5.3.5.4
Reception of an RRCConnectionReconfiguration including the mobilityControlInfo by the UE (handover)

If the RRCConnectionReconfiguration message includes the mobilityControlInfo and the UE is able to comply with the configuration included in this message, the UE shall:
1>
stop timer T310, if running;

1>
start timer T304 with the timer value set to t304, as included in the mobilityControlInfo;

1>
if the carrierFreq is included:

2>
consider the target cell to be one on the frequency indicated by the carrierFreq with a physical cell identity indicated by the targetPhysCellId;

1>
else:

2>
consider the target cell to be one on the current frequency with a physical cell identity indicated by the targetPhysCellId;

1>
start synchronising to the DL of the target cell;

NOTE 1:
The UE should perform the handover as soon as possible following the reception of the RRC message triggering the handover, which could be before confirming successful reception (HARQ and ARQ) of this message.

1>
reset MAC;

1>
re-establish PDCP for all RBs that are established;

NOTE 2:
The handling of the radio bearers after the successful completion of the PDCP re-establishment, e.g. the re-transmission of unacknowledged PDCP SDUs (as well as the associated status reporting), the handling of the SN and the HFN, is specified in TS 36.323 [8].

1>
re-establish RLC for all RBs that are established;

1>
apply the value of the newUE-Identity as the C-RNTI;

1>
 configure lower layers in accordance with the received radioResourceConfigCommon;

1>
if the RRCConnectionReconfiguration message includes the radioResourceConfigDedicated:

2>
perform the radio resource configuration procedure as specified in 5.3.10;

1>
if the keyChangeIndicator received in the securityConfigHO is set to TRUE:

2>
update the KeNB key based on the KASME key taken into use with the previous successful NAS SMC procedure, as specified in TS 33.401 [32];

1>
else:

2>
update the KeNB key based on the KASME key to which the current KeNB is associated, using the nextHopChainingCount value indicated in the securityConfigHO, as specified in TS 33.401 [32];

Note 3: If Null algorithm is used for integrity protection and ciphering, the derivation of the KeNB key can be omitted by the UE.
1>
store the nextHopChainingCount value;

1>
if the securityAlgorithmConfig is included in the securityConfigHO:

2>
derive the KRRCint key associated with the integrityProtAlgorithm, as specified in TS 33.401 [32];

2>
derive the KRRCenc key and the KUPenc key associated with the cipheringAlgorithm, as specified in TS 33.401 [32];
1>
else:

2>
derive the KRRCint key associated with the current integrity algorithm, as specified in TS 33.401 [32];

2>
derive the KRRCenc key and the KUPenc key associated with the current ciphering algorithm, as specified in TS 33.401 [32];
Note 4: If Null algorithm is used for integrity protection and ciphering, the derivation of the KRRCint key, KRRCenc key and the KUPenc key can be omitted by the UE.
1>
configure lower layers to apply the integrity protection algorithm and the KRRCint key, i.e. the integrity protection configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

1>
configure lower layers to apply the ciphering algorithm, the KRRCenc key and the KUPenc key, i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

1>
perform the measurement related actions as specified in 5.5.6.1;

1>
if the RRCConnectionReconfiguration message includes the measConfig:

2>
perform the measurement configuration procedure as specified in 5.5.2;

1>
submit the RRCConnectionReconfigurationComplete message to lower layers for transmission;

1>
if MAC successfully completes the random access procedure:

2>
stop timer T304;

· 2>
apply the parts of the configuration that do not require the UE to know the SFN of the target cell;
· 2>
apply the parts of the measurement and the radio resource configuration that require the UE to know the SFN of the target cell (e.g. measurement gaps, periodic CQI reporting, scheduling request configuration, sounding RS configuration), if any, upon acquiring the SFN of the target cell;

2>
the procedure ends;
NOTE 5:
The UE is not required to determine the SFN of the target cell by acquiring system information from that cell before performing RACH access in the target cell.

5.3.7
RRC connection re-establishment

5.3.7.1
General

….
5.3.7.4
Actions related to transmission of RRCConnectionReestablishmentRequest message

The UE shall set the contents of RRCConnectionReestablishmentRequest message as follows:

1>
set the ue-Identity as follows:

2>
set the c-RNTI to the C-RNTI used in the source cell (handover and mobility from E-UTRA failure) or used in the cell in which the trigger for the re-establishment occurred (other cases);

2>
set the physCellId to the physical cell identity of the source cell (handover and mobility from E-UTRA failure) or of the cell in which the trigger for the re-establishment occurred (other cases);

2> if SecurityAlgorithmConfig contains integrityProtAlgorithm = ‘eia0’, 
3> set the shortMAC-I to 0

2>
else set the shortMAC-I to the 16 least significant bits of the MAC-I calculated:

3>
over the ASN.1 encoded VarShortMAC-Input;

3>
with the KRRCint key and integrity protection algorithm that was used in the source cell (handover and mobility from E-UTRA failure) or of the cell in which the trigger for the re-establishment occurred (other cases); and

3>
with all input bits for COUNT, BEARER and DIRECTION set to binary ones;
1>
set the reestablishmentCause as follows:

2>
if the re-establishment procedure was initiated due to reconfiguration failure as specified in 5.3.5.5 (the UE is unable to comply with the reconfiguration):

3>
set the reestablishmentCause to the value ‘reconfigurationFailure’;

2>
else if the re-establishment procedure was initiated due to handover failure as specified in 5.3.5.6 (intra-LTE handover failure) or 5.4.3.5 (inter-RAT mobility from EUTRA failure):

3>
set the reestablishmentCause to the value ‘handoverFailure’;

2>
else:

3>
set the reestablishmentCause to the value ‘otherFailure’;

The UE shall submit the RRCConnectionReestablishmentRequest message to lower layers for transmission.

5.3.7.5
Reception of the RRCConnectionReestablishment by the UE

NOTE:
Prior to this, lower layer signalling is used to allocate a C-RNTI. For further details see TS 36.321 [6];

The UE shall:

1>
stop timer T301;

1>
re-establish PDCP for SRB1;

1>
re-establish RLC for SRB1;
1>
perform the radio resource configuration procedure in accordance with the received radioResourceConfigDedicated and as specified in 5.3.10;

1>
resume SRB1;

1>
update the KeNB key based on the KASME key to which the current KeNB is associated, using the nextHopChainingCount value indicated in the RRCConnectionReestablishment message, as specified in TS 33.401 [32];

1>
store the nextHopChainingCount value;

1>
derive the KRRCint key associated with the previously configured integrity algorithm, as specified in TS 33.401 [32];

1>
derive the KRRCenc key and the KUPenc key associated with the previously configured ciphering algorithm, as specified in TS 33.401 [32];

1>
configure lower layers to activate integrity protection using the previously configured algorithm and the KRRCint key immediately, i.e., integrity protection shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

1>
configure lower layers to apply ciphering using the previously configured algorithm, the KRRCenc key and the KUPenc key immediately, i.e., ciphering shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

1>
perform the measurement related actions as specified in 5.5.6.1;

1> submit the RRCConnectionReestablishmentComplete message to lower layers for transmission, upon which the procedure ends;
Note: If Null algorithm is used for integrity protection and ciphering, the derivation of the KeNB key, KRRCint key, KRRCenc key and the KUPenc key can be omitted by the UE.
A-4 Key handling (TS36.331)
10.3
Inter-node RRC information element definitions

……
–
ReestablishmentInfo
The ReestablishmentInfo IE contains information needed for the RRC connection re-establishment.

ReestablishmentInfo information element
-- ASN1START

ReestablishmentInfo ::=



SEQUENCE {


sourcePhysCellId




PhysCellId,


targetCellShortMAC-I



ShortMAC-I,


additionalReestabInfoList


AdditionalReestabInfoList



OPTIONAL,


...

}

AdditionalReestabInfoList ::=

SEQUENCE ( SIZE (1..maxReestabInfo) ) OF AdditionalReestabInfo

AdditionalReestabInfo ::=
SEQUENCE{


cellIdentity





CellIdentity,


key-eNodeB-Star




Key-eNodeB-Star,


shortMAC-I






ShortMAC-I

}

Key-eNodeB-Star ::=




BIT STRING (SIZE (256))

-- ASN1STOP

	ReestablishmentInfo field descriptions

	sourcePhyCellId

The physical cell identity of the source cell, used to determine the UE context in the target eNB at re-establishment.

	targetCellShortMAC-I

The ShortMAC-I for the handover target cell, in order for potential re-establishment to succeed.  If Null algorithm is used for integrity protection, the targetCellShortMAC-I shall be set to 0.

	additionalReestabInfoList

Contains a list of shortMAC-I and KeNB* for cells under control of the target eNB, required for potential re-establishment by the UE in these cells to succeed. If Null algorithm is used for integrity protection, shortMAC-I shall be set to 0.

	Key-eNodeB-Star

Parameter KeNB*: See TS 33.401 [32, 7.2.8.4].  If Null algorithms are used, the KeNB* is a dummy key.


