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Discussion
Objective of the Email Discussion

During the RAN2#65bis meeting the requirements for ETWS in UTRAN and alignment with ETWS in LTE was discussed in two contributions (R2-092079 and R2-092088). 
W.r.t. to the procedure requirements for ETWS primary notification with security (R2-092079), the following agreements were made:

Proposal 1:
Distinguish ETWS requirements for ETWS capable UEs and ETWS incapable UEs.

Proposal 2:
As a minimum requirement, all Rel-8 UEs shall be able to recognise the new ETWS PRIMARY NOTIFICATION WITH SECURITY message as a valid DL-DCCH-Message. An ETWS incapable UE need not act on this message type, only an ETWS capable UE need to implement the procedures associated with this message type.
Proposal 3:
Include the ETWS PRIMARY NOTIFICATION WITH SECURITY message in the group of messages where RRC integrity protection is not applied (25.331, sub-clause 8.5.10).

Proposal 4:
As a consequence of proposal 3, remove the IE "Integrity check info" from the tabular specification of the ETWS PRIMARY NOTIFICATION WITH SECURITY message.

When the UE receives the Primary Notification, and security is configured, the UE shall receive the ETWS PRIMARY NOTIFICATION WITH SECURITY message. The UE requirements to receive this ETWS security information is subject of this email discussion. More specifically proposals 5 and 6 described in R2-092079 are subject for this email discussion. 
Proposal 5:
ETWS capable UEs in idle mode and in connected mode, URA/CELL_PCH and CELL_FACH state, if the variable HS_DSCH_RECEPTION_GENERAL (FDD and 1.28 Mcps TDD) is set to FALSE, may apply FACH measurement occasions according to 25.331, sub-clause 8.5.11, when receiving CCCH during an ETWS alarm.

Proposal 6:
When an ETWS capable UE is monitoring HS-DSCH to receive an ETWS PRIMARY NOTIFICATION WITH SECURITY message during an ETWS alarm, a time division shall be applied between BCCH and CCCH, such that the UE is not required to monitor the H-RNTIs for both logical channels simultaneously.

 W.r.t. ETWS in UTRAN and alignment with ETWS approach in LTE (R2-092088), the following agreements were made: 
Proposal 7: Clarify that an ETWS capable UE camping on an acceptable cell in UTRAN shall receive the Primary Notification in the Paging Type 1 message. 

Proposal 8: Clarify that a ETWS capable UE in limited service state, camping on an acceptable cell in UTRAN,  shall also receive the Secondary Notification (via CBS).

Proposal 10: Clarify that in case security for ETWS is configured and the UE is in limited service state the UE shall receive the ETWS PRIMARY NOTIFICATION WITH SECURITY message on CCCH. 
Proposal 12: In case security is configured for the Primary Notification the UE shall receive ETWS PRIMARY NOTIFICATION WITH SECURITY message.

Proposal 14: No changes to CBS are required to enable security for Secondary Notifications.
Perhaps it should be noted that proposals 7, 8 and 10 are covered in the in principle agreed “Reception of ETWS notification in acceptable cell” contribution (R2-092503). Furthermore proposal 12 is covered in the contribution “Procedure requirements for ETWS primary notification with security” (R2-092086) that was for information only. Currently no contributions are planned for TS 23.041 “Technical realization of Cell Broadcast Service (CBS)” for additional security handling of the Secondary Notification.  
Please note that proposals 1 and 2 in R2-092088 are similar to proposals 1 and 2 in R2-092079. 

Proposals 3, 4, 5, 6, 9, 11, 13, 15, 16, 17 described in R2-092088 are subject for this email discussion. 
Proposal 3: A UE in CELL_FACH or CELL_DCH may not support reception of the Secondary Notification via CBS in UTRAN.
Proposal 4: If security is configured for ETWS, the UE shall forward the received ETWS security information to upper layers in UTRAN. 

Proposal 5: Support against replay attack of the Primary Notification is optional (i.e. use of ETWS timestamp information). Support against replay attack may use Network Information and Time Zone (NITZ) if provided by the network.
Proposal 6: Two pairs of Message Identifier and Service Number are stored in ETWS_DUPLICATE_DETECT_PARAM per PLMN for 3 hours
Proposal 9: Clarify that in case security for ETWS is configured and the ETWS capable UE is in limited service state the UE shall use the ETWS certificate associated with the PLMN identity indicated in MIB in UTRAN.  
Proposal 11: Clarify that a ETWS capable UE in limited service state shall use the PLMN identity indicated in MIB in UTRAN to apply duplicate detection (i.e. apply stored messageIdentifier and serialNumber for that PLMN).
Proposal 13: In case security is configured for the Primary Notification the UE shall not forward the ETWS information received in the Paging Type 1 message or SYSTEM INFORMATION CHANGE INDICATION message to upper layers or apply duplicate detection. Forwarding of the Primary Notification to upper layers is delayed until ETWS security information is received. 
Proposal 15: Inter-RAT duplicate detection may be applied in the upper layers (e.g. multi-RAT UE).
Proposal 16: The UE shall have CBS activated to receive ETWS CBS Messages for at least x hours after a Primary Notification has been received.

Proposal 17: Duplicate detection for ETWS CBS Messages, both RAT and inter-RAT (GSM-WCDMA), is left to UE implementation.

Please note that proposals 4 and 9 from R2-092079 are added to the proposals to be discussed according to the MoM of the HSPA session in RAN2#65bis. It is the understanding of the author of this document that these particular issues are not covered in the current ETWS specifications.
In the following chapters the conclusions from the email discussion on the proposals, described above in blue background color, are presented. Please note that the proposal for email discussion are re-numbered in the following chapers because the numbering from R2-092079 and R2-092088 overlap. 
1. ETWS security info not in Enhanced CELL_FACH
The working assumption is that ETWS capable UEs in idle mode, URA_PCH, CELL_PCH and CELL_FACH state, shall be able to receive the ETWS PRIMARY NOTIFICATION WITH SECURITY message simultaneously via CCCH. The purpose of using CCCH in this way is to minimise the number of ETWS PRIMARY NOTIFICATION WITH SECURITY message that need to be sent in a cell during an ETWS alarm.

In order to make this solution efficient, it is essential that the UE minimises the DRX periods during an ETWS alarm. The UE should be able to perform measurements also during an ETWS alarm situation. Therefore, measurement gaps need to be specified, in a way such that it is possible for the network to schedule the ETWS messages on CCCH, such that all the UEs are able to receive it eventually. When the network schedules the ETWS messages on CCCH, the network should honour the FACH measurement occasions.
Proposal 1:
ETWS capable UEs in idle mode, URA_PCH, CELL_PCH and CELL_FACH state, if the variable HS_DSCH_RECEPTION_GENERAL (FDD and 1.28 Mcps TDD) is set to FALSE, may apply FACH measurement occasions according to 25.331, sub-clause 8.5.11, when receiving CCCH during an ETWS alarm.
Further details need to be discussed, among which for how long the UE should have the CCCH configured to reliable receive the ETWS PRIMARY NOTIFICATION WITH SECURTY message. 
1.2 Summary of the Email Discussion

The companies that responded agreed with the need for FACH measurement occasions. 
There was a comment on the need to define these FACH measurement occasions for UEs with no C-RNTI allocated. Details of these FACH measurements occasions are covered in a separate contribution from Ericsson on the ETWS procedure text in 25.331 (R2-092882), i.e. it is proposed to continue the discussion with the review of that document.
1.3 Expressed Company positions and Conclusion
	Company
	Position/comments

	Ericsson
	The UE shall be able to perform FACH measurements to enable cell re-selection to enable reliable reception of ETWS security information.
If agreed this requirement can be included in the CR to 25.331 for the ETWS procedure requirements.

	NTT Docomo
	We agree with proposal 1.

	Huawei
	For UEs who does not have C-RNTI (in idle mode, URA_PCH, CELL_PCH and some CELL_FACH), currently there is no way for them to calculate FACH measurement occasion.

Methods is needed to be defined how to calculate FACH measurement occasion for those UEs who does not have valid C-RNTI.

It should be discussed in this case whether NodeB scheduling would consider FACH measurement occasion for ETWS on CCCH.


2. ETWS security info in Enhanced CELL_FACH
The topic of this discussion is the number of H-RNTIs the UE is required to monitor simultaneously, when the UE has HS-DSCH (and possibly E-DCH) configured in CELL_FACH state. The proposal is that there are no additional UE requirements, i.e. the UE shall be able to monitor two H-RNTIs. It is proposed that the UE would time multiplex between BCCH and CCCH monitoring. 
Proposal 2:
When an ETWS capable UE is monitoring HS-DSCH to receive an ETWS PRIMARY NOTIFICATION WITH SECURITY message during an ETWS alarm, a time division shall be applied between BCCH and CCCH, such that the UE is not required to monitor the H-RNTIs for both logical channels simultaneously.

Details on the multiplexing scheme need to be discussed further. 
2.2 Summary of the Email Discussion

The companies that responded agreed with having the UE monitor both logical channels simultaneously. 
The proposed time division scheme between BCCH and CCCH was not agreed, but there is a separate Ericsson contribution on the ETWS procedure text in 25.331 (R2-092882), i.e. it is proposed to continue the discussion with the review of that document.
2.3 Expressed Company positions and Conclusion

	Company
	Position/comments

	Ericsson
	In RAN2#65bis it was agreed that the UE complexity should not be increased for ETWS, i.e. the UE shall be able to monitor 2 H-RNTIs simultaneously. A time division scheme between BCCH and CCCH is proposed to enable the UE to monitor both logical channels simultaneously.  
If agreed this requirement can be included in the CR to 25.331 for the ETWS procedure requirements. 

	NTT Docomo
	We agree with proposal2.

	Huawei
	We agree that UE should monitor both lodical channels simultaneously, we are not sure if it should be discussed and clarified whether NodeB shall consider the time division scheme between scheduling BCCH and CCCH for ETWS.


3. Secondary Notifiaction in CELL_FACH/CELL_DCH
A UE in CELL_FACH or CELL_DCH does not support CBS. As a consequence when the UE is in CELL_FACH or CELL_DCH the UE does not receive the Secondary Notification.
Proposal 3: A UE in CELL_FACH or CELL_DCH may not support reception of the Secondary Notification via CBS in UTRAN.
3.2 Summary of the Email Discussion

The companies that responded agreed on posing no additional requirements on CBS, i.e. no support for reception of Secondary Notification in CELL_FACH and CELL_DCH.
3.3 Expressed Company positions and Conclusion

	Company
	Position/comments

	Ericsson
	The UE supports reception of Primary Notification in all UE states. In our opinion no additional requirements should be imposed on CBS to support ETWS. As a consequence the UE may not support Secondary Notification in CELL_FACH/CELL_DCH. ETWS deployment is assumed to include the Primary Notification, and ETWS deployment using Secondary Notification only has limitations. In most cases the UE may be assumed to leave CELL_FACH/CELL_DCH to receive the non-time critical and additional information included in the Secondary Notification eventually. 

No specification changes are needed if this is agreed.

	NTTdocomo
	We agree with Proposal3 and there is no additional requirement on CBS. For future expandancy, the Network may configure CELL_PCH /Idle for the UEs in CELL_FACH/DCH to receive Secondary Notification. Of cource how to configure CELL_PCH/Idle is performed by Rel8 legacy way.

	Huawei
	We agree that “no additional requirements should be imposed on CBS to support ETWS”. For the Secondary Notification, we suggest to leave flexibility for the network to decide the suitable state for transmission, say, in case of heavy cell load,.


4. Forwarding of ETWS security info to upper layers
In the current procedure text for handling of ETWS information received by the UE (see section 8.6.8a.1 in 25.331), the UE only forwards the Warning Type to upper layers. To align with the LTE approach, the UE should forward the received security info, when security is configured. 
Proposal 4: If security is configured for ETWS, the UE shall forward the received ETWS security information to upper layers in UTRAN. 

See also proposal proposal 9. 
4.2 Summary of the Email Discussion

The companies that responded agreed on forwarding the ETWS security information to upper layers, when security is configured. 
This function is covered in a separate Ericsson contribution on the ETWS procedure text in 25.331 (R2-092882).

4.3 Expressed Company positions and Conclusion

	Company
	Position/comments

	Ericsson
	Alignment with LTE is preferred, i.e. the UE shall forward the received security info. In case security is configured, but no security info is received within a certain time, the Warning Type info shall be provided to upper layers. 

If agreed this requirement can be included in the CR to 25.331 for the ETWS procedure requirements.

	NTTdocomo
	We agree with proposal4.

	Huawei
	We agree with proposal4. Maybe we should clarify that in case security is configured, how UE upper layer would handle the received warning type info without security info, accept or discard?


5. Handing of security timestamp info
In case security is configured the timestamp can be used to protect against a replay attack. If available, this protection could make use of the time information provided by the network during registration (NITZ). The timestamp is included in the security information received by the UE and forwarded to upper layers.
Proposal 5: Support against replay attack of the Primary Notification is optional (i.e. use of ETWS timestamp information). Support against replay attack may use Network Information and Time Zone (NITZ) if provided by the network.
5.2 Summary of the Email Discussion

The companies that responded agreed with forwarding the security information to upper layer, i.e. handling of ETWS timestamp information is out of scope of RAN2. 
This function is covered in a separate Ericsson contribution on the ETWS procedure text in 25.331 (R2-092882).
5.3 Expressed Company positions and Conclusion

	Company
	Position/comments

	Ericsson
	In case it is agreed to forward the received security info to upper layers (proposal 4), this issue is out of scope of RAN2.

	NTTdocomo
	We agree with proposal5. This issue is out of scope of RAN2.

	Huawei
	No strong opinion. 


6. Duplicate detection Primary Notification
The storage of at least two pairs may prevent forwarding of duplicates after cell re-selection in case the transmission of Primary Notifications at the cell level is not synchronized (R2-090422). This may for example happen when the target cell still transmits an old version of the Primary Notification, while a new version of the Primary Notification has already been received in the source cell and forwarded to upper layers. Currently a single pair of Message Identifier and Serial Number are stored in the UE.
Proposal 6: Two pairs of Message Identifier and Serial Number are stored in ETWS_DUPLICATE_DETECT_PARAM per PLMN for 3 hours

6.2 Summary of the Email Discussion

Two companies indicated to prefer alignment with LTE, while one company expressed no strong opinion.
In a separate contribution (R2-092882 on procedure text for ETWS in 25.331) it is proposed to store two pairs of <Message Identifier, Serial Number>.

6.3 Expressed Company positions and Conclusion

	Company
	Position/comments

	Ericsson
	No strong opinion on this issue, i.e. not sure if the use case for supporting two pairs, as described in R2-090422, is strong enough to carry this requirement. In any case alignment with LTE is preferred. 

As a side note we would like to mention that we do not see the need for the requirement to store the information per PLMN. Oflline discussion about this requirement have not revealed a strong use case for this so far. Furthermore it is unclear how many PLMNs the UE should support. 

	NTTdocomo
	To align with EUTRA, we agree with the Proposal 6. In Current 25.331, the UE stores only one pair of Message Identifier and Serial Number. We need to change it.
And we assume ‘how many PLMNs the UE should support” depends on the number of broadcasted PLMNs the UE can access. That may relate to Proposal 7 and 8.

	Huawei
	No strong opinion. 


7. Security handling limited service state
In case security is configured by the ETWS operator, the UE may be configured with a different ETWS certificate per PLMN. In normal service state, the UE shall apply the ETWS certificate associated with the registered PLMN. In limited service state the UE shall apply the PLMN identity indicated in the MIB in UTRAN.
Proposal 7: Clarify that in case security for ETWS is configured and the ETWS capable UE is in limited service state the UE shall use the ETWS certificate associated with the PLMN identity indicated in MIB in UTRAN.  
7.2 Summary of the Email Discussion

The companies that responded agreed that the UE shall use the PLMN Identity indicated in MIB, when the UE is in limited service state. 
7.3 Expressed Company positions and Conclusion

	Company
	Position/comments

	Ericsson
	By default the UE shall assume the PLMN Identity in the MIB. In case of shared network scenarios, the UE may apply the certificates associated with the networks in the Multiple PLMN List.
If it is agreed to provide the security info to upper layers, no RAN2 specification changes are required.

	NTTdocomo
	We agree with Proposal7

	Huawei
	We also agree with Proposal 7 in principle.
Some questions, maybe not the scope of RAN2: 
How many cerficates could UE store? 

In case of shared network scenarios, if UE has not stored the certificates for any of the PLMNs in the Multiple PLMN List, how would UE behave?


8. Duplicate detection limited service state
The UE stores messageIdentifier and serialNumber per PLMN, i.e. it needs to be clarified which PLMN the UE should assume for duplication detection in limited service state.

Proposal 8: Clarify that a ETWS capable UE in limited service state shall use the PLMN identity indicated in MIB in UTRAN to apply duplicate detection (i.e. apply stored messageIdentifier and serialNumber for that PLMN).
8.2 Summary of the Email Discussion

Not all companies that responded agreed that the UE shall use the PLMN Identity indicated in MIB to perform duplication detection, especially in case of shared networks.

Ericsson has a separate contributiont to discuss duplicate detection in relation to the PLMN (R2-092880). 
8.3 Expressed Company positions and Conclusion

	Company
	Position/comments

	Ericsson
	The UE shall assume the PLMN Identity in the MIB (and not consider other indicated PLMNs in case of shared networks). 
If agreed this requirement can be included in the CR to 25.331 for the ETWS procedure requirements.

	NTTdocomo
	We agree with Proposal8

	Huawei
	Seems that proposal 8 is not fully aligned with proposal 7 in case of shared networks.
By default the UE shall perform duplicate detection with the PLMN Identity in the MIB. In case of shared network scenarios, UE shall perform duplicate detection with the stored variables ETWS_DUPLICATE_DETECT_PARAM  for per PLMN in the Multiple PLMN List.


9. Reception and forwarding of ETWS security info
In case security is configured, it is proposed to forward the security info, together with the Warning Type information. 
Proposal 9: In case security is configured for the Primary Notification the UE shall not forward the ETWS information received in the Paging Type 1 message or SYSTEM INFORMATION CHANGE INDICATION message to upper layers or apply duplicate detection. Forwarding of the Primary Notification to upper layers is delayed until ETWS security information is received. 
In case no security info is received, the UE should send an indicatotion to upper layers that security info is missing.
9.2 Summary of the Email Discussion

The companies that responded either agreed with delaying the forwarding of ETWS information until the security info is received, or did not have a strong opinion. This aspect is covered in a separated contribution on the procedure text for ETWS in 25.331 (R2-092882). 
9.3 Expressed Company positions and Conclusion

	Company
	Position/comments

	Ericsson
	In case security is configured there is no purpose for the upper layers to receive the warning information prior to the security information. In case no security information is received after a certain time, the warning information without security info should be forwarded to upper layers.

This requirement can be included in the CR to 25.331 for the ETWS procedure requirements.

	NTTdocomo
	We agree with the Proposai9. Of cource ETWS security parameters are optional, and operators are allowed to choose Primary Notification is conveyed without Security Parameters as fast as possible, rather than to set ETWS security parameters. 

	Huawei
	We have no strong opinion that if ETWS security parameters are optional.


10. Inter-RAT duplicate detection
Duplicates may be forwarded to upper layers, in certain scenarios with RAT changes. However these cases are assumed to occur only rarely. In case inter-RATE duplicate detection is deemed necessary, this may be supported in the upper layers (not necessarily NAS layer). 
Proposal 10: Inter-RAT duplicate detection may be applied in the upper layers (e.g. multi-RAT UE).
10.2 Summary of the Email Discussion

The companies that responded agreed that inter-RAT duplicate detection may be applied in upper layers.
10.3 Expressed Company positions and Conclusion

	Company
	Position/comments

	Ericsson
	Inter-RAT duplicate detection can be left to UE implementation, i.e. Message Identifier and Serial Number are forwarded to upper layers (section 8.6.8a.1 in 25.331).

	NTTdocomo
	We agree with Proposal10. We assume it was already agreed in RAN2 joint session, and current specifiation (25.331) is enough.

	Huawei
	We share the same understanding as NTT Docomo.


11. CBS activation time for Secondary Notification
After the UE has received the Primary Notification the UE shall activate CBS to receive the ETWS CBS Messages (i.e. Secondary Notifications). To save battery consumption, a ETWS capable UE is not required to have CBS activated continuously, but only after the Primary Notification has been received. 
Further discussion may be needed on the time period for which the UE should have CBS activated. 
Proposal 11: The UE shall have CBS activated to receive ETWS CBS Messages for at least x hours after a Primary Notification has been received.

11.2 Summary of the Email Discussion

One company indicated that these requirements are already covered in 23.041. However this would imply that the UE would continue to receive updates of the Secondary Notification continuously after the Primary Notification has been received. This might be an unnecessary wast of batteries. It is proposed to further discuss this issue in the RAN2#66 meeting.
Ericsson provided a draft LS to CT1 and draft procedure text to 23.041, in case it is agreed to allow the UE to deactive CBS after some time. 
11.3 Expressed Company positions and Conclusion

	Company
	Position/comments

	Ericsson
	The CBS repetition period may range from 1.883 sec. until 1024 times 1.883 sec (~32 min). It is proposed to have CBS activated for at least the maximum CBS repetition period. 

This requirement can be captured in 23.041 section 9.1.2 "UMTS RAN" where it is already specified: 

Alternatively, when emergency messages (e.g ETWS message etc.) are to be sent, the following message flow applies. In this case, the paging message with emergency indication can invoke mobile terminals to start receiving CBS messages without MMI.

	NTTdocomo
	We assume that how to receive (ETWS) CBS Messages shall depend on current CBS specification.
STEP 1) Setting BCCH modification info in PAGING Type1, the UE shall look at changed System Information Block.
STEP 2) Setting CBS DRX Level 1 information in SIB5/5bis, the UE shall listen to (ETWS) CBS message on CTCH.
And it satisfies the requirement in 23.041. We assume it is not necessary to change the Spec.

	Huawei
	We are considering this issue.


12. Duplicate detection for ETWS CBS Messages
ETWS CBS Messages include Message-Identifier and Serial-Number enabling duplication detection of Secondary Notifications. In CBS specifications 23.041 and 25.324 no specific duplication detection requirements are specified. However it is the understanding that a sensible UE implementation makes proper use of this information. 
Proposal 12: Duplicate detection for ETWS CBS Messages, both RAT and inter-RAT (GSM-WCDMA), is left to UE implementation.

12.2 Summary of the Email Discussion

The companies that responded agreed that the requirements for duplicate detection of CBS messages are sufficiently covered in 23.041.
12.3 Expressed Company positions and Conclusion

	Company
	Position/comments

	Ericsson
	In UMTS the CBS message is uniquely identified by the triplet <Message Identifier, Serial Number, Cell Identifier>, i.e. the CBS message has a geographical scope (23.041). More specifically it is the Update Number (4 bits) within the Serial Number that is incremented for each new CBS message. It is our understanding that no new requirements need to be imposed on CBS requirements to support ETWS.

	NTT Docomo
	We agree with the Proposal12. Duplicate detection function in BMC (Section 9.4 in 25.324) shall be performed when the UE receives ETWS CBS Message, which is already captured in the Spec. It is not necessary to change the Spec of BMC. 

	Huawei
	We share the same understanding as NTT Docomo.


Conclusions of the Email Discussion

A limited number of companies have provided feedback on this email discussion. Based on this feedback only preliminary conclusions are drawn, and based on that a wayforward is proposed. In RAN2#66 any concerns of companies that have not responded yet, could still be considered.
For the preliminary conclusions it is referred to the individual sections of the document. 

















































































































































































































































