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1
Introduction and Background
In RAN2#65 [3] was presented and dicussed, identifying an issue with ciphering that can occur when a user RAB is mapped onto UM RLC in mobility and radio link failure scenarios, and proposing a solution to cover all of these problematic scenarios. 

This was discussed with input from various companies, and the discussion continued by email with further input from a few companies, details of which are in Annex A. 
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Discussion

The focus of many comments was on the RLF scenario, and that existing RLF mechanism can already be used in most circumstances, however the existing RLF mechanism does not cover the mobility scenarios discussed (hard handover failure and fallback, inter-system handover failure and fallback) and is not sufficient to detect RLF during some CPC configurations within 2.56s, after which time the ciphering problem can occur. A NW detection mechanism may not detect problems in the DL in these cases (NW can only monitor UL activity), therefore the proposed solution includes an additional UE detection mechanism for monitoring downlink. Some more explaination of the reasons why the existing RLF mechanism is not sufficient is covered in Annex A, and in [3].

Even though some companies concern is that this is a rare case, given that the effect this problem has on the end-user experience (garbled noise due to incorrect ciphering + user must end call) we see this as an extremely important issue to solve even if it was rare. This ciphering issue is something that is seen in the field under some mobility scenarios in some networks today with speech applications. This problem can be overcome with the proposed solution for CS-HSPA.
A UE implementation dependant solution is not optimal as this would not ensure consistent behaviour across different vendors. If this is under the control of the NW the value can be enabled or not anabled depending on NW configuration, and the value can be optimised for specific deployment scenarios.

3
Proposal

It is therefore proposed:

Proposal 1: Define a new timer to use with RLC UM for detection of data reception failure. 

Proposal 2: Extend Cell Update cause “radio link failure” to be triggered on detection of UM RLC data reception failure. Extend Cell Update Confirm actions to include UM RLC re-establishment

Proposal 3: A new IE should be added to the UM RLC configuration, to optionally enable the data reception failure timer with a configurable value. Explicit UM RLC re-estabslihment at Cell Update Confirm would be performed if the timer is configured. 
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From: Martin Brian.2 (Nokia-D/Southwood) 
Sent: 19 February 2009 16:43
To: 3GPP_TSG_RAN_WG2@LIST.ETSI.ORG
Subject: Re: [65.9]: Email discussion for handling of RLC UM error and ciphering issue during CS-HSPA
Dear Sven + All,
 

Thanks for all of the comments. I think the discussion is useful for making some progress on this issue. 
 

It's quite clear that we cannot agree any CRs in this email discussion, as at least 2 companies wanted to take more time to consider. But, we'd like to continue the discussion in the next meeting. In case asn1 changes are required ( which we believe is the best solution ) then we will need to make non-critical extensions in asn1.
 

One main point to highlight is that this does not only address the problem with RLF, but also mobility with HHO fallback and ISHO fallback. 
 

Please also see some more comments in line below. 
 

Best Regards,
Brian.


From: ext Sven Ekemark H [mailto:sven.h.ekemark@ericsson.com] 
Sent: 19 February 2009 09:51
To: 3GPP_TSG_RAN_WG2@LIST.ETSI.ORG; Martin Brian.2 (Nokia-D/Southwood)
Subject: RE: [65.9]: Email discussion for handling of RLC UM error and ciphering issue during CS-HSPA
Dear Brian and all,

Please find some detailed comments within the original message below. However, the bottom line in our view is that the existing RLF detection should in most situations be sufficient to detect radio link quality problems that risk causing a de-synchronisation of the ciphering in RLC UM. It is not evident a new mechanism is required. However, if it is required (and a RAB using RLC UM may be more sensitive in this respect than a RAN using RLC AM) the knowledge about the appropriate timer settings, or whatever other criteria to we may use, is probably better on the UE side than in the RAN. Therefore, we do not believe a network configuration of these settings is necessarily the best solution. 

In our opinion, it would be premature to agree the CRs now. We believe that more information is needed to fully understand the cause of the problem. If this is a problem that appears at specific locations, what is the network coverage situation at those places, and how were the channels configured, etc. That kind of information may be needed to gather an understanding to correctly assess the problem.

If a new supervision is needed, a fixed timer of about 2.5 seconds is likely appropriate for CS-HSPA. It could probably also be applied by the UE without an explicit configuration from the NW side (configuration of CS-HSPA would be sufficient). In that way, it would also be possible to apply in early deployment, without causing compatibility problems.

If a more generic mechanism is needed, e.g. for PS VoIP of for various PS streaming services, the appropriate configuration of timers, counters or other mechanisms for this kind of supervision may depend on the type of service. The characteristics of the service is likely better know in the UE than in the RAN, therefore a local configuration within the UE might actually be the best solution also in those cases. We could characterise this as an "application dependent RLF detection", where the UE behaviour, when an RLF of this kind is detected, is the same as the behaviour when a RLF is detected today (i.e., a Cell Update).

Best regards,
Sven Ekemark, Ericsson



From: Brian Martin [mailto:brian.2.martin@NOKIA.COM] 
Sent: den 18 februari 2009 17:20
To: 3GPP_TSG_RAN_WG2@LIST.ETSI.ORG
Subject: Re: [65.9]: Email discussion for handling of RLC UM error and ciphering issue during CS-HSPA
Dear Vivek and All,
 

Thanks for the questions and comments, please see some answers below. 
 

Best Regards,
Brian.
 
 



From: ext Vivek Sharma [mailto:Vivek.Sharma@eu.nec.com] 
Sent: 18 February 2009 13:20
To: Martin Brian.2 (Nokia-D/Southwood); 3GPP_TSG_RAN_WG2@LIST.ETSI.ORG
Subject: RE: [65.9]: Email discussion for handling of RLC UM error and ciphering issue during CS-HSPA
Dear Brian,
 

Thanks for providing the CR and starting the discussion. Please find NEC comments.
we still think some discussion is required to conclude the solution proposed by Nokia.
 

 

Best regards
Vivek
NEC Corp
 



From: Brian Martin [mailto:brian.2.martin@NOKIA.COM] 
Sent: 17 February 2009 15:51
To: 3GPP_TSG_RAN_WG2@LIST.ETSI.ORG
Subject: [65.9]: Email discussion for handling of RLC UM error and ciphering issue during CS-HSPA
Dear All,

 

This email is indented to trigger ( a continuation ) of the discussion we had during last week's meeting, with regard to the ciphering problem caused by UM RLC data reception error + the proposed solution to the problem. 

 

As a reminder, we presented the discussion document R2-091502 which resulted in an interesting and useful discussion between various different companies. Many companies showed support for the reality of the problem being addressed and for the proposed solution. A few companies wanted to take more time to investigate + a number of questions and concerns were raised. 

 

The questions and concerns were discussed and can be seen in the meeting minutes, however as a reminder here are a few of the main concerns that we addressed: 

 

-- isn’t this a corner case ? 
We do not see this as a corner case, this is a real problem seen in existing networks today with some existing applications. We are aware that there are various scenarios in currently deployed NWs that cause the problem to occur. Even if this was a rare problem (which we believe it is not rare), it should still be addressed as the affect on the end-user experience is significant ( strange garbled noise can be perceived as worse than even dropped calls or a few seconds of silence ). This can be solved for CS-HSPA at least, and we have the possibility to extend usage to other applications using UM RLC (e.g. VoIP)

 

-- why can't existing RLF be used ? 
1. RL failure detection is based in F-DPCH BER and is not directly related to HARQ reliability.

 

2. There is a possibility of congestion in the network, or UE, that could prevent delivery of PDUs.

 

3. In 25.214 the L1  sync primitive is scaled by the amount of slots which contain TPC bits. This is basically the slots in which the UE transmits….

 

            UL_DTX_Active is TRUE (see section 6C) and the UE estimates the quality of the TPC fields of the F-DPCH from the serving HS-DSCH cell over the previous 240 slots in which the TPC symbols are known to be present to be worse than a threshold Qout. Qout is defined implicitly by the relevant tests in [7]. 

In CPC the UL DTX cycle2 can be 160 subframes and DTX burst 2 subframes. Which is equivalent to 6 slots in 480. 

So in the worst case the 240 slots can be extended over  240 * (480 / 6) slots  which is equivalent to  12.8 seconds

 

So the theoretical stretch of the L1 sync primitive can be huge and as MAC has no visibility of DL activity it can't rely on L1 to  detect RL failure is less than 1.28 secs.

 

[NEC] if UE has DTX cycle 2 of 160 msecs then do we still assume some AMR frames still transmitted?  If no,  then as mentioned during the meeting, considering SID of 160 msec and 127 RLC PDUs, ciphering problem will happen after 20 secs. is this correct understanding? I also think that congestion for voice traffic is rare in the networks or UE and even if it happens, this does not happen for such a long time. 
 

[Nokia] DTX-DRX doesn't prevent any data transmissions. We stop DTX-DRX operation for data transfer if it is necessary, so AMR frames are still transmitted. 

 The ciphering problem will happen after 2.56 sec not 20 sec. In case UE does not receive anything for >2560ms it is unknown whether 128 * 20ms voice frames have been missed, or if 16 * 160 SID frames have been missed. Shortly after this the ciphering problem can occur if either NW or UE wraps the RLC SN, and other side does not. This has a huge effect on the end user experience. 
About the congestion, we are talking about congestion in radio and  this is not a rare case.
[Ericsson] In our understanding, the existing RLF detection should normally be used to detect problems in the DL reception in the UE; therefore, we have to question the need for an additional mechanism with essentially the same purpose. As the RLF detection is based on the F-DPCH BER, it is true that it could be situations where the radio link quality of the F-DPCH is acceptable (preventing RLF detection), at the same time as the reception of the HS-DSCH very poor, such that the residual frame erasure rate after the HARQ processing is close to 100%, although this kind of situations should be quite extreme. However, we know that problems with deciphering failures do exist in networks, and this is a problem that may occur for other services, as well. It is not a specific problem for CS-HSPA. Hence, if RAN2 decides that a new mechanism is necessary to capture these problems, it should be generic enough to capture problems also for other services than CS-HSPA. A problem here is that the RAN in general has very little information, if any, about the characteristics (e.g., the expected SDU rate) of the data being transferred on a user RAB. It could therefore be better to configure the supervision from the receiving side, as the UE typically has a better understanding of the characteristics of the data to be received, at least at the "application layer".

 

[ Nokia ] The deciphering problem will occur not only due to RLF but also due to HHO fallback, ISHO fallback.   The timer solution will cope with all the cases.
 We agree with Ericsson that this problem is not a CS-HSPA specific problem but this is the 1st time to map a voice service on UM. In general, the quality requirement of the voice service is much higher than the other services' one.
 

-- is timer long enough to cover silence periods ? 
In CS-HSPA, even during silence periods, a SID frame is sent every 160ms. Please note that the Cell Update is not triggered on timer expiry, but rather when new data is received after timer expiry. The problem we are addressing is because the UE does not know after some period of no data, whether it has missed only a few SID frames, or missed >128 voice frames hence the possibility of ciphering problems. The proposed solution will work for CS-HSPA as it stands. For extension to other applications ( e.g. those applications with long "silent" periods with no SID ) some further optimisation may be required. By default, this timer is off therefore it does not need to be used for other applications than CS-HSPA until correct settings can be found.  

 

[NEC] RLC SN is not ciphered so UE can know how many frames are missed. Am i missing something here? 
 
[Nokia] If UE misses, for example, 129 PDUs and then receives the 130th PDU - UE doesn't know whether only 1 PDU was missed or if 129 PDU are missed. That's because RLC SN ranges from 0-127 and wraps. When RLC SN wraps then the HFN is incremented and that is used to determine the value of COUNT-C. If COUNT-C do not match in transmitter and receiver we have a problem.
[Ericsson] It is sufficient to receive one RLC SN in every 127-cycle to prevent a de-synchronisation of the cipher. If there is a continuous voice activity, the minimum drop-out to cause a failure of this kind is thus 2.5 seconds. If there are silent periods in DL, the required drop-out period is longer, because there are fewer increments of the RLC SN. (Consequently, the SID discussion seems quite irrelevant in this context. The worst case is a continuous DL voice activity. Anything else only prolongs the required drop-out period.) During these periods, the PDU loss rate has to be 100%, in order to cause a ciphering de-synchronisation. A complete loss of 2.5 seconds of continuous voice activity should be unlikely, given the fact that HARQ operation is normally configured for a residual loss rate significantly less than 1%. – The most appropriate timer value (if a timer is used), might be very different for different applications, because the expected SDU rate may be different for different services. For CS-HSPA, a timer value of 2.5 seconds should be appropriate. For other applications, other values might be used, depending on the maximum SDU rate. However, for a typical PS RAB, those characteristics are not known in the RAN. Configuration of the appropriate timer value from the NW side during RAB (or RB) setup might thus not be possible.

 

[ Nokia ] Yes, we agree with Ericsson that for silent periods we won't see deciphering problem within 2.56 sec. But we need to take into consideration the worst case (i.e. voice active period).  Please take into account not only RLF case but also HHO fallback and ISHO fallback case.
 

We believe it shouldn't be UE implementation dependent.
NW (and operator) should have control the configuration otherwise otherwise it's almost impossible to maintain multi vendor UE's voice service quality.
 

 -- can’t this problem be solved using a NW only solution ? 
We believe this cannot be solved using only a NW solution. UL and DL are independent therefore having UL only detection will not cover all cases. We do see the need for the NW to also be able to trigger re-establishment of UM RLC, and this this can already be achieved with existing specification, if the NW triggers a reconfiguration/cell update after a period of no data reception. We also think that a NW configurable timer in the UE is a more flexible solution than a hard-coded ( CS-HSPA specific ) timer, and this is the main reason for continuing the discussion by email, in case we can agree the asn1 changes necessary for this.

 

[NEC] we dont have strong opinion but we feel voice traffic is very much symmetric and any detection on UL is sufficient. 
We feel due to time duration involved (between 2.5 sec to 20 secs), there is not much difference from user perspective if call is released or call is re-established .  
 

[Nokia] It's very likely voice traffic is symmetric but it doesn't mean UL monitoring is enough to detect the ciphering problem in the DL. 

AMR voice data for uplink and downlink are independent so even if UE fails receiving DL data, UE still continues UL data transmission. Likewise opposite direction, therefore UL and DL need to be monitored separately. DL cannot, for example, be monitored by the NW checking HSDPA ACK/NACK. HSDPA ACK/NACK is terminated at NodeB so RNC doesn't know the DL data transfer status. In addition, if SRNS relocation takes place, NW cannot keep monitoring DL data transfer status. Therefore we believe the only way to detect such an issue in the DL is in the UE. 
[Ericsson] We agree that for RLC UM, the DL and UL directions are independent. Therefore, supervision of the UL does not necessarily detect a problem in the DL. However, we still believe the normal RLF detection should be sufficient to discover this problem in most cases.

 

[ Nokia ] Please take into account not only RLF case but also HHO fallback and ISHO fallback case. 
 

 The proposed solutions can be found in Tdocs: 

 

R2-091492 ( 25.322 part )
 

R2-091345 (25.331 hard-coded timer option)
 

R2-091346 (NW configurable timer option) 
 

If we can agree that the UE can trigger cell update based on detection of "no data" received, then we have a complete solution for UE triggered and NW triggered data error detection and recovery, which should improve the user experience somewhat by avoiding the garbled ciphering noise which can be caused. 

 

We understand that some companies may still want longer to study this, and therefore we are OK to come back to this at the next meeting, however please be aware it will be more difficult at this time to implement changes to asn1 ( although not impossible ). One other approach could be to agree asn1 parts and finalise the procedure at the next meeting. 

 

Please let me know if you have any further feedback, comments or questions. 

 

Best regards,

Brian.

 

Brian Martin
Mob: +44 7825 277198
email: brian.2.martin@nokia.com
 

NOKIA
www.nokia.com
 

Nokia UK Limited registered in England & Wales
Registered Number: 02212202
Registered Office: Nokia House, Summit Avenue, Southwood, Farnborough, Hampshire, GU14 0NG
 

The contents of this email are intended for the named addressee only. It contains information which may be confidential, legally privileged and protected by law. Unauthorised use, disclosure or copying of it may be unlawful. If you have received this email in error please notify us immediately by email and then delete the original email from your system. We make every effort to keep our network free from computer viruses however you should verify that this email and any attachment(s) are free of viruses as we can take no responsibility for any computer virus which might be transferred by way of this email.
 

 







