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1 Introduction

In this document security and duplicate detection issues for ETWS in WCDMA are discussed. In this context ETWS in WCDMA is compared with ETWS in LTE and GSM. It is assumed that it is desirable to have a common behaviour from the upper layer perspective, independent of the active RAT. 
In this document several proposals for alignment in WCMA are made. Although a single solution is proposed for each issue, it is not the intention to exclude other solutions.
2 Discussion
First the agreements for ETWS in LTE are discussed, and next the status in WCDMA is described. Different proposals for alignment with the ETWS solution in LTE are made. Finally the status in GSM is briefly mentioned, to anticipate potential alignment issues. 
2.1 ETWS in LTE

2.1.1 ETWS feature support

Deployment of ETWS warning system may depend on market requirements or national legislation. For LTE it is specified that a CSG capable UE shall support ETWS notifications when LTE is the active RAT (section 4.2.1 ‎[1]). 
Proposal 1: Clarify in UTRAN that only an ETWS capable UE is required to support reception of the Primary Notification in Paging Type 1 and SYSTEM INFORMATION CHANGE INDICATION message.  

Proposal 2: Clarify in UTRAN that only an ETWS capable UE is required to support ETWS security. More specifically a Rel-8 UE shall support reception ETWS PRIMARY NOTIFICATION WITH SECURITY message, but only an ETWS capable UE is required to forward the Primary Notification to the upper layers if no duplicate is detected. 
2.1.2 Supported UE states

The UE receives the Primary and Secondary Notification in all LTE UE states (Connected and Idle mode). In case there is an ETWS warning the Paging message includes an etws-Indication, indicating the Primary and Secondary Notifications in SIB10 and SIB11 respectively. The UE shall monitor the paging channel in both Idle and Connected mode, to trigger reception of SIB10 and SIB11. Furthermore SIB1 may indicate change in Notification information in SIB10 and SIB11.

Proposal 3: A UE in CELL_FACH or CELL_DCH may not support reception of the Secondary Notification via CBS in UTRAN. 
2.1.3 ETWS information forwarded to the upper layers

The Primary Notification in SIB10 in LTE includes warningType, warningSecurityInfo (optional), messageIdentifier and serialNumber. The Secondary Notification in SIB11 includes messageIdentifier, serialNumber, warningMessageSegmentType, warningMessageSegmentNumber, warningMessageSegment, and dataCodingScheme. 

After reception of the Primary Notification duplicate detection on the messageIdentifier and serialNumber is applied. In case no duplicate is detected, the warningType, warningSecurityInfo (if present), messageIdentifier and serialNumber are forwarded to the upper layers. 

The Secondary Notification may be received in several segments (e.g. in case of security). The UE shall re-assemble a complete Secondary Notification from a single cell, and only if no duplicate is detected, the (complete) warningMessage, messageIdentifier, serialNumber and dataCodingScheme are forwarded to the upper layers.

Proposal 4: If security is configured for ETWS, the UE shall forward the received ETWS security information to the upper layers in UTRAN. 
Proposal 5: Support against replay attack of the Primary Notification is optional (i.e. use of ETWS timestamp information). Support against replay attack may use Network Information and Time Zone (NITZ) if provided by the network.
2.1.4 Duplicate detection
The UE in LTE stores two pairs of messageIdentifier and serialNumber (for both Primary and Secondary Notification) per PLMN for 3 hours when the LTE RAT is active to enable duplicate detection. After duplicate detection, the warningType together with the messageIdentifier and serialNumber are forwarded to the upper layer to enable inter-RAT duplicate detection in the upper layers. 

The storage of at least two pairs may prevent forwarding of duplicates after cell re-selection in case the transmission of Primary Notifications at the cell level is not synchronized (R2-090422). This may for example happen when the target cell still transmits an old version of the Primary Notification, while a new version of the Primary Notification has already been received in the source cell and forwarded to the upper layers. 

Proposal 6: Two pairs of Message Identifier and Service Number are stored in ETWS_DUPLICATE_DETECT_PARAM per PLMN for 3 hours.

2.1.5 ETWS reception in limited service state

A UE in limited service, i.e. camping on an acceptable cell in E-UTRAN, is able to receive ETWS notifications (i.e. both Primary and Secondary Notifications included in SIB10 and 11 respectively). 

Proposal 7: Clarify that an ETWS capable UE camping on an acceptable cell in UTRAN shall receive the Primary Notification in the Paging Type 1 message. 

Proposal 8: Clarify that a ETWS capable UE in limited service state, camping on an acceptable cell in UTRAN,  shall also receive the Secondary Notification (via CBS).

In case security is configured by the ETWS operator, the UE may be configured with a different ETWS certificate per PLMN. In normal service state, the UE shall apply the ETWS certificate associated with the registered PLMN. In limited service state the UE shall apply the PLMN identity indicated in the MIB in UTRAN. 
Proposal 9: Clarify that in case security for ETWS is configured and the ETWS capable UE is in limited service state the UE shall use the ETWS certificate associated with the PLMN identity indicated in MIB in UTRAN.  

Proposal 10: Clarify that in case security for ETWS is configured and the UE is in limited service state the UE shall receive the ETWS PRIMARY NOTIFICATION WITH SECURITY message on CCCH. 
Proposal 11: Clarify that a ETWS capable UE in limited service state shall use the PLMN identity indicated in MIB in UTRAN to apply duplicate detection (i.e. apply stored messageIdentifier and serialNumber for that PLMN).
2.2 ETWS in WCDMA
The UE receives the Primary Notification in all UE states (Idle mode, URA_CPH, CELL_PCH, CELL_FACH and CELL_DCH). The UE receives the Secondary Notification in Idle mode URA_PCH and CELL_PCH, i.e. reception in other states may not be supported. See also section ‎2.1.2.
2.2.1 ETWS security
In case security for the Primary Notification has been configured by the ETWS provider, the UE shall receive the ETWS warning security information (including digital signature and timestamp) in the ETWS PRIMARY NOTIFICATION WITH SECURITY message.
Proposal 12: In case security is configured for the Primary Notification the UE shall receive ETWS PRIMARY NOTIFICATION WITH SECURITY message.

Proposal 13: In case security is configured for the Primary Notification the UE shall not forward the ETWS information received in the Paging Type 1 message or SYSTEM INFORMATION CHANGE INDICATION message to the upper layers or apply duplicate detection. Forwarding of the Primary Notification to the upper layers is delayed until ETWS security information is received. 
The Secondary Notification is received transparently via CBS in a CB Data message. The ETWS provider may include security info in the CB Data message to be applied by the receiving CBS client.

Proposal 14: No changes to CBS are required to enable security for Secondary Notifications.
2.2.2 Inter-RAT duplicate detection

In case no duplicate is detected, the received IE “ETWS” (i.e. Primary Notification including Warning Type, Message Identifier and Serial Number) is forwarded to the upper layers. This enables inter-RAT duplicate detection in the upper layers.
Proposal 15: Inter-RAT duplicate detection may be applied in the upper layers (e.g. multi-RAT UE).
2.2.3 Secondary Notification
After the UE has received the Primary Notification the UE shall activate CBS to receive the ETWS CBS Messages (i.e. Secondary Notifications). To save battery consumption, a ETWS capable UE is not required to have CBS activated continuously, but only after the Primary Notification has been received. 

ETWS CBS Messages include Message-Identifier and Serial-Number enabling duplication detection of Secondary Notifications. In CBS specifications 23.041 and 25.324 no specific duplication detection requirements are specified.
Proposal 16: The UE shall have CBS activated to receive ETWS CBS Messages for at least x hours after a Primary Notification has been received.
Proposal 17: Duplicate detection for ETWS CBS Messages, both RAT and inter-RAT (GSM-WCDMA), is left to UE implementation.
2.3 ETWS in GSM

It is not clear if ETWS (i.e. Primary Notification) will be supported in Rel-8 for GSM (GP-090525).
The draft technical proposal for ETWS in GSM does not include duplicate detection for the Primary Notification in the GSM RAT, but relies on upper layer / inter-RAT duplicate detection.

In case security is configured by the ETWS operator, security information is included in the Primary Notification message. 

Secondary Notifications are broadcasted via CBS in a similar way as for WCDMA. CBS reception is supported in Idle mode in GSM. 
3 Conclusion
Different issues w.r.t. security and duplicate detection for ETWS in WCDMA, especially concerning alignment with ETWS in LTE, have been identified. Furthermore different proposals have been described to address these issues. RAN2 is kindly requested to discuss these issues, and to agree on the expected UE behaviour for ETWS in WCDMA. These agreements are expected to require specification changes (e.g. 25.331, 25.304 and 23.041). Ericsson is happy to provide detailed CRs for the next meeting. 
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