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8.5.10
Integrity protection
If the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Started" then the UE shall:

1>
perform integrity protection (and integrity checking) on all RRC messages, with the following exceptions:

ETWS PRIMARY NOTIFICATION WITH SECURITY

HANDOVER TO UTRAN COMPLETE

MBMS ACCESS INFORMATION

MBMS COMMON P-T-M RB INFORMATION

MBMS CURRENT CELL P-T-M RB INFORMATION

MBMS GENERAL INFORMATION

MBMS MODIFIED SERVICES INFORMATION (MCCH only)
MBMS NEIGHBOURING CELL P-T-M RB INFORMATION

MBMS SCHEDULING INFORMATION

MBMS UNMODIFIED SERVICES INFORMATION

PAGING TYPE 1
PUSCH CAPACITY REQUEST

PHYSICAL SHARED CHANNEL ALLOCATION
RRC Connection Request

RRC Connection Setup

RRC Connection Setup Complete

RRC Connection Reject

RRC CONNECTION RELEASE (CCCH only)
SYSTEM INFORMATION

SYSTEM INFORMATION CHANGE INDICATION

TRANSPORT FORMAT COMBINATION CONTROL (TM DCCH only)

If the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Not started" then integrity protection (and integrity checking) shall not be performed on any RRC message.

For each signalling radio bearer, the UE shall use two RRC hyper frame numbers:

-
"Uplink RRC HFN";

-
"Downlink RRC HFN".

and two message sequence numbers:

-
"Uplink RRC Message sequence number";

-
"Downlink RRC Message sequence number".

The above information is stored in the variable INTEGRITY_PROTECTION_INFO per signalling radio bearer (RB0- RB4).

Upon the first activation of integrity protection for an RRC connection, UE and UTRAN initialise the "Uplink RRC Message sequence number" and "Downlink RRC Message sequence number" for all signalling radio bearers as specified in subclauses 8.6.3.5 and 8.5.10.1.

The RRC message sequence number (RRC SN) is incremented for every integrity protected RRC message.

If the IE "Integrity Protection Mode Info" is present in a received message, the UE shall:

1>
perform the actions in subclause 8.6.3.5 before proceeding with the integrity check of the received message.
8.6.8a
Other Information elements

8.6.8a.1
ETWS information

If RRC is configured from upper layers to receive primary notification for ETWS without security, and if the IE "ETWS information" is received in any message, an ETWS capable UE shall:

1>
if the variable ETWS_DUPLICATE_DETECT_PARAM is set:

2>

if the IE "Message Identifier" and the IE "Serial Number" included in the IE "ETWS information" have the same values as the corresponding IEs in the variable ETWS_DUPLICATE_DETECT_PARAM for this PLMN:

3>
discard the IE "ETWS information".

Editor:
What is the UE behaviour if the variable ETWS_DUPLICATE_DETECT_PARAM is set, but the IE "Message Identifier" or IE "Serial Number" has a different value than the corresponding IE in the variable for this PLMN. Is that captured by the following "otherwise" statement? – It must be the intention, but it is perhaps a bit unclear, procedure wise.
1>
otherwise:
2>
set the IE "Message Identifier" and IE "Serial Number" in the variable ETWS_DUPLICATE_DETECT_PARAM for this PLMN;

2>
forward the IE "ETWS information" to upper layers.

If RRC is configured from upper layers to receive primary notification for ETWS with security, and if the IE "ETWS information" is received in a PAGING TYPE 1 or in a SYSTEM INFORMATION CHANGE INDICATION message, an ETWS capable UE shall:
1>
temporarily suspend DRX operation for a period of [2] seconds;

1>
monitor CCCH and DCCH during the temporarily suspended DRX operation.

Editor:
The requirements regarding the suspended DRX operation are vague and need to be further clarified. Different requirements may apply depending on the RRC state of the UE and if the UE is configured with the "enhanced CELL_FACH" features on HS-DSCH. A better place for these requirements should be considered.

In CELL_FACH: monitor CCCH and DCCH except when the UE performs measurements according to 8.5.11. (Also 8.5.49 may need to be considered.)

In CELL_PCH and URA_PCH: ... (measurement gaps needed for measurements as in CELL_FACH; if the variable HS_DSCH_RECEPTION_GENERAL is set to TRUE, the UE may omit monitoring CCCH in frames where BCCH (via HS-DSCH) shall be monitored).
If RRC is configured from upper layers to receive primary notification for ETWS with security, and if the IE "ETWS information" is received in an ETWS PRIMARY NOTIFICATION WITH SECURITY message, an ETWS capable UE shall:

1>
if the IE "ETWS warning security information" is included in the ETWS PRIMARY NOTIFICATION WITH SECURITY message:

2>
if the variable ETWS_DUPLICATE_DETECT_PARAM is set, and if the IE "Message Identifier" and the IE "Serial Number" included in the IE "ETWS information" have the same values as the corresponding IEs in the variable ETWS_DUPLICATE_DETECT_PARAM for this PLMN:

2>
discard the IE "ETWS information".

2>
otherwise:

3>
set the IE "Message Identifier" and IE "Serial Number" in the variable ETWS_DUPLICATE_DETECT_PARAM for this PLMN;

3>
forward the IE "ETWS information" and the IE "ETWS warning security information" to upper layers.

1>
if the IE "ETWS warning security information" is not included in the ETWS PRIMARY NOTIFICATION WITH SECURITY message:

2>
discard the IE "ETWS information".
If the IE "ETWS information" is received in an ETWS PRIMARY NOTIFICATION WITH SECURITY message, an ETWS incapable UE shall ignore this message.
Editor:
The procedure on receipt of the ETWS PRIMARY NOTIFICATION WITH SECURITY message is outline here, building on the existing procedure for the IE "ETWS information". However, it would perhaps be more appropriate to have an ETWS primary notification procedure specified in sub-clause 8.1 with the top level requirements and use this sub-clause mainly for the duplication detection part. – To be further considered.
10.2.12a
ETWS PRIMARY NOTIFICATION WITH SECURITY

This message is used by UTRAN to send ETWS information together with warning security information to the UE.
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