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Discussion and decision
1. Introduction

UE behaviour in case of integrity check failure is captured in the RRC specification [1] as follows. 
1>
If the SecurityModeCommand message passes the integrity protection check:

…..
1>
else:

2>
continue using the configuration used prior to the reception of the SecurityModeCommand message, i.e. neither apply integrity protection nor ciphering.
2>
submit the SecurityModeFailure message to lower layers for transmission, upon which the procedure ends.
It is common understanding that the network is allowed to send integrity protected / ciphered RRC Connection Reconfiguration message without waiting for the response message for Security Mode Command. It is not clear how the UE can treat the subsequent integrity protected message after the integrity protection check fails for the Security Mode Command message.
2. Discussion

Interaction between RRC and PDCP layer at initial security activation has been discussed quite extensively. Although it is left to implementation how this interaction is realized, the general idea is that PDCP layer keeps the RRC Connection Reconfiguration message on hold until Security Mode Command has been processed by RRC.
In case of integrity check failure for Security Mode Command, it is obvious that the RRC Connection Reconfiguration message should not be treated as a valid message by RRC. However there does not seem to be a clean way of somehow discarding the RRC Connection Reconfiguration message currently in the specifications.
This actually means that the UE would not be able to process the subsequent DL messages. The network can not even release the RRC connection because a RRC Connection Release message can not reach the RRC layer. Given that integrity check failure for this particular message is very rare event, the following alternative can be considered.
Alternative 1: UE autonomous release
In this solution, the UE enters idle mode autonomously. We consider that the delivery of Security Mode Failure should be somehow ensured e.g. by the UE waiting for L2 acknowledgement.

Alternative 2: UE discards RRC Connection Reconfiguration message
In more general, the UE discards all the unprocessed messages in the UE upon detecting integrity protection check failure for Security Mode Command. The intention is to allow the network to release the RRC connection. We consider re-initiating the security activation procedure is not straightforward after this situation has occurred.
The alternative 2 can not completely avoid the problem. This is because it is guaranteed that the subsequent message is always buffered in the UE PDCP at the time the UE detects integrity protection check failure for Security Mode Command. It is not clear what the correct UE behaviour would be when the RRC Connection Reconfiguration message is delivered to PDCP after the “flushing” of messages in the PDCP has been carried out.
Disallowing the network to send an RRC Connection Reconfiguration message without waiting for the response message for Security Mode Command can solve the problem. However we have not considered this as an option due to implications to the c-plane latency.
The alternative 1 seems to be contradicting the guidance that SA3 has given to RAN2, that is, the UE should not react on a message failing security.  However the usage of Security Mode Command is limited to the RRC connection establishment procedure and availability of Security Mode Failure message would ease the identification of the problem.

Our preference is to adopt the alternative 1 for its simplicity and robustness.

 Proposal 1:
The UE enters idle mode autonomously at integrity protection check failure for Security Mode Command. The delivery of Security Mode Failure should be ensured in the same way as RRC Connection Release Complete.

3. Related minor correction

An indication from lower layer about integrity check failure is one of the triggers for RRC connection re-establishment procedure. It is our understanding that this is not applicable to the integrity check failure for the message activating security. Indeed, with the current RRC design, it should not be possible to perform mobility procedure before security activation.
Proposal 2:
To clarify the integrity check failure in the section 5.3.7.2 of [1] is for other messages than Security Mode Command

4. Conclusion

This document discussed issues with regard to the integrity check failure for Security Mode Command
. The following proposals were made based on the analysis given in this document.
Proposal 1:
The UE enters idle mode autonomously at integrity protection check failure for Security Mode Command. The delivery of Security Mode Failure should be ensured in the same way as RRC Connection Release Complete.

Proposal 2:
To clarify the integrity check failure in the section 5.3.7.2 of [1] is for other messages than Security Mode Command

RAN2 is kindly asked to discuss the issues. A corresponding CR is provided in [2].
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