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1          Introduction
In LTE Rel-8, emergency call is not established in Rel-8 LTE cell because the EPS cannot handle IMS emergency call. With the network supporting IMS emergency call in Rel-9, the PS capable UE may now initiate emergency call and PS & CS capable UE can also attempt emergency call on the PS domain other than on the CS domain.
In this paper, we analyse the UE in RRC_IDLE and emergency call origination from RRC_IDLE or in RRC_CONNECTED.
2         Discussion
2.1
UE in RRC_IDLE

2.1.1
UE is in “Camped normally” state (i.e. camped on a suitable cell)
1. If a Rel-9 UE camps on a suitable LTE cell and the network supports IMS emergency call, the UE may initiate IMS emergency call on the cell.
2. If a Rel-9 UE camps on a suitable LTE cell and the network does not support IMS emergency call, a CS capable UE can make emergency call via the CS domain (e.g. via CSFB). If CS fallback is not supported by the network, the UE should reselect to a cell of any supported RAT which allows emergency call to be made either in PS or CS domain.

2.1.2
UE is in “Camped on any cell” (i.e. camped on an acceptable cell because there is no USIM or can’t find suitable LTE cell or location registration failed)

1. If a UE camps on an acceptable LTE cell (due to USIM-less or reject cause = #12, #15 and #25) and the network supports IMS emergency call, the UE may continue to camp on the cell (until a suitable cell is found) and initiate IMS emergency call on the cell when an emergency number has been dialled.

2. If a UE camps on an acceptable LTE cell (due to USIM-less or reject cause = #12, #15 and #25) and the network does not support IMS emergency call, the UE may find any cell of any RAT that supports emergency call over IMS or CS domain (i.e. any cell of another RAT that provides access to CS domain or any other LTE/UTRAN acceptable cell that may support IMS emergency call).

Condition#1: The UE in limited service state can in Rel-9 make emergency call in an acceptable LTE cell if the network supports IMS emergency call.

Condition#2: In the case where IMS emergency call is not supported by the network but supported by the UE in “Camped on any cell” state, the UE should select an acceptable cell of any RAT that supports emergency call in CS or PS domain.
Based on above analysis, the specification is impacted as follows:
1. Emergency Support Indication is required to inform the UE about the network capability to support IMS emergency calls.  The different methods of indication will be analysed in [2].

2. While the UE is in limited service mode, the UE should select an acceptable cell of any RAT that can support emergency call, not just CS domain.  A text proposal is provided in Annex A.
2.2
Emergency Call Origination
2.2 1
UE in Normal mode (if camped on a suitable cell in RRC_IDLE or the UE is in RRC_CONNECTED) with IMS emergency call supported by the network
If the UE is registered with the IMS, the UE will perform an emergency PDN Connectivity Request to request for an emergency PDN.  This will in turn trigger the MME to setup the IMS emergency default bearer. While establishing the default bearer for the IMS emergency call, the emergency call will be set up in the same way as a normal call except that the call gets special handling (e.g. MME indicates to EUTRAN that it is an emergency call via, e.g. a special ARP) to prioritise.

2.2.2
UE in Normal mode (if camped on a suitable cell in RRC_IDLE or UE in RRC_CONNECTED) with IMS emergency call not supported by the network
In this case, the UE should behave as though it is a Rel-8 UE (See also [3]).
2.2.3
UE in Limited service mode (i.e. if camped on an acceptable cell in RRC_IDLE) with IMS emergency call supported by the network
According to [10], the UE will perform an emergency Attach Request to request for an emergency PDN.  This will in turn trigger the MME to setup the IMS emergency default bearer.  The S1AP message Initial Context Setup Request message will contain the E-RAB context associated with the IMS emergency default bearer. 
There was already some form of “agreement” that the security procedures will be used also for emergency calls and to define Null algorithm for emergency calls.  However, for the key related security IEs, that may not need to be signalled for UICC less emergency calls.  This means there are two options:

1) Make them conditional for emergency calls.   This will potentially involve additional complexity in terms of specification (capturing the conditions) and special handling for emergency calls in terms of these IEs
2) Use some form of “dummy” or pre-specified keys.  This will allow the signalling of security IEs as with normal calls and needs no special handling in the AS.  In fact, it should be possible to make the emergency calls “transparent” to the AS in terms of security handling.
This is however dependent on other groups (CT1, SA3, RAN3) as well.
Initial analysis of call set up procedure shows no RAN2 IEs but only S1-AP IEs (as shown in Annex C).  But there would be RAN2 impact as well on this when mobility is also considered (ALU intends to provide more detailed analysis of the mobility scenario for the next meeting).
We have introduced this topic for further consideration by other companies given the short time available for the completion of this WI, and the dependency on the other groups.

Condition#3:  If the UE is limited service state, the UE security context is not known to the network.  In this case, the eNodeB shall use the Null algorithm for AS ciphering and integrity protection but special handling will be required.
It is proposed to consider the possibility of using “dummy” or pre-specified keys for protocol simplification for UICC less UEs.

The impact on the specification is in Annex B.
3
Conclusion
It is proposed to discuss the paper and to agree on the impacts as follows:
Condition#1: The UE in limited service state can in Rel-9 make emergency call in an acceptable LTE cell if the network supports IMS emergency call.
Condition#2: The UE in limited service state due to USIM-less or no suitable LTE cell or location registration failure (reject cause = #12, #15 and #25) can now make emergency call in an acceptable LTE cell if the cell supports IMS emergency call.

Condition#3:  If the UE is limited service state, the UE security context is not known to the network.  In this case, the eNodeB shall use the Null algorithm for AS ciphering and integrity protection.  
It is proposed to consider the possibility of using “dummy” or pre-specified keys for protocol simplification for UICC less UEs.

The annex provides the text proposal. The different approaches of Emergency Support Indication are to be discussed in [2].  ALU will be happy to provide formal CRs based on agreements in this meeting for the next meeting.
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ANNEX A
For Condition#2, the following section in TS36.304 needs to be updated:
5.2.9
Camped on Any Cell state
In this state, the UE shall perform the following tasks:

-
select and monitor the indicated paging channels of the cell as specified in clause 7;

-
monitor relevant System Information as specified in [3];

-
perform necessary measurements for the cell reselection evaluation procedure;

-
Execute the cell reselection evaluation process on the following occasions/triggers:

1)
UE internal triggers, so as to meet performance as specified in [10];

2)
When information on the BCCH used for the cell reselection evaluation procedure has been modified;

· regularly attempt to find a suitable cell trying all frequencies of all RATs that are supported by the UE. If a suitable cell is found, UE shall move to camped normally state;
· if the UE supports CS voice services, the UE should select an acceptable cell of any supported RAT which provides access to the CS domain. if the UE and/or the cell does not support IMS Emergency call, the UE should select an acceptable cell of any supported RAT which supports emergency call. 
ANNEX B
For Condition#3, the following section in TS36.331 needs to be updated:
5.3.1.2
Security

AS security comprises of the integrity protection of RRC signalling as well as the encryption of RRC signalling and user data. 

RRC handles the configuration of the security parameters which are part of the AS configuration: the integrity protection algorithm, the ciphering algorithm and two parameters, namely the keyChangeIndicator and the nextHopChainingCount, which are used by the UE to determine the AS security keys upon handover and/ or connection re-establishment.

The integrity protection algorithm is common for signalling radio bearers SRB1 and SRB2. The ciphering algorithm is common for all radio bearers (i.e. SRB1, SRB2 and DRBs). Neither integrity protection nor ciphering applies for SRB0.

RRC integrity and ciphering are always activated together, i.e. in one message/ procedure. RRC integrity and ciphering are never de-activated. However, it is possible to switch to a ‘NULL’ ciphering algorithm (eea0) and ‘NULL’ integrity protection algorithm (eia0) [on condition that SA3 agrees to the ‘NULL’ integrity protection algorithm]. Use of a ‘NULL’ integrity protection algorithm is FFS.
NOTE 1
Security is always activated although in some cases a ‘NULL’ algorithm may be used, e.g. in case of UICC-less emergency calls

NOTE 2
Lower layers discard RRC messages for which the integrity check has failed and indicate the integrity verification check failure to RRC.

The AS applies three different security keys: one for the integrity protection of RRC signalling (KRRCint), one for the encryption of RRC signalling (KRRCenc) and one for the encryption of user data (KUPenc). All three AS keys are derived from the KeNB  key.

Upon connection establishment new AS keys are derived. No AS-parameters are exchanged to serve as inputs for the derivation of the new AS keys.

The integrity and ciphering of the RRC message used to perform handover is based on the security configuration used prior to the handover and is performed by the source eNB.

The integrity and ciphering algorithms can only be changed upon handover. The four AS keys (KeNB, KRRCint, KRRCenc and KUPenc) change upon every handover and connection re-establishment. The keyChangeIndicator is used upon handover and indicates whether the UE should use the keys associated with the latest available KASME key. The nextHopChainingCount parameter is used upon handover and connection re-establishment by the UE when deriving the new KeNB that is used to generate KRRCint, KRRCenc and KUPenc (see [32]). An intra cell handover procedure may be used to change the keys in RRC_CONNECTED.

For each radio bearer an independent counter (COUNT, as specified in TS 36.323 [8]) is maintained. For each DRB, the COUNT is used as input for ciphering. For each SRB, the COUNT is used as input for both ciphering and integrity protection. It is not allowed to use the same COUNT value more than once for a given security key. In order to limit the signalling overhead, individual messages/ packets include a short sequence number (SN). In addition, an overflow counter mechanism is used: the hyper frame number (HFN). The HFN needs to be synchronized between the UE and the eNB. The eNB is responsible for avoiding reuse of the COUNT with the same RB identity and with the same KeNB, e.g. due to the transfer of large volumes of data, release and establishment of new RBs. In order to avoid such re-use, the eNB may e.g. use different RB identities for successive RB establishments, trigger an intra cell handover or an RRC_CONNECTED to RRC_IDLE to RRC_CONNECTED transition.
ANNEX C
The UE security context IEs are highlighted in S1-AP Initial UE Context Setup Request below:

9.1.4.1
INITIAL CONTEXT SETUP REQUEST

This message is sent by the MME to request a setup of a UE context.
Direction: MME ( eNB
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.1.1
	
	YES
	reject

	MME UE S1AP ID 
	M
	
	9.2.3.3
	
	YES
	reject

	eNB UE S1AP ID 
	M
	
	9.2.3.4
	
	YES
	reject

	UE Aggregate Maximum Bit Rate
	M
	
	9.2.1.20
	
	YES
	reject

	E-RAB to Be Setup List
	M
	
	
	
	YES
	reject

	> E-RAB to Be Setup Item IEs
	
	1 to <maxnoofE-RABs>
	
	
	EACH
	reject

	>>E-RAB ID
	M
	
	9.2.1.2
	
	-
	

	>>E-RAB Level QoS Parameters
	M
	
	9.2.1.15
	 Includes necessary QoS parameters
	-
	

	>>Transport Layer Address
	M
	
	9.2.2.1
	
	-
	

	>> GTP TEID
	M
	
	9.2.2.2
	
	-
	

	>> NAS-PDU
	O
	
	9.2.3.5
	
	YES
	ignore

	UE Security Capabilities
	M
	
	9.2.1.40
	
	YES
	reject

	Security Key
	M
	
	9.2.1.41
	The KeNB is provided after the key-generation in the MME, see [15]
	YES
	reject

	Trace Activation
	O
	
	9.2.1.4
	
	YES
	ignore

	Handover Restriction List
	O
	
	9.2.1.22


	
	YES
	ignore

	UE Radio Capability
	O
	
	9.2.1.27
	
	YES
	ignore

	Subscriber Profile ID for RAT/Frequency priority
	O
	
	9.2.1.39
	
	YES
	ignore

	CS Fallback Indicator
	O
	
	9.2.3.21
	
	YES
	reject

	SRVCC operation possible
	O
	
	9.2.1.58
	
	YES
	ignore


