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1
Introduction
An early version of a draft CR to introduce the UE procedures for the reception of the ETWS primary notification with security configured is provided in Tdoc R2-092086 for information. In this document, certain considerations regarding those procedures are discussed.
A related discussion is provided in Tdoc R2-092088, also from Ericsson.

2
Discussion

2.1
ETWS capable UE

In the ETWS discussion, it is a bit unclear whether ETWS is considered a mandatory feature for a Rel-8 UE, or if it is an optional feature. So far this has not been reflected in the RRC specification, which could be interpreted such that the intention is to have a mandatory feature (the current requirements are compulsory).
In fact, it could be expected that the requirement to support ETWS is market dependent, both with respect to the feature as such, and the particular set of warning types to be supported. On certain markets (or in certain regions), like Japan, it is reasonable to believe that ETWS supporting the warning types for earthquake and tsunami will be considered a binding requirement for a Rel-8 UE. On other markets, the risk of an earthquake or tsunami is negligible and a requirement to support those warning types is far from evident.

On the other hand, there may be a range of other applications for ETWS, where the authorities may need to send urgent alarms to the public in case of an imminent danger. However, until warning types for those kinds of disasters have been defined, requiring ETWS support in the UE would be overkill in regions where the warning types defined so far are not an issue.
From a specification point of view, it thus seems reasonable to distinguish ETWS capable UEs and ETWS incapable UEs.
Proposal 1:
Distinguish ETWS requirements for ETWS capable UEs and ETWS incapable UEs.

However, as a minimum requirement, an ETWS incapable UE shall be able to recognise the new ETWS PRIMARY NOTIFICATION WITH SECURITY message as a valid DL-DCCH-Message, as this is defined as a valid DL-DCCH-Message in Rel-8. An ETWS incapable UE shall not be required to act on the message, but it must not treat the message as an "Unknown or unforeseen message type", in the sense of unknown, unforeseen and erroneous protocol data [25.331 clause 9].
Proposal 2:
As a minimum requirement, all Rel-8 UEs shall be able to recognise the new ETWS PRIMARY NOTIFICATION WITH SECURITY message as a valid DL-DCCH-Message. An ETWS incapable UE need not act on this message type, only an ETWS capable UE need to implement the procedures associated with this message type.
2.2
Integrity protection

It is considered that the IE "ETWS warning security information" in the ETWS PRIMARY NOTIFICATION WITH SECURITY message does provide the integrity protection of the information conveyed in this message. Therefore, it should be unnecessary to apply the normal RRC integrity protection on this particular message.
Further more, when this message is sent on CCCH, the intention is that the message may reach large numbers of UEs in the very same transmission of the message. The message is in that sense a "broadcast message". However, if more than one UE shall receive the same transmission of the message, the current RRC integrity protection cannot be used, because the integrity protection is specific for each UE (or actually for each subscriber). If the RRC integrity protection is applied, the message has to be sent individually to each UE.

When the message is sent on DCCH, the RRC integrity protection could possibly be applied, but it is not considered as meaningful, as the message will be sent without integrity protection to the large number of UEs receiving it on CCCH.

Proposal 3:
Include the ETWS PRIMARY NOTIFICATION WITH SECURITY message in the group of messages where RRC integrity protection is not applied (25.331, sub-clause 8.5.10).

Proposal 4:
As a consequence of proposal 3, remove the IE "Integrity check info" from the tabular specification of the ETWS PRIMARY NOTIFICATION WITH SECURITY message.

NOTE:
The ASN.1 is not affected by proposal 3, as this IE is, de facto, included as an optional element in all the downlink CCCH and DCCH messages, irrespective whether it is needed or not. However, it should be removed from the tabular if RRC integrity protection is not applied on the message type.
An alternative solution is that RRC integrity protection is applied when the ETWS PRIMARY NOTIFICATION WITH SECURITY message is sent on DCCH, but excluded when the message is sent on CCCH.

2.3
Possible ETWS security issue

In the Email discussion [65.2; ETWS outside home PLMN] following the last meeting, a possible security issue was identified. So far, RAN2 has assumed that ETWS duplication detection is performed in RRC before an indication is sent to upper layers. However, when ETWS security is configured, the assumption is that the validation of the digital signature takes place in upper layers, i.e., after the duplication detection.
If ETWS is implemented in this way in the UE, there is a (theoretical) risk that an ETWS alarm is blocked, if an attacker manages to send a fraudulent ETWS PRIMARY NOTIFICATION WITH SECURITY message to the UE, including the correct "Message Identifier" and "Serial Number" values, but an invalid "ETWS warning security information", before the genuine ETWS PRIMARY NOTIFICATION WITH SECURITY message is received. In this situation, the genuine ETWS message is blocked by the duplication detection in RRC and does not reach upper layers.
Note that the "Message Identifier" and "Serial Number" values are transmitted on the paging channel and may be copied, e.g., from the PAGING TYPE 1 message for the purpose of an attack of this kind.

A simple way to avoid this threat would be to perform the ETWS duplication only on ETWS PRIMARY NOTIFICATION WITH SECURITY message after the verification of the digital signature. A fraudulent message would then not be considered for duplication detection. However, the implication of such solution is either that RRC should not perform the ETWS duplication detection in this case, or that the verification of the digital signature should be modelled as an RRC operation to perform before the duplication detection.

It is proposed that RAN2 discusses if the possible security threat described herein is a problem for the ETWS feature, and if so, that RAN2 considers possible counter measures to avoid the threat. Liaising with other working groups (e.g., SA2, SA3, CT1 and GERAN2) may be required on this issue.
2.4
ETWS non-DRX behaviour

The working assumption is that ETWS capable UEs in idle mode and in connected mode, URA_PCH, CELL_PCH and CELL_FACH state, shall be able to receive the ETWS PRIMARY NOTIFICATION WITH SECURITY message simultaneously via CCCH. Alternatively, the network may send this message on DCCH, when DCCH is configured.
The purpose of using CCCH in this way is to minimise the number of ETWS PRIMARY NOTIFICATION WITH SECURITY message that need to be sent in a cell during an ETWS alarm.
In order to make this solution efficient, it is essential that the UE minimises the DRX periods during an ETWS alarm. However, some consideration is needed:

–
The UE should be able to perform measurements also during an ETWS alarm situation. Therefore, measurement gaps need to be specified, in a way such that it is possible for the network to schedule the ETWS messages on CCCH, such that all the UEs are able to receive it eventually.
–
When the UE is configured to receive BCCH (i.e., the SYSTEM INFORAMTION CHANGE INDICATION message) and DCCH via HS-DSCH, the UE is required to monitor both a BCCH specific H-RNTI and a dedicated H-RNTI. In order not to increase the number of H-RNTIs the UE shall monitor during an ETWS alarm, it has been proposed to apply a time division between BCCH and CCCH. If that principle is applied, it shall be specified when the UE monitors the BCCH specific H-RNTI and when it monitors the common H-RNTI.
In the case the UE is not configured for HS-DSCH reception in these protocol states, the solution should be straightforward.
Proposal 5:
ETWS capable UEs in idle mode and in connected mode, URA/CELL_PCH and CELL_FACH state, if the variable HS_DSCH_RECEPTION_GENERAL (FDD and 1.28 Mcps TDD) is set to FALSE, may apply FACH measurement occasions according to 25.331, sub-clause 8.5.11, when receiving CCCH during an ETWS alarm.

In the case the UE is configured for HS-DSCH reception, the problem appears to be more complex, depending on the connected mode state, whether "HS-DSCH paging system information" is configured, whether DRX is configured in CELL_FACH and whether E-DCH transmission is configured in CELL_FACH. Further study is needed to determine a clear solution for these configuration cases.
However, in order to take a small step forward, it is proposed to agree on the following proposal.

Proposal 6:
When an ETWS capable UE is monitoring HS-DSCH to receive an ETWS PRIMARY NOTIFICATION WITH SECURITY message during an ETWS alarm, a time division shall be applied between BCCH and CCCH, such that the UE is not required to monitor the H-RNTIs for both logical channels simultaneously.

The details of such time division, as well as the details for how the measurement occasions on HS-DSCH are arranged depending on UE configuration, need to be specified.

3
Conclusion
The RAN2 group is asked to consider the issues discussed in this document and to indicate decisions on the proposals 1 to 6 herein.
