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	1. It is common understanding that the network is allowed to send integrity protected / ciphered RRC Connection Reconfiguration message without waiting for the response message for Security Mode Command. It is not clear how the UE can treat the subsequent integrity protected message after the integrity protection check fails for the Security Mode Command message.
It is considered that recovery from this situation is very difficult and would cause other problems.

2. An indication from lower layer about integrity check failure is one of the triggers for RRC connection re-establishment procedure. But it is not applicable to the integrity check failure for the message activating security.
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	1. Section 5.3.4.3
It is proposed to specify that the UE shall enter idle mode at integrity check failure for Security Mode Command. The delivery of Security Mode Failure should be ensured in the same way as RRC Connection Release Complete.
2. Section 5.3.7.2
It is proposed to clarify that the integrity check failure in this section is for other messages than Security Mode Command.
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NOTE: The following is based on a draft version.
5.3.4.3
Reception of the SecurityModeCommand by the UE

The UE shall:

1>
derive the KeNB key, as specified in TS 33.401 [32];

1> derive the KRRCint key associated with the integrityProtAlgorithm indicated in the SecurityModeCommand message, as specified in TS 33.401 [32];

1>
request lower layers to verify the integrity protection of the SecurityModeCommand message, using the algorithm indicated by the integrityProtAlgorithm as included in the SecurityModeCommand message and the KRRCint key;
1>
if the SecurityModeCommand message passes the integrity protection check:

2> derive the KRRCenc key and the KUPenc key associated with the cipheringAlgorithm indicated in the SecurityModeCommand message, as specified in TS 33.401 [32];
2>
configure lower layers to apply integrity protection using the indicated algorithm and the KRRCint key immediately, i.e. integrity protection shall be applied to all subsequent messages received and sent by the UE, including the SecurityModeComplete message;

2>
configure lower layers to apply ciphering using the indicated algorithm, the KRRCenc key and the KUPenc key after completing the procedure, i.e. ciphering shall be applied to all subsequent messages received and sent by the UE, except for the SecurityModeComplete message which is sent unciphered;

2>
consider AS security to be activated;

2>
submit the SecurityModeComplete message to lower layers for transmission, upon which the procedure ends;

1>
else:

2>
continue using the configuration used prior to the reception of the SecurityModeCommand message, i.e. neither apply integrity protection nor ciphering.

2>
submit the SecurityModeFailure message to lower layers for transmission;
2>
delay the following action 60 ms from the moment the SecurityModeCommand message was received or optionally when lower layers indicate that the receipt of the SecurityModeFailure message has been successfully acknowledged, whichever is earlier;
2>
perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause ‘other’;
5.3.7.2
Initiation

The UE shall only initiate the procedure when AS security has been activated. The UE initiates the procedure when one of the following conditions is met:

1>
upon detecting radio link failure, in accordance with 5.3.11; or

1>
upon handover failure, in accordance with 5.3.5.6; or

1>
upon mobility from E-UTRA failure, in accordance with 5.4.3.5; or

1>
upon integrity check failure indication from lower layers for any other message than SecurityModeCommand; or

1>
upon an RRC connection reconfiguration failure, in accordance with 5.3.5.5;

Upon initiation of the procedure, the UE shall:

1>
stop timer T310, if running;

1>
start timer T311;

1> suspend all RBs except SRB0;

1>
reset MAC;

1>
apply the default physical channel configuration as specified in 9.2.4;

1>
apply the default semi-persistent scheduling configuration as specified in 9.2.3;

1>
apply the default MAC main configuration as specified in 9.2.2;

1>
perform cell selection in accordance with the cell selection process as specified in TS 36.304 [4];
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