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1
Introduction and Background
In RAN2#64bis [2] and [3] were presented, regarding the issues discovered with the specification of security handling on PS handover to UTRAN, and the email discussion initiated in order to collect comments and feedback on the proposed changes. Two companies in addition to the sourcing companies exchanged some comments and views (Annex A). The resulting CRs are provided in [4], [5], [6]. 
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Discussion

The handling of CS keys at inter-system handover to UTRAN requires continuity of keys; keys being used in the source RAN must be transferred to the destination RAN. This only becomes significant when the key set in use (key set that was stored on the USIM/SIM at the last successfully completed security control procedure) differs from the key set stored on the USIM/SIM at the point of the handover. This case can occur in what is typically referred to as ‘late AKA’.

There is however a difference to how keys are transferred in the NW side for CS and PS. In particular the PS key set to be used in the destination RAN originates from the SGSN and this key set is always the key set from the last AKA procedure. As such there is no issue for PS keys from ‘late AKA’. For the UE operation the PS key set to be used in the destination RAN after inter-system handover is simply the key set stored on the USIM/SIM at the point of the handover.

The way in which the PS keys are handled in the NW side, where the SGSN controls the relocation procedure, allows for the security in the destination RAN to not depend on the security operation in the source RAN. This means that the handover command can essentially act as a security control procedure for the PS domain. For example if ciphering is not active in GERAN then it can be activated in UTRAN by the handover to UTRAN command. Conversely if ciphering is active in GERAN it doesn’t have to be active after handover to UTRAN.

This understanding has been discussed and agreed by SA3 for the specification of LTE inter-system security handling.
This seems to also be the general understanding coming from email discussion comments (Annex A). 
3
Proposal

It is proposed:

1. That the above description for PS security is accepted as the correct operation.

2. TS 25.331 is aligned with the above. This will also align UTRAN with LTE inter-system specification.

3. The provided CRs for TS25.331 are agreed. These re-structure the inter-system security clauses, changes the handling for PS security and provides several fixes from the introduction of PS handover including the issue discussed above, and initialisation of UM and AM bearers.
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From: Martin Brian.2 (Nokia-D/Southwood) 
Sent: 04 February 2009 10:56
To: 3GPP_TSG_RAN_WG2@LIST.ETSI.ORG
Subject: Re: [64b: 5] PS handover to UTRAN
Dear Aziz, All,
 

The main issues are, as you say that PS is incorrectly copied from CS and therefore 25.331 is not aligned with 33.102 which takes into account the differences.  
 

In PS, ciphering in UTRA does not depend on whether ciphering was active in the previous RAT. Keys originate from SGSN and are those from the last AKA (i.e stored on USIM). In CS the key set used is transferred from the source to destination RAN, which becomes and issue in the case of late AKA. So the PS procedure if implemented as per the current specification does not work, because it is expected that the UE needs to use the keys transferred and not those from the last AKA.  
 

When PS HO was added, the text still specifies that if ciphering has been active in the previous RAT, then UE needs to calculate start values (i.e. implies that is is necessary to transfer keys from source to destination RAN) however this is not the case for PS as it is for CS. Unlike CS handover, it is valid for the NW not to include ciphering information, and deactivate ciphering even though it was active in the previous RAT - however the existing text does not cover this and therefore this procedure cannot work if following the existing specification. The current specification requires UE to calculate start values regardless of the IE "ciphering information" and therefore PS handover would result in an error condition if this took place. Similarly, ciphering can be activated by the NW in UTRA for the PS HO case, even if it was not active in the previous RAT however with the current specification UE would have to ignore that ciphering activation. 
 

Also, the current text does not take into account UM or AM RLC, which are valid RABs to handover. So ciphering for UM and AM RLC is not initialised on handover to UTRAN. There are a few other more minor errors also. 
 

Would you be able to explain how this will impact legacy UE? In our opinion this could not have been implemented according to the rel-6 specification + worked. The intention is to correct this also for rel-6, however another option is to correct from rel-7 and accept that PS handover is not usable in rel-6. 
 

best regards,
Brian
 

Brian Martin 
Mob: +44 7825 277198 
email: brian.2.martin@nokia.com 

NOKIA 
www.nokia.com 

Nokia UK Limited registered in England & Wales 
Registered Number: 02212202 
Registered Office: Nokia House, Summit Avenue, Southwood, Farnborough, Hampshire, GU14 0NG 

The contents of this email are intended for the named addressee only. It contains information which may be confidential, legally privileged and protected by law. Unauthorised use, disclosure or copying of it may be unlawful. If you have received this email in error please notify us immediately by email and then delete the original email from your system. We make every effort to keep our network free from computer viruses however you should verify that this email and any attachment(s) are free of viruses as we can take no responsibility for any computer virus which might be transferred by way of this email.
 



From: ext Aziz Gholmieh [mailto:aziz@qualcomm.com] 
Sent: 02 February 2009 19:24
To: Martin Brian.2 (Nokia-D/Southwood); sven.h.ekemark@ericsson.com; 3GPP_TSG_RAN_WG2@LIST.ETSI.ORG
Subject: Re: [64b: 5] PS handover to UTRAN
Dear Brian, Sven and all-

Thanks for initiating the email discussion and sorry for commenting so late. 

The fact is that although we agree with your reasoning that the security procedure for PS is basically a copy-paste from CS (and thus probably not the best procedure given key sets management is different between the two domains), we have to take into account the fact that this would impact legacy UEs. We understood from the discussion in RAN2#64bis that you intended to have release 6 CRs, is this accurate?

We have been trying to understand what is the impact of the existing procedure from a security point of view and couldn’t yet come to the conclusion that the procedure is broken. 

Could you please specifically point out what is the security impact, or why is the procedure broken? 

Best Regards-
Aziz


At 07:43 AM 1/30/2009, Brian Martin wrote:


Dear Sven + All,
 
Thank you for the valuable input. I attached an updated version of the CR including additional changes in response to your comments, and provide some comment inline below (to both emails). 
 
Note that not all of the editorial comments have been updated in the CR yet, I thought it would be better to provide an update with technical updates earlier + will try to have these in before submission. 
 
Best Regards,
Brian
 
 



From: ext Sven Ekemark H [ mailto:sven.h.ekemark@ericsson.com] 
Sent: 29 January 2009 16:24
To: 3GPP_TSG_RAN_WG2@LIST.ETSI.ORG; Martin Brian.2 (Nokia-D/Southwood)
Subject: RE: [64b: 5] PS handover to UTRAN

Dear Brian and RAN2,

As I expected, there were further comments pending internally. I am sorry for the late input in the discussion, but I think they are quite significant, so I hereby provide an addition to what I sent yesterday.

Please note, however, the opinion expressed here is based on what Ericsson understands as the intention of the security procedures. Some of these clarifications may however change the UE requirements with respect to both the CS and PS security procedures. In particular regarding the CS security procedure, this is a bit alarming and Ericsson has so far not a clear opinion whether those corrections are acceptable or not. Further internal investigation is needed before we can agree.

 

–     In the (new) NOTE 3, the text mention "in the other RAT" at two places. The reference to "the other RAT" is a bit unclear and misleading. In our understanding, the correct intention here is to refer to any previous RAT after entering connected mode, including UTRAN. It is possible to setup a call in UTRAN and activate ciphering, handover to GERAN, where ciphering is not active, and then handover back to UTRAN, and still the described behaviour referring to "the other RAT" is valid. A possible rewording of this part of the note could be:

NOTE 3:  If ciphering has been activated for the CS domain after entering connected mode (in UTRAN or GERAN), then during the first security mode control procedure following the Inter-RAT handover to UTRAN procedure, the UE activates integrity protection using the integrity key of the key set used. The term "key set used" denotes the key set that was stored on USIM/SIM at the last successfully completed RRC Security Mode Control (UTRAN), RR Cipher Mode Control procedure or GMM Authentication and Ciphering procedure (GERAN) after entering connected mode in UTRAN or GERAN. 

 

 NOK > This text 'in the other RAT' is not new text - it has always been there.  We're happy with the suggested change although   don't think it is critical.

 

–     The second part of this note contains the sentence where we had a question about the wording before (see the previous message in the thread). If we understand this part correctly, the intention is to describe the other case, i.e., that ciphering has not been activated for the CS domain after entering connected mode. The essential message here is that in this case, the key set stored in the USIM/SIM is activated at the first security mode control procedure. With that understanding, we agree that it might be reasonable to change the wording from "a subsequent" to "the first" SMC procedure (as you propose in the draft CR R2-090554). However, as this is always the case in the SMC procedure when new keys have been received, we would like to question whether this sentence is at all needed in this context. It should already be clear form the specification of the SMC procedure and this part of the note is thus not needed and can be deleted. It seems to cause more confusion than it explains. 

 

 NOK >  You are correct in  your understanding. The note is informative and provides information on how the first SMC is applied for the CS domain.  Our opinion is that it is better to keep the sentence for clarity.

 

–     A general remark on the former NOTE 2 (NOTE 2 and NOTE 3 in the draft CR) is that it contains some goods which are actually UE requirements, where the UE requirements regarding the security control are different from the typical UE requirements in the SMC procedure. It is actually not good to have that captured in a note; it should be specified in normative text as part of the inter-RAT handover to UTRAN procedure, if it is not already specified somewhere else.

 

 NOK > OK

 

–     The new NOTE 4 is not very well formulated, and at least the first sentence is in direct contradiction with the normative requirement in the paragraph just above:

1> If ciphering is indicated in the HANDOVER TO UTRAN COMMAND by the presence of the IE “Ciphering Algorithm”:

       The paragraph above clearly specifies that the IE “Ciphering Algorithm” is used to trigger certain actions in the inter-RAT handover to UTRAN procedure; it is not an indication of the state of the ciphering mode in the RAT before the procedure, which is implied in the NOTE 4. 

 NOK > The Note is there to imply requirements on the NW for how to decide when to include the IE because we are not able to place explicit requirements on the NW. For the CS RAB the NW should only include this IE if ciphering is already running in CS domain.

       The second part of this note partly seems to reflect an overall requirement that it shall be possible to perform the inter-RAT handover without interrupting the CS ciphering, and partly the fact that the technical realisation of that requirement is such that the "key set used" shall be used for the CS ciphering, if CS ciphering is activated (or continued) in the inter-RAT handover to UTRAN procedure (i.e., there is a dependency on the UE security state before the procedure).

       In our opinion, it is: 1) not necessary to reflect the overall requirement at all; it is the technical realisation that shall be specified; 2) the technical realisation shall be specified in normative text and not in a note. In fact, we believe the following paragraphs (down to the next level 1> paragraph) actually do specify the technical realisation, or at least intends to do so. Consequently, this note is unnecessary and should be removed. 

 NOK > This note clarifies something important.  It is not OK for the NW to stop CS ciphering (not provide the algorithm IE) in HOTU when it was running in GERAN. How should the UE interpret the following if ciphering was running in GERAN and no 'Ciphering Algorithm' is provided in the HOTU ? So this clarifies that "ciphering algorithm" has to be included in this case. We don't see this as a change of behaviour for CS, only a clarification to what should already happen today. 

1>  if ciphering has been activated in the radio access technology from which inter- RAT handover is performed:

............ 

 3>  apply the algorithm according to IE "Ciphering Algorithm" with the ciphering key of the key set used in the other RAT prior to handover and apply ciphering immediately upon reception of the HANDOVER TO UTRAN COMMAND.  

 

–     In the following extract:

2> for all radio bearers belonging to the "CS domain":

3> apply the algorithm according to IE "Ciphering Algorithm" with the ciphering key of the key set used in the other RAT prior to handover and apply ciphering immediately upon reception of the HANDOVER TO UTRAN COMMAND.

       we think a consistent use of terminology require that the phrase "the key set used in the other RAT prior to handover" should be replaced by just "the key set used". 

 

 NOK > OK 

 

–     The definition of the term "key set used" appears in both NOTE 3 and NOTE 5. It should be sufficient with one definition, in particular as those definitions are not exactly the same (!). One of them should be removed. 

 NOK > OK

 

–     Also the terminology in this definition is ambiguous. The following phrase is used: "... the key set that was stored on USIM/SIM at the last ...". Our understanding is that a new key set can be stored on the USIM/SIM (as part of the authentication procedure) prior to the SMC procedures mentioned in the definition, consequently the phrase "was stored" has to refer to the last value of the key set that was stored on the USIM/SIM prior to the SMC procedure and used by the RRC entity in the UE during that procedure. Just reading the sentence gives a different impression. Maybe the phrase "... the key set that was used in the last ..." would cause less confusion. (Please refer to 33.102, sub-clause 6.4.1, where the cipher key and integrity key setting are further specified.)

 

 NOK >  Although we though this was not ambiguous, the proposed text is also ok.

 

–     A more general remark (as indicated in the beginning of this message) is that some of the changes in the CR may impact existing CS security implementation. For instance, when it is proposed to replace:

1> if ciphering has been activated in the radio access technology from which inter- RAT handover is performed

       with:

1> If ciphering is indicated in the HANDOVER TO UTRAN COMMAND by the presence of the IE “Ciphering Algorithm”:

       then it depends on how the original sentence was interpreted whether this affect current CS implementation or not. Whether one agrees with this change or not, it does not alter the fact that there may be a number of existing UE implementations that do not comply with the new requirement. Before we can agree to this, we need to investigate what the situation is.

 NOK >    OK, the intention was to also cover the PS case which does not depend on previous ciphering status - the need to do PS ciphering is completely dependent on the presence of the IE 'Ciphering Algorithm' , whereas for CS it has to be included if ciphering was ongoing in the other RAT. Maybe we can split the phrase into CS and PS parts (see attached, highlighted in yellow) ?

 

BR // Sven Ekemark

 

 



From: Sven Ekemark H [ mailto:sven.h.ekemark@ERICSSON.COM] 
Sent: den 28 januari 2009 13:46
To: 3GPP_TSG_RAN_WG2@LIST.ETSI.ORG
Subject: Re: [64b: 5] PS handover to UTRAN

 

Dear Brian,

Thank you for initiating the discussion. I am still waiting for potentially more internal feedback on the proposed CR, but at least I have some first reactions:

–     In general, we are grateful for the initiative to clean up the security procedures related to the PS handover to UTRAN procedure, because there are apparently a number of issues to clarify and/or correct.

–     There is a question regarding the former NOTE 2, now split in NOTE 2 and NOTE 3. There is a sentence in that concerning the case when ciphering for the CS domain was not activated in the other RAT, where the proposal is to change the wording "at a subsequent security mode control procedure..." to "at the first security mode control procedure...". We do not understand why this wording is changed? – In our understanding, if ciphering was not activated in the other RAT, the IP may be activated in a first SMC following the handover, but the activation of the ciphering is typically triggered by NAS and may occur at a later point. The second part of the sentence mentions "ciphering and/or integrity protection". In order to be consistent, we would prefer keeping the present wording. 

NOK> OK - agree with the Ericsson understanding and it makes sense to keep the 'subsequent' wording. 

–     In the part of the new text dealing with the setup of SRBs: there is a bullet: 2> for the CN domain in variable “LATEST_CONFIGURED_CN_DOMAIN” set the IE “Status” in the variable “CIPHERING_STATUS” to “Started”. The same action is later repeated for the user RBs associated with the respective two CN domains; although in those cases it could be clarified for which CN domain the status is changed in each case. (Pretty obvious, perhaps, but it does not hurt to be clear.) – In fact, this means that the action will be performed twice for the CN domain in variable “LATEST_CONFIGURED_CN_DOMAIN”, but the end result should be correct (set to "Started" both times), so there is no harm in it. (It might simplify the specification text.) 

NOK> There needs to be 2 places for the setting of ciphering status to "Started". For example there may be a handover with no RABs configured. I agree that the clauses in the user RAB section should be clarified for which CN domain the status is changed in each case to be absolutely clear. It is possible to merge the sections on SRBs and user RBs but the intention is to simplify the wording of the section. Because of this the duplication is accepted

–     In the part dealing with the common setup steps, there is a sequence with the following bullets:

2> for all radio bearers belonging to the "CS domain":

3> apply the algorithm according to IE "Ciphering Algorithm" with the ciphering key of the key set used in the other RAT prior to handover and apply ciphering immediately upon reception of the HANDOVER TO UTRAN COMMAND.

2> for all radio bearers belonging to the "PS domain":

3> apply the algorithm according to IE "Ciphering Algorithm" with the ciphering key stored in the USIM/SIM and apply ciphering immediately upon reception of the HANDOVER TO UTRAN COMMAND.

       However, it is a bit unclear how this applies to the signalling radio bearers. Should they be treated according to the CN domain in variable “LATEST_CONFIGURED_CN_DOMAIN”? If so, maybe it should be explicitly specified. If not, the treatment of the SRBs should anyhow be explicitly specified. 

NOK> agree with the comment. It should be clear that the SRBs belong to the CN domain according to variable "LATEST_CONFIGURED_CN_DOMAIN".   

–     Then I have a number of merely editorial remarks: "straight quotation marks" shall always be used in 3GPP text (please refer to TR 21.801: drafting rules); use a tab character between the "bullet" (1>, 2>, 3>) and the actual text in the bullet paragraphs (not a space – there were problems already in the present text, I know); be careful with how you delete paragraph breaks (look at the indentations after accepting all changes; it is not what you would expect, and likely not what you intended), etc. (Although Joern and I usually find us forced to do a lot of these editorial alignments in the CR implementation – on our own responsibility, CRs are expected to be implemented as approved, and if something would get seriously wrong in the implementation, I have a feeling who would get the blame for it.) 

NOK> OK 

–     More important is maybe the split and renumbering of notes. In general, we should avoid the renumbering of notes. (There may be external references to a particular note in a particular text; if the numbering is changed, those references are no longer valid.) – I think it is better to use new number for new notes, and, if necessary, use numbering out of sequence, if a new note is inserted between two old ones (it might be controversial; better check with Joern). I am also questioning the split of NOTE 2; is that necessary? If it is, maybe we should denote the two resulting new notes as NOTE 2a and NOTE 2b (instead of 2 and 3). In that way, existing references to the old NOTE 2 would still be reasonably valid.

NOK> OK 

I don't know if I will get more feedback internally; this is what I have so far.

BR // Sven Ekemark

 



From: Brian Martin [ mailto:brian.2.martin@NOKIA.COM] 
Sent: den 19 januari 2009 12:53
To: 3GPP_TSG_RAN_WG2@LIST.ETSI.ORG
Subject: [64b: 5] PS handover to UTRAN

 

Dear All, 

Please see attached the discussion document and proposed CR presented last week in RAN2#64bis, Ljubljana. There are no changes to the documents from those used during the meeting. 

<<R2-090551.zip>> <<R2-090554.zip>> 
In the existing specification handling of security at PS handover to UTRAN does not work correctly and therefore the feature will be unusable unless the attached issues are addressed.

We see this as an important issue to resolve at the next meeting in order that the changes can be agreed and that we can have acceptable versions of these CRs ready to be implemented into the March version of the specification. 

Since the document was provided late to last week's meeting, companies did not have enough time to review the proposals in detail. In order that the above objective can be achieved we felt that an email discussion would give the best chance of doing so.

Note that only the rel-8 version of the CR is attached - rel-6 and rel-7 versions will be also be required. 

Please provide comments/questions/feedback until 6th February to allow time for implementing any changes necessary for the submission deadline of RAN2#65.

Best Regards, 
Brian






