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1 Introduction

This contribution discusses a number of issues related to the generic error handling defined in subclause 5.7 of TS 36.331. The proposal is to enhance the generic error handling to avoid that errors in sub-IEs always result in discarding of the entire message, which would severly limit extensibility options for common messages. Furthermore, this contribution proposes additional clarification regarding the UE action upon receiving spare fields and reserved values. Finally, this contribution proposes to clarify that statements in the procedure specification or the field descriptions take precedence over the generic error handling.

2 Discussion
2.1 Non comprehended values within sub-fields
Currently no specific handling is specified wrt. the handling of errors in fields/ IEs that are at lower nesting levels of a field. Let's consider an example i.e. the Paging messag, as shown below.

Paging ::=




SEQUENCE {


pagingRecordList




PagingRecordList 




OPTIONAL,
-- Need ON


systemInfoModification



ENUMERATED {true}




OPTIONAL,
-- Need ON


etws-Indication





ENUMERATED {true}




OPTIONAL,
-- Need ON

nonCriticalExtension



SEQUENCE {}






OPTIONAL
-- Need OP

}

PagingRecordList ::=



SEQUENCE (SIZE (1..maxPageRec)) OF PagingRecord

PagingRecord ::=




SEQUENCE {



ue-Identity





PagingUE-Identity,



cn-Domain





ENUMERATED
{ps, cs},



...


}

PagingUE-Identity ::=



CHOICE {


s-TMSI







S-TMSI,


imsi







IMSI,


...

}

Suppose a new PagingUE-Identity is added in future e.g. the imei. The question is what the UE should do upon receiving a Paging message including multiple paging records. One can consider this to be an uncomprehended value for a field that is mandatory to include and for which no default is defined. Then, according to the current specification, the UE should ignore the message. This would mean that EUTRA should not mix message legacy and new values of PagingUE-Identity in one Paging message.
In UMTS, a somewhat more complicated error handling was defined i.e. an error in a lower level field that is mandatory to be included does not directly result in discarding of the message. Instead, the UE should consider that the field that is one nesting level higher includes an error. Furthermore, in UMTS the UE only discards entries of a list that include an uncomprehended value i.e. rather than discarding the entire list as done in E-UTRA. See the following extract from 25.331.


[image: image1]
We could apply the similar error handling rules for nested IEs in E-UTRA also. For clarity, let's consider the example of Message1, see below.
Message1 ::=




SEQUENCE {



field1




SEQUENCE




field1-1



SEQUENCE





field1-1-1



ENUMERATED {a, b, c },





field1-1-2



ENUMERATED {a, b, c, spare },





field1-1-3



ENUMERATED {a, b, c, spare },


OPTIONAL

-- Need ON




field1-1-4



ENUMERATED {a, b, c, spare },


OPTIONAL

-- Need OR




},
















OPTIONAL

-- Need ON



field1-2



SEQUENCE





field1-2-1



ENUMERATED {a, b, c, spare },





field1-2-2



ENUMERATED {a, b, c, spare },


OPTIONAL

-- Need ON



},



field2




SEQUENCE {




field2-1



ENUMERATED {one, two, four}



},



...


}

If the EUTRAN applies encoded value 3 for field1-1-1, the UE considers that there is an ASN.1 violation and ignores the entire message.

If the UE receives spare for field 1-1-2, while no special handling has been defined for this spare, the UE considers the upper level field (i.e. field 1-1) to be invalid. Since field1-1 is optional, the UE considers the field to be absent whenever there is an error like this.

If the UE receives spare for field 1-1-3, while no special handling has been defined for this spare, the UE considers the (optional) field to be absent. Furthermore, it seems appropriate for the UE to apply the action defined for need code ON, i.e. no further action.

If the UE receives spare for field 1-1-4, while no special handling has been defined for this spare, the UE considers the (optional) field to be absent. In this case, it may be somewhat less obvious for the UE to apply the action defined for need code OR, i.e. release the configuration. On the other hand, release of the configuration may be the safest way to go.
If the UE receives spare for field 1-2-1, while no special handling has been defined for this spare, the UE considers the field 1-2 to be erronous. Since this is a mandatory field, the UE considers field1 to be erronous. Since field1 is mandatory, the UE considers Message1 to be erroneous and hence ignores the entire message.

It seems that the extended generic error handling discussed in this section is needed at least for common channels. In principle there is no need to support this for dedicated channels, assuming E-UTRAN is aware of which extensions the UE supports.

RAN2 is suggested to conclude the following proposals, that are based on the previous considerations:

Proposal 1
Extend the generic error handling to cover nested IEs and lists, in a similar way as done for UTRA, for messages received on common channels.

Proposal 2
Upon receiving an uncomprehended value for an optional IE, the acts as if the IE is absent and in accordance with the need code for absence of the IE.

Note: It seems the above implies that the statements introduced in SIB1 may now have become redundant? Revisit after more general check on system info params
2.2 Which channels to apply the error handling?
A further question is whether the previously discussed extended error handling should be applied either to:

A) for specific fields only i.e. only the fields for it is not acceptable the UE ignores the entire message (see discussion in [3],

B) generally for all fields of messages received on common channels,

C) generally for all fields of messages received on any channel.
In the previous it has been agreed that there is no need to specify UE requirements regarding network errors. So, the main question is to what extend the network can avoid a comprehension error. If we want to keep the possibility to take spare, reserved or extended values into use during a given release, EUTRAN may not be able to avoid non- comprehension problems on dedicated channels. Considering this, one may argue that this error handling is beneficial for any channel.
Proposal 3
Introduce the extended handling of non-comprehended values for all fields on any channel.

2.3 Distinction between spare values and reserved fields
The generic error handling generally talks about uncomprehended values. As mentioned in the previous, if EUTRAN sets field1-1-1 to encoded value 3, the UE assumes the ASN.1 violation to have occurred for the message. In this case the UE does not apply error handling at the level of an individual field since, due to the Packet Encoding Rules, it may not be  possible to reliably detect which field is in the error. Consequently, error handling at the level of fields only concerns fields for which spare values or extension markers have been introduced.

An extension marker is used for several fields (e.g enumerated, choice fields) allowing introduction of new values in future. The current generic error handling seems to indicate that the UE should ignore the extension. It should however be clear that in this case the UE shall consider that the fields to be set to an uncomprehended value.

It seems desirable to add a clarifying note to section 5.7.2.

NOTE
This section applies in case one or more fields is set to a code point not defined in this version of the transfer syntax. In this case, it may not be  possible to reliably detect which field is in the error hence the error handling is at the message level. For fields set to a spare value for which no specific UE behaviour is defined, or for fields using an extension marker that are set to an extended value that the UE does not comprehend, the following sections apply. In the latter cases, error handling may also apply at the level of individual fields.

Proposal 4
Clarify that error handling at the level of fields does not apply in case an individual IE is set to an undefined value by adding a note in 5.7.2.

Besides spare values, the current ASN.1 also includes spare fields, see the following:
MasterInformationBlock ::=


SEQUENCE {


dl-Bandwidth





ENUMERATED {












n6, n15, n25, n50, n75, n100 }, 


phich-Configuration




PHICH-Configuration,


systemFrameNumber




BIT STRING (SIZE (8)),


spare







BIT STRING (SIZE (10))

}

Although it seems obvious that the UE should just ignore spare fields, this may not be clearly covered by the current generic error handling

1>
if the message includes a protocol extension that the UE does not comprehend:

2>
treat the rest of the message as if the extension was absent.

Proposal 5
Clarify that the UE should ignore spare fields.

Finally, there is currently a CR introducing a value 'reserved'. It is assumed that the UE action upon receiving this reserved value is the same as for the action upon reserving a spare value for which no specific behaviour has been defined.
Proposal 6
Clarify that fields set to a reserved value should be treated in the same manner as fields set to a spare value for which no specific UE behaviour has been defined.

2.4 Procedure specific error handling

According to 5.3.5.5, the UE may apply the reconfiguration failure handling also in case of an ASN.1 violation in the RRCConnectionReconfiguration message. However, as mentioned before, in case of an ASN.1 violation it may not be possible to reliably detect which field is in the error, which means the UE may not be sure about the message type either. Consequently, in case of an ASN.1 violation the UE should just ignore the message as specified in 5.7.2.

It seems the intention of the text in 5.3.5.5 was to allow the UE to return a failure message in other cases covered in the generic error handling i.e. if a mandatory IE is in error (e.g. IE includes a not comprehended value). Assuming we want to keep this option, some changes seem to be needed:

· Clarify in 5.7.1 that the generic error handling applies unless explicitly specified otherwise e.g. within procedure specific error handling.
· Change the note in 5.3.5.5 to reflect that UE may apply the reconfiguration failure handling in case of a protocol error which according to the generic error handling requires the UE to ignore the message

· Update the sub-clause headings in 5.7 to clearly distinguish the different types of errors i.e. split 5.7.3 into a section covering mandatory and in a section covering optional IEs. Furthermore, rename 5.7.4 into mandatory field missing

Proposal 7
Clarify the UE action upon receiving an RRCConnectionReconfiguration message including a protocol error covered by the generic error handling procedures in accordanc with the above bullets

3 Conclusion & recommendation
This paper includes the following proposals, that RAN2 is requested to conclude:

Proposal 1
Extend the generic error handling to cover nested IEs and lists, in a similar way as done for UTRA, for messages received on common channels.

Proposal 2
Upon receiving an uncomprehended value for an optional IE, the acts as if the IE is absent and in accordance with the need code for absence of the IE.

Proposal 3
Introduce the extended handling of non-comprehended values for all fields on any channel.

Proposal 4
Clarify that error handling at the level of fields does not apply in case an individual IE is set to an undefined value by adding a note in 5.7.2.

Proposal 5
Clarify that the UE should ignore spare fields.

Proposal 6
Clarify that fields set to a reserved value should be treated in a same manner as fields set to a spare value for which not specific UE behaviour has been defined.

Proposal 7
Clarify the UE action upon receiving an RRCConnectionReconfiguration message including a protocol error covered by the generic error handling procedures in accordanc with the above bullets
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5 Text proposal (Annex)
<Start of 1st modification>
5.3.5.5
Reconfiguration failure

The UE shall:

1>
if the UE is unable to comply with (part of) the configuration included in the RRCConnectionReconfiguration message: 

2>
continue using the configuration used prior to the reception of RRCConnectionReconfiguration message;

2>
if security has not been activated:

3>
perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause ‘other’;

2>
else:

3>
initiate the connection re-establishment procedure as specified in 5.3.7, upon which the connection reconfiguration procedure ends.

NOTE 1:
The UE may apply above failure handling also in case the RRCConnectionReconfiguration message includes a protocol error for which the generic error handling as defined in 5.7 specifies that the UE shall ignore the message . 

NOTE 2:
If the UE is unable to comply with part of the configuration, it does not apply any part of the configuration, i.e. there is no partial success/ failure.

<Start of 2nd modification>
5.4.2.4
Reconfiguration failure

The UE shall:

1>
if the UE is unable to comply with (part of) the configuration included in the RRCConnectionReconfiguration message: 

2>
perform the actions defined for this failure case as defined in the specifications applicable for the other RAT;

NOTE 1:
The UE may apply above failure handling also in case the RRCConnectionReconfiguration message includes a protocol error for which the generic error handling as defined in 5.7 specifies that the UE shall ignore the message. 

NOTE 2:
If the UE is unable to comply with part of the configuration, it does not apply any part of the configuration, i.e. there is no partial success/ failure.

<Start of 3rd set of modifications>
5.7
Generic error handling

5.7.1
General

The generic error handling defined in the subsequent sub-clauses applies unless explicitly specified otherwise e.g. within the procedure specific error handling.

The UE shall consider a value as not comprehended when it set:

- 
to an extended value that is not defined in the version of the transfer syntax supported by the UE.

- 
to a spare or reserved value unless the specification defines specific behaviour that the UE shall apply upon receiving the concerned spare/ reserved value.

The UE shall consider a field as not comprehended when it is defined as spare or reserved unless the specification defines specific behaviour that the UE shall apply upon receiving the concerned spare/ reserved field.

5.7.2
ASN.1 violation or encoding error

The UE shall:

1>
when receiving an RRC message on any logical channel for which the abstract syntax is invalid:

2>
ignore the message;
NOTE
This section applies in case one or more fields is set to a code point not defined in this version of the transfer syntax. In this case, it may not be  possible to reliably detect which field is in the error hence the error handling is at the message level. For fields set to a spare value for which no specific UE behaviour is defined, or for fields using an extension marker that are set to an extended value that the UE does not comprehend, the following sections apply. In the latter cases, error handling may also apply at the level of individual fields.

5.7.3
Field set to a not comprehended value



The UE shall, when receiving an RRC message on any logical channel:

1>
if the message includes a field that has a value that the UE does not comprehend:

2>
if a default value is defined for this field:

3>
treat the message while using the default value defined for this field;

2>
else if the concerned field is optional:



3>
treat the message as if the field were absent and in accordance with the need code for absence of the concerned field;

2>
else:

3>
treat the message as if the field were absent and in accordance with sub-clause 5.7.4;

5.7.4
Mandatory field missing
The UE shall, when receiving an RRC message on any logical channel:

1>
if the message includes a field that is mandatory to include in the message (e.g. because conditions for mandatory presence are fulfilled) and that field is absent or treated as absent:

2>
if the field concerns a (sub-field of) an entry of a list (i.e. a SEQUENCE OF):

3>
treat the list as if the entry including the missing or not comprehended field was not present;

2>
else if the field concerns a sub-field of another field, referred to as the 'parent' field i.e. the field that is one nesting level up compared to the erroneous field:

3>
consider the 'parent' field to be set to a not comprehended value;

3>
apply the generic error handling to the subsequent 'parent' field(s), until reaching the top nesting level i.e. the message level;

2>
else (field at message level):

3>
ignore the message;
NOTE:
The error handling defined in these sub-clauses implies that the UE ignores a message with the message type or version set to a not comprehended value.
5.7.5
Not comprehended field
The UE shall, when receiving an RRC message on any logical channel:

1>
if the message includes a field that the UE does not comprehend:

2>
treat the rest of the message as if the field was absent;
NOTE:
This section does not apply to the case of an extension to the value range of a field.  Such cases are addressed instead by the requirements in section 5.7.3.





































































9.9	Handling of errors in nested information elements


An erroneous IE may be included in another IE, which may be included in another IE and so on. This subclause specifies the handling of errors in mandatory IEs as well as for conditional IEs for which the specified conditions for presence are met, that are nested in another IE.


In case the UE receives an IE (IE1) that includes a mandatory IE (IE1-1) having a value, including choice, reserved for future extension (spare) or a value not used in this version of the specification (e.g. a dummy value), the UE shall:


1>	consider IE1 to have an undefined value; and


1>	apply the corresponding generic error handling to IE1.


In case there are many IE nesting levels, in all of which the IE is mandatory while no default value is defined, this treatment may need to be repeated several times. The following example illustrates the general principle.


ExampleMessage ::=                  SEQUENCE {


    ie1                                 IE1                               OPTIONAL,


    ie2                                 IE2


}�
�
IE1 ::=					             SEQUENCE {


    ie1-1							    INTEGER (1..16),


    -- ie1-1 values 13..16 are spare and should not be used in this version of the protocol


    ie1-2                               IE1-2                            OPTIONAL,


    ie1-3                               IE1-3


}�
�



If in the above example, UTRAN would include ie1 and set ie1-1 to value 13, the UE experiences an error in a mandatory IE. The guideline outlined in the previous then means that the UE shall not discard the entire message but instead consider "ie1" to have an unknown value. Since IE1 is optional, the generic error handling would be to ignore "ie1".


In case the UE receives an IE (IE1) that includes a list of another IE (IE1-1) for which one or more entries in the list have a value, including choice, reserved for future extension (spare) or a value not used in this version of the specification (e.g. a dummy value), the UE shall:


1>	consider the list as if these entries were not included.


NOTE:	In case the above generic error handling procedures do not result in the desired behaviour, the introduction of spares may need to be reconsidered.
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